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1.1 Introduction 1

I 11
1 Security

1.1 Introduction

Thank you for purchasing our product.

This User's Guide contains the operating procedures and precautions to be used when using the security
functions offered by the bizhub 423/363/283/223 machine. To ensure the best possible performance and ef-
fective use of the machine, read this manual thoroughly before using the security functions. The Administrator
of the machine should keep this manual for ready reference. The manual should be of great help in finding
solutions to operating problems and questions.

This User's Guide (Ver. 1.00) describes bizhub 423/bizhub 363/bizhub 283/bizhub 223/bizhub 7828/ineo
423/ineo 363/ineo 283/ineo 223 Multi Function Peripheral Control Software (MFP Controller:A1UDOY0-0100-
GMO0-00).

Compliance with the 1ISO15408 Standard

When the Enhanced Security Mode on this machine is set to [ON], more enhanced security functions are
available.

The security functions offered by the bizhub 423/363/283/223 machine comply with ISO/IEC15408 (level:
EAL3).

Operating Precautions

The machine gives an alarm message or an alarm sound (peep) when a wrong operation is performed or a

wrong entry is made during operation of the machine. (No "peep" alarm sound is issued if a specific sound
setting in Sound Setting of Accessibility Setting is set to [OFF].) If the alarm message or alarm sound is given,
perform the correct operation or make the correct entry according to the instructions given by the message
or other means.

The Administrator of the machine should exit from the current mode to return to the basic screen whenever
the access to that mode is completed or if he or she leaves the machine with the mode screen left displayed.

The Administrator of the machine should make sure that each individual general user exits from the current
mode to return to the basic screen whenever the access to that mode is completed or if the user leaves the
machine with the mode screen left displayed.

If an error message appears during operation of the machine, perform steps as instructed by the message.
For details of the error messages, refer to the User’s Guide furnished with the machine. If the error cannot be
remedied, contact your service representative.

The PageScope Web Connection functions can be used only if the setting is made to accept "Cookie."

bizhub 423/363/283/223 1-2



1.1

Introduction

INSTALLATION CHECKLIST

This Installation Checklist contains items that are to be check by the Service Engineer installing this machine.
The Service Engineer should check the following items, then explain each checked item to the Administrator
of the machine.

To Service Engineer

Make sure that each of these items is properly carried out by checking the box on the right of each item.

1.

Perform the following steps before installing this machine.

Completed

Check with the Administrator to determine if the security functions of this machine
should be enhanced. If the functions should be enhanced, check the following.

If the security functions are not to be enhanced, quit the operation without checking
the following.

L]

| swear that | would never disclose information as it relates to the settings of this ma-
chine to anybody, or perform malicious or intentional act during setup and service
procedures for the machine.

]

When giving the User’s Guide Security Operations to the Administrator of the ma-
chine, check that the User’s Guide is the security-compatible version and explain to
the Administrator that it is security-compatible.

]

After this machine is installed, refer to the Service Manual and perform the following
steps.

Check that the Firmware version (MFP Controller, CheckSum) indicated in the Ser-
vice Manual matches the values shown in the Firmware Version screen.

If there is a mismatch in the Firmware version number, explain to the Administrator
of the machine that upgrading of the Firmware is necessary and perform upgrading
of the Firmware.

Set CE Authentication to [ON] and set the CE Password.

Check that Management Function Choice to Unset and HDD to Installed.

Check that the Fax Kit has been mounted and set up properly, if fax functions are to
be used.

Jod O

After this machine is installed, refer to this User’s Guide and perform the following
steps.

Check that the Administrator Password has been set by the Administrator of the ma-
chine.

Check that data has been backed up by the Administrator of the machine using the
HDD Backup Utility if necessary.

Check that the Encryption Key has been set by the Administrator of the machine.

Check that User Authentication has been set to [ON (MFP)] or [ON (External Server)]
(Active Directory only) by the Administrator of the machine.

Check that the self-signed certificate for SSL communications has been registered
by the Administrator of the machine.

Check that data has been restored by the Administrator of the machine using the
HDD Backup Utility if necessary.

Let the Administrator of the machine set Enhanced Security Mode to [ON].

The languages, in which the contents of the User’s Guide Security Operations have
been evaluated, are Japanese and English.
Explain the way how to get the manual in the language, in which it is evaluated.

oo oo

Explain to the administrator that the settings for the security functions for this ma-
chine have been specified.

i

When the above steps have been properly carried out, the Service Engineer should make a copy of this page
and give the original of this page to the Administrator of the machine. The copy should be kept at the corre-
sponding Service Representative for filing.

Product Name Company Name User Division Name Person in charge

Customer

Service Representative -

bizhub 423/363/283/223



1.2 Security Functions 1

1.2 Security Functions

Setting the Enhanced Security Mode to [ON] will validate the security function of this machine. For details of
the settings of different security functions to be changed by turning [ON] the Enhanced Security Mode, see
page 2-8.

Setting the Enhanced Security Mode to [ON] will enhance the authentication function. Access control is then
provided through password authentication for any access to the Administrator Settings, User Authentication
mode, Account Track mode, User Box, a User Box data file, a Secure Print Document, and WebDAYV Server.
Access is thereby granted only to the authenticated user.

A password that can be set must meet the requirements of the Password Rules. The machine does not ac-
cept setting of an easily decipherable password. For details of the Password Rules, see page 1-8.

If a wrong password is entered, during password authentication, a predetermined number of times (once to
three times) or more set by the Administrator of the machine, the machine determines that it is unauthorized
access through Prohibited Functions When Authentication Error, prohibiting any further entry of the pass-
word. By prohibiting the password entry operation, the machine prevents unauthorized use or removal of da-
ta, thereby ensuring secured used of the machine.

To cancel the password entry operation prohibited condition, the Administrator must perform the Release
Setting. When the Administrator performs the Release Setting for the operation prohibited condition, a sound
operation control in utmost security is achieved under the control of the Administrator.

By setting the Encryption Key, the data stored in the HDD is encrypted, thereby protecting the data in the
HDD. Note, however, that the Encryption Key does not prevent the HDD from being physically removed.
Make sure of a good operation control.

When the machine is to be discarded, or use of a leased machine is terminated at the end of the leasing con-
tract, the Overwrite All Data function overwrites and erases all data stored in all spaces of the HDD. The func-
tion also resets all passwords saved in the NVRAM to factory settings, preventing leak of data. For details of
items to be cleared by Overwrite All Data function, see page 1-10.

Check Count Clear Conditions

The following are the conditions for clearing or resetting the check count of the number of wrong entries at
the time of authentication by the Enhanced Security Mode.

<Administrator Settings>

° Authentication of Administrator Settings is successful.

<User Authentication Mode>
° User Authentication mode is successful.
° Release of Prohibited Functions When Authentication Error is executed.

<Account Track Mode>
° Account Track mode is successful.
. Release of Prohibited Functions When Authentication Error is executed.

<Secure Print>
° Authentication of Secure Print is successful.
. Release of Prohibited Functions When Authentication Error is executed.

<Box>

° Authentication of User Box is successful.

° Authentication for execution of change of User Box Name and User Box Password is successful.
° Release of Prohibited Functions When Authentication Error is executed.

<SNMP Password (auth-Password, priv-Password)>
° Authentication of SNMP is successful.
° Release of Prohibited Functions When Authentication Error is executed.

<WebDAV authentication>
° Authentication of WebDAYV is successful.
. Release of Prohibited Functions When Authentication Error is executed.

bizhub 423/363/283/223 1-4
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1.3

Data to be Protected

The underlying concept of this machine toward security is "to protect data that can be disclosed against the
intention of users."

The following types of image files that have been saved in the machine and made available for use by its users
are protected while the machine is being used.

. Image files saved by Secure Print

° Image files saved as ID & Print Document when print data is to be saved using the ID & Print Setting
function
° Image files saved in Personal User Box, Public User Box and Group User Box

The following types of data saved in the HDD are protected when use of a leased machine is terminated at
the end of the leasing contract, the machine is to be discarded, or when the HDD is stolen.

° Image files saved by Secure Print

. Image files saved as ID & Print Document when print data is to be saved using the ID & Print Setting
function

Image files saved in Personal User Box, Public User Box and Group User Box
Image files of jobs in the queue state
Image files other than Secure Print Document, ID & Print Document and User Box file

Data files left in the HDD data space, used as image files and not deleted through the general deletion
operation

Temporary data files generated during print image file processing
Destination recipient data (e-mail address, telephone number)

This machine offers specific functions as data protection methods: the SSL function that ensures confiden-
tiality of images transmitted and received over the network and the S/MIME function that is used for encrypt-
ing image files.

When transmitting and receiving highly confidential image data among different pieces of IT equipment within
an office LAN, the machine carries out communications with the correct destination via encrypted and reliable
paths, assuming an office environment that responds to most stringent security requirements.

* "Secure print" represents the settings for the secure print document in the printer driver interface.

bizhub 423/363/283/223 1-5
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1.4

Precautions for Operation Control

This machine and the data handled by this machine should be used in an office environment that meets the
following conditions. The machine must be controlled for its operation under the following conditions to pro-
tect the data that should be protected.

Roles and Requirements of the Administrator

The Administrator should take full responsibility for controlling the machine, thereby ensuring that no improp-
er operations are performed.

<To Achieve Effective Security>

° A person who is capable of taking full responsibility for controlling the machine should be appointed as
the Administrator to make sure that no improper operations are performed.

° When using an SMTP server (mail server) or an DNS server, each server should be appropriately man-
aged by the Administrator and should be periodically checked to confirm that settings have not been
changed without permission.

Password Usage Requirements

The Administrator must control the Administrator Password, Encryption Key, auth-Password, priv-Password,
and WebDAYV Server Password appropriately so that they may not be leaked. These passwords should not
be ones that can be easily guessed. The user, on the other hand, should control the User Box Password,
Secure Print Password, and User Password appropriately so that they may not be leaked. Again, these pass-
words should not be ones that can be easily guessed. For the Public User Box shared among a number of
users, the User Box Password should be appropriately controlled so that it may not be leaked to anyone who
is not the user of the Public User Box.

<To Achieve Effective Security>

° Make absolutely sure that only the Administrator knows the Administrator Password, Encryption Key,
auth-Password, priv-Password, and WebDAV Server Password.

° The Administrator must change the Administrator Password, Encryption Key, auth-Password, priv-
Password, and WebDAV Server Password at regular intervals.

. The Administrator should make sure that any number that can easily be guessed from birthdays, em-
ployee identification numbers, and the like is not set for the Administrator Password, Account Pass-
word, Encryption Key, auth-Password, priv-Password, and WebDAV Server Password.

° If a User Password or User Box Password has been changed, the Administrator should have the cor-
responding user change the password as soon as possible.

. The Administrator should change the Account Password set for each account at regular intervals and,
should one be changed, he or she should immediately inform users who implement Account Track of
the new Account Password.

° If the Administrator Password has been changed by the Service Engineer, the Administrator should
change the Administrator Password as soon as possible.

° The Administrator should have users ensure that the passwords set for the User Authentication, Secure
Print, and User Box are known only by the user concerned.

° The Administrator should have users who implement Account Authentication ensure that the Account
Password set for the account is known by the users implementing Account Authentication only.

° The Administrator should make sure that only the users who share a Public User Box and Group User
Box know the password set for it.

° The Administrator should have users change the passwords set for the User Authentication and User
Box at regular intervals.

° The Administrator should make sure that any user does not set any number that can easily be guessed
from birthdays, employee identification numbers, and the like for the passwords set for the User Au-
thentication, Secure Print, and User Box.
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Network Connection Requirements for the Machine

Packets being transmitted over the LAN installed in the office, in which the machine is installed, should be
protected from unauthorized manipulation. If the LAN is to be connected to an outside network, no unautho-
rized attempt to establish connection from the external network should be permitted.

<To Achieve Effective Security>

° If the LAN, in which the machine is installed, is connected to an outside network, install a firewall or
similar network device to block any access to the machine from the outside network and make the nec-
essary settings.

° Configure the LAN installed in the office, in which the machine is installed, by using a switching hub and
other devices to ensure that the packets are protected from unauthorized manipulation.

° Provide an appropriate network control at all times to make sure that packets are protected from un-
authorized manipulation and no other copying machine is connected without prior notice to the office
LAN to which this machine is connected.

User information control server control requirements

The server administrator is required to apply patches and control accounts for the user information control
server connected to the LAN within the office, in which this machine is installed, to ensure operation control
that achieves appropriate access control.

Security function operation setting operating requirements

The Administrator should make sure of correct operation control so that the machine is used with the En-
hanced Security Mode set to [ON].

Operation and control of the machine

The Administrator of the machine should perform the following operation control.

° The Administrator of the machine should log off from the Administrator Settings whenever the operation
in the Administrator Settings is completed. The Administrator of the machine should also make sure
that each individual user logs off from the User Authentication mode after the operation in the User Au-
thentication mode is completed, including operation of the Secure Print Document, User Box, and User
Box file.

° The Administrator of the machine should set the Encryption Key according to the environment, in which
this machine is used.

Machine Maintenance Control

The Administrator of the machine should perform the following maintenance control activities.

° Provide adequate control over the machine to ensure that only the Service Engineer is able to perform
physical service operations on the machine.

° Provide adequate control over the machine to ensure that any physical service operations performed
on the machine by the Service Engineer are overseen by the Administrator of the machine.
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1.5 Miscellaneous

Password Rules

According to certain Password Rules, registration of a password consisting of a string of a single character
or change of a password to one consisting of a string of a single character is rejected for the Administrator
Password, User Password, Account Password, User Box Password, Secure Print Password, SNMP Pass-
word, WebDAYV Server Password, and Encryption Key. For the Administrator Password, User Password, Ac-
count Password, User Box Password, SNMP Password, WebDAV Server Password, and Encryption Key, the
same password as that currently set is not accepted.

Study the following table for details of the number of digits and characters that can be used for each pass-

word.
Types of passwords No. of digits Characters
User Password 8 digits ¢ Numeric characters: 0 to 9
Alpha characters: upper and lower case letters
Symb0|s- !, #; $y %y &! I! (! ) *y 3 Ty ey /! D<= >,
2@, L\ AL~ +
e Characters with umlaut (95 characters)
Selectable from among a total of 188 characters
Encryption Key 20 digits ¢ Numeric characters: 0 to 9
e Alpha characters: upper and lower case letters
e Symbols: |, #,$,%,8& ", "+ -, .,/,=2,@", _,,
{s |’ }1 ~
Selectable from among a total of 83 characters
Administrator Password 8 digits e Numeric characters: 0 to 9
e Alpha characters: upper and lower case letters
Account Password o Symbols: L, #,8, %, 8" ()% 0lih <= >,
User Box Password e, [\NLALLLLL -+

Selectable from among a total of 93 characters
Secure Print Password

WebDAV Server Password

SNMP Password 8 digits or more * Numeric characters: 0to 9

e auth-Password e Alpha characters: upper and lower case letters

e priv-Password e Symbols:,$, %,8& (), " /i<, =>,7,@,

[!]1 A’ — ‘! {s Il}! ~, +

Selectable from among a total of 90 characters

Precautions for Use of Umlaut

° The maximum number of digits allowed for the User Password is 64, if umlaut is used with all charac-
ters, however, the maximum number of digits allowed becomes 32 digits.

° Setting or entering an umlaut from the control panel may be disabled depending on the setting made
in this machine, but not on the client PC side including PageScope Web Connection. If an umlaut is set
in a password on the PC side, therefore, the umlaut cannot be entered from the control panel, which
means that this particular password is not usable.

Precautions for Use of Various Types of Applications

Comply with the following requirements when using various types of applications.

° When PageScope Web Connection or an application of various other types is used, the password con-
trol function of the application stores the password that has been entered in your PC. If you want the
password not stored, disable the password control function of the application.

When using the PageScope Web Connection or an application of various other types, use one that
shows "*" or "@" for the password entered.

° Internet Explorer or other type of web browser, "SSL v3" or "TLS v1" should be used, not "SSL v2," for
the SSL setting.

° Expanded functions, which can be used in association with applications by registering the optional Li-
cense Kit, are available, including collecting and controlling user and account information by means of
the WebDAV function. Use of these expanded functions is not covered by certification of ISO15408.
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Encrypting communications

The following are the cryptographic algorithms of key exchange and communications encryption systems
supported in generation of encryption keys.

° TLS_RSA_WITH_RC4_128_MD5
TLS_RSA_WITH_3DES_EDE_CBC_SHA
TLS_RSA_WITH_AES_128_CBC_SHA
TLS_DHE_RSA_WITH_3DES_EDE_CBC_SHA
TLS_DHE_RSA_WITH_AES_256_CBC_SHA

NOTICE

No algorithms can be selected during generation of encryption keys. SSL v3 is automatically selected for the
SSL setting according to the application and browser. Do not therefore change the setting manually to SSL
V2.

Use the following browsers to ensure SSL encryption communication with appropriate strength. Use of any
of the following browsers achieves SSL encryption communication that ensures confidentiality of the image
data transmitted and received.

Windows NT4.0, 2000, XP, Server2003, Vista, Server2008, Windows 7

. Recommended is Microsoft "Internet Explorer 6" or later.

° Recommended is Netscape Navigator 7.02 or later.

° Recommended is Mozilla Firefox 1.0 or later.

Macintosh MacOS 9.x, MacOS X
° Recommended is Netscape Navigator 7.02 or later.
° Recommended is Mozilla Firefox 1.0 or later.

Linux

° Recommended is Netscape Navigator 7.02 or later.

° Recommended is Mozilla Firefox 1.0 or later.

SSL encryption communication with confidentiality properly maintained can be achieved in image data trans-
mitted and received in any of the following applications.

. PageScope Box Operator

° HDD TWAIN

° PageScope Direct Print

° HDD Backup Utility

NOTICE
SSL encryption communication is not applicable to transmission of Secure Print in PageScope Direct Print.

IPP printing

IPP (Internet Printing Protocol) is a function that allows Secure Print Documents and image data stored in
boxes to be printed via the Internet by using the HTTP (HyperText Transfer Protocol) of the TCP/IP Protocol.
IPPS (IPP over SSL/TLS) is the type of IPP that performs the SSL encryption communication.

<Installing printer driver>

To perform IPP printing, the printer driver must be installed. From "Add Printer Wizard," select "Connect to
a printer on the Internet or on a home or office network" and type the URL of this machine in the following
format in the "URL" field. The printer, for which the settings have been made, can be used in the same manner
as the ordinary local printer.

http:// <IP address of this machine> /ipp
E.g.: If the machine IP address is 192.168.1.20
Type http://192.168.1.20/ipp

To set IPPS printing:
Type https:// <IP address of the machine> /ipp.
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<Registering the certificate in Windows Vista/Server2008>

Windows Vista/Server2008, which offers enhanced security functions, gives a certificate error message if the
SSL certificate is one that is not issued by a certification body. In such cases, it becomes necessary to reg-

ister with Windows Vista the certificate of this machine as that issued by a reliable party for the computer

account.

First, register Host Name and IP address of this machine in the DNS server in advance. Then, in TCP/IP Set-
tings of PageScope Web Connection, set the DNS Host Name and DNS Default Domain Name registered

with the DNS server.

It should also be noted that, for the certificate to be imported, a certificate for SSL encryption communication
should be registered in PageScope Web Connection and exported in advance as the certificate including the

public key.

1 From "Continue to this website," call the PageScope Web Connection window to the screen.

2 Click "Certificate Error" to display the certificate. Then, click "Install Certificate" to install the certificate.

3 Display the physical stores. Then, deploy the certificate, which has earlier been exported, in "Local
Computer" of "Trusted Root Certification Authorities" to thereby import the certificate.

<IPPS printing settings in Windows Vista/Server2008>

Through additional printer setting, type "https://Host Name.Domain Name/ipp."
For [Host Name] and [Domain Name], specify the names set with the DNS server.

Items of Data Cleared by Overwrite All Data Function

The Overwrite All Data function clears the following items of data.

Items of Data Cleared

Description

User registration data

Deletes all user-related data that has been registered

Account registration data

Deletes all account track-related data that has been registered

Box registration data/file

Deletes all User Box-related information and files saved in User Box

Secure Print ID/Password/
Document

Deletes all Secure Print Document-related information and files saved

ID & Print Document

Deletes all ID & Print Documents saved in ID & Print User Box

Image files

¢ Image files other than Secure Print Documents, ID & Print Docu-
ments, and User Box files

¢ Image files of jobs in the queue state

e Data files left in the HDD data space, used as image files and not
deleted through the general deletion operation

e Temporary data files generated during print image file processing

Destination recipient data files

Deletes all destination recipient data including e-mail addresses and
telephone numbers

Encryption Key

Clears the currently set Encryption Key

Administrator Password

Clears the currently set password, resetting it to the factory setting

SNMP Password

Clears the currently set password, resetting it to the factory setting
(MAC address)

WebDAV Server Password

Clears the currently set password, resetting it to the factory setting
(sysadm)

S/MIME certificate

Deletes the currently set S/MIME certificate

Device certificate
(SSL certificate)

Deletes the currently set Device certificate (SSL certificate)

Network Setting

Clears the currently set network settings (DNS Server setting, IP Ad-
dress setting, SMTP Server setting, NetWare Setting, NetBIOS setting
and AppleTalk Printer Name setting), resetting it to the factory setting
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Fax functions

An optional Fax Kit is required for using fax functions. Contact your Service Representative.

Bluetooth communication

An optional Local Interface Kit is required for Bluetooth communication. Contact your Service Representa-
tive.
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T 1011
2 Administrator Operations
21 Accessing the Administrator Settings

In Administrator Settings, the settings for the machine system and network can be registered or changed.

This machine implements authentication of the user of the Administrator Settings function through the 8-digit
Administrator Password that verifies the identity as the Administrator of the person who accesses the func-
tion. During the authentication procedure, the Administrator Password entered for the authentication purpose
appears as "*" or "@" on the display.

When the Enhanced Security Mode is set to [ON], the number of times in which authentication fails is count-
ed.

NOTICE
Make sure that none of the general users of the machine will know the Administrator Password.

Ifthe Administrator Password is forgotten, it must be set again by the Service Engineer. Contact your Service
Representative.

211 Accessing the Administrator Settings

The machine does not accept access to the Administrator Settings under any of the following conditions.
Wait for some while before attempting to gain access to the Administrator Settings again.

The Administrator Settings has been logged on to through access made from the PC.
A remote operation is being performed from an application on the PC.

There is a job being executed by the machine.

There is a reserved job (timer TX, fax redial waiting, etc.) in the machine.

Immediately after the main power switch has been turned ON.

A malfunction code is displayed on the machine.

<From the Control Panel>

v When accessing the Administrator Settings from the control panel, if you have already logged on to the
Administrator Settings using PageScope Web Connection, the machine displays a message that tells
not to turn off the power because of the remote operation being performed and rejects any operation
on the control panel. Wait until the message disappears before attempting to access the Administrator
Settings once again.

v When accessing the Administrator Settings from the control panel, if [Export to the device] operation is
being executed using the PageScope Data Administrator, the machine displays a message that tells
not to turn off the power because of the remote operation being performed and rejects any operation
on the control panel. Wait until the message disappears before attempting to access the Administrator
Settings once again.

v Do not leave the machine with the setting screen of Administrator Settings left shown on the display. If
it is absolutely necessary to leave the machine, be sure first to log off from the Administrator Settings.

1 Press the [Utility/Counter] key.

2 Touch [Administrator Settings].

Job List ¢ the menu buttons or kevpad to make a selection.
Heter Count
HSRe [ Statis 1
2 User Settings )

3 Administrator Settings 8 Device Information ‘
4 Check Consumable Life

Job Details

2009/09/10  13:28 Close
Toner Level kll Menory 100% Eoe=]
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3 Enterthe 8-digit Administrator Password from the keyboard or keypad.

Use the kevboard or kevpad to type in the Administrator

Password. Press [C] to clear the entered Administrator
Password.

Utility > Administrator Settings

10/03/2010  08:13
Hemory 100%

= Press the [C] key to clear all characters.

=> Touch [Delete] to delete the last character entered.

= Touch [Shift] to show the upper case/symbol screen.

- Touch [Cancel] to go back to the screen shown in step 2.

4 Touch [OK].

= If awrong Administrator Password is entered, a message that tells that the Administrator Password
does not match appears. Enter the correct Administrator Password.

If the Enhanced Security Mode is set to [ON], entry of a wrong password is counted as unauthorized
access. If a wrong Administrator Password is entered a predetermined number of times (once to
three times) or more set by the Administrator of the machine, a message appears saying that the
machine accepts no more Administrator Passwords because of unauthorized access for any sub-
sequent entry of the Administrator Password. The machine is then set into an access lock state. To
cancel the access lock state, settings must be made by the Service Engineer; or, turn off, and then
turn on, the main power switch of the machine. If the main power switch is turned off and on, the
access lock state is canceled after the lapse of time set for [Release Time Settings]. When the main
power switch is turned off, then on again, wait at least 10 seconds to turn it on after turning it off. If
there is no wait period between turning the main power switch off, then on again, the machine may
not function properly.

Here is the sequence, through which the main power switch and sub power switch are turned on
and off:

Turn off the sub power switch — Turn off the main power switch — Turn on the main power switch
— Turn on the sub power switch

->

5  Pressthe [Utility/Counter] key to log off from the Administrator Settings.
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21.2 Accessing the User Mode

You can log on to the User Mode as an Administrator. In the User Mode, you can check or delete a job, which
is disabled in Administrator Settings.

Reference
° The authority relating to box settings is the same as that of Administrator Settings.
<From the Control Panel>

v The Administrator must first make User Authentication settings before he or she can access User Mode.
For details of the User Authentication, see page 2-17.

v Do not leave the machine with the User Mode setting screen left shown on the display. If it is absolutely
necessary to leave the machine, be sure first to log off from the User Mode.

1 Touch [User Namel].

®Enter a login user name and password, and then touch
[Loginl or press [Access].

H2Re  [Status

User Hame A

Password A

Job Details

%TOI‘I@F Level KI 02/01/2010  15:20

Hemory 100%

2 Type "admin" in User Name.

®Use the kevboard or keypad to type in the
user name.
Press IC1 1o erase the entered user name.

User Authentication > Enter User Hame

adninll

| shift

2009/09/10 13
Hemory 10

130
0%

- Press the [C] key or touch [Undo] to clear the value entered last.
=> Touch [Delete] to delete the last character entered.
= Touch [Shift] to show the upper case/symbol screen.

3 Touch [OK].
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4

5

8

Touch [Password].

®Enter a login user name and password, and then touch
[Loginl or press [Accessl.

Name | Statls

User Hame 4 adnin

Password /

| Delete
Job Details

| 02/01/2010  15:20
Toner Lever k| it 1007,

Enter the 8-digit Administrator Password from the keyboard or keypad.

>
>
>
>

®Use the kevboard or keypad to type in the
password.
Press IC1 to erase the entered password.

User Authentication > Enter Password

fRs e |

| shift

2009/09/10  13:32
Mefmory 100%

Press the [C] key to clear all characters.

Touch [Delete] to delete the last character entered.
Touch [Shift] to show the upper case/symbol screen.
Touch [Cancel] to go back to the screen shown in step 4.

Touch [OK].

Press [Access] or touch [Login].

>

>

If a wrong Administrator Password is entered, a message that tells that the authentication has failed
appears. Enter the correct Administrator Password.

If the Enhanced Security Mode is set to [ON], entry of a wrong password is counted as unauthorized
access. If a wrong Administrator Password is entered a predetermined number of times (once to
three times) or more set by the Administrator of the machine, a message appears saying that the
machine accepts no more Administrator Passwords because of unauthorized access for any sub-
sequent entry of the Administrator Password. The machine is then set into an access lock state. To
cancel the access lock state, settings must be made by the Service Engineer; or, turn off, and then
turn on, the main power switch of the machine. If the main power switch is turned off and on, the
access lock state is canceled after the lapse of time set for [Release Time Settings]. When the main
power switch is turned off, then on again, wait at least 10 seconds to turn it on after turning it off. If
there is no wait period between turning the main power switch off, then on again, the machine may
not function properly.

Here is the sequence, through which the main power switch and sub power switch are turned on
and off:

Turn off the sub power switch — Turn off the main power switch — Turn on the main power switch
— Turn on the sub power switch

Press the [Access] key to log off from the User Mode.
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<From PageScope Web Connection>

v

v

A WODN =

While you are logging onto the Admin Mode using PageScope Web Connection, any operations from
the machine's control panel are disabled.

If you have already logged on to the Admin Mode from the control panel or using PageScope Web Con-
nection, the machine displays a message that tells that another administrator has previously logged on
and rejects any attempt to log on to the Admin Mode using the PageScope Web Connection. Click [OK]
and wait for some while before attempting to access the Admin Mode once again.

If [Export to the device] operation is being executed using the PageScope Data Administrator, the ma-
chine displays a message that tells you cannot log on to the mode because of the remote operation
being performed and rejects any attempts to the Admin Mode via the PageScope Web Connection.
Click [OK] and wait for some while before attempting to access the Admin Mode once again.

If an attempt is made to log on to the Admin Mode while a job is being executed, the machine gives a
message that tells that it is now impossible to log on to the Admin Mode. Click [OK] and try logging on
to the Admin Mode after the execution of the job is completed.

Do not leave the machine with the Admin Mode setting screen left shown on the display. If it is abso-
lutely necessary to leave the machine, be sure first to log off from the Admin Mode.

If you have logged on to the Admin Mode using the PageScope Web Connection and if you close the
web browser without clicking [Logout], the touch panel of the machine remains locked for 70 sec.
The display modes of the PageScope Web Connection administrator modes are classified into two dis-
play modes: [Tab Function Display] and [List Function Display]. This manual shows an example where
the [List Function Display] is set as the display mode. In either display mode, the available items are the
same.

Start the Web browser.
Enter the IP address of the machine in the address bar.
Press the [Enter] key to start PageScope Web Connection.

Click the Administrator radio button and [Login].

3 EEX
Bz Edt Miew Favortes Tooks  Help "
Language | English English) ~|
Login " Registered User
User Name |
Password |
* Adminiztrator
View Mode  Flash & HTML
Flash Player is necessary to see in Flash form. 23;%‘;,‘&\@'4
User Assist I™ Display dialag box in case of warning
.Lugm
Starting-up Data Management Utility
Flash Player is reguired to use the Data Management Utility
P
& 3Manage Copy Protect Data
-S%Manage Stamp Data
i FiManage Font/Macr (*1
*13 Can only run on Windows Intemet Explorer and Flash Player Yersion 9 and above
environments
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5

7
8

Select "Administrator (Admin Mode)" or "Administrator (User Mode)" and enter the 8-digit Administrator
Password in the "Password" box.

->

->

>

Fie Edit View Favorites Tools Help

Select Login
& Administrator (Admin Mode)
© Administrator (User Mode)

Password = |essesses |

Help Display Setting
Help Display is a network-only function.
On Mouse rf)_F'I_: -_v‘
On Focus rf)_F'I_: -_v‘

‘ Cancel

If "Administrator (Admin Mode)" is selected, the settings for the machine system and network can
be registered or changed.

If "Administrator (User Mode)" is selected, you can log on to the User Mode as an Administrator. In
the User Mode, you can check or delete a job, which is disabled in Administrator Settings. Note,
however, that the authority relating to box settings is the same as that of Administrator Settings.

When accessing the Admin Mode using the PageScope Web Connection, enter the same Adminis-
trator Password as that for the machine.

Click [OK].

->

->

If a wrong Administrator Password is entered, a message that tells that the authentication has failed
appears. Enter the correct Administrator Password.

If the Enhanced Security Mode is set to [ON], entry of a wrong password is counted as unauthorized
access. If a wrong Administrator Password is entered a predetermined number of times (once to
three times) or more set by the Administrator of the machine, a message appears saying that the
machine accepts no more Administrator Passwords because of unauthorized access for any sub-
sequent entry of the Administrator Password. The machine is then set into an access lock state. To
cancel the access lock state, settings must be made by the Service Engineer; or, turn off, and then
turn on, the main power switch of the machine. If the main power switch is turned off and on, the
access lock state is canceled after the lapse of time set for [Release Time Settings]. When the main
power switch is turned off, then on again, wait at least 10 seconds to turn it on after turning it off. If
there is no wait period between turning the main power switch off, then on again, the machine may
not function properly.

Here is the sequence, through which the main power switch and sub power switch are turned on
and off:

Turn off the sub power switch — Turn off the main power switch — Turn on the main power switch
— Turn on the sub power switch

Click [Logout].

Click [OK].

This allows you to log off from the Admin Mode.

bizhub 423/363/283/223 2-7



2.2 Enhancing the Security Function 2

2.2 Enhancing the Security Function

When access to the machine by the Administrator of the machine through the Administrator Settings from
the control panel is authenticated, the machine enables setting of the Enhanced Security Mode that allows
settings for enhancing each of different security functions to be converted all at once.

In the Enhanced Security Mode, the machine allows selection of whether to use the Enhanced Security Mode
or not. If the Enhanced Security Mode is set to [ON], a count is taken of the number of unauthorized accesses
to the Administrator Settings, User Authentication, Account Track, SNMP authentication, WebDAV authenti-
cation, all Secure Print, and all User Boxes. A function is also set that determines whether each password

meets predetermined requirements. The security function is thus enhanced in the Enhanced Security Mode.

The following settings must first be made before the Enhanced Security Mode is set to [ON].

NOTICE

First, set the Encryption Key. To set the Encryption Key, HDD Format must first be executed. Execution of
the HDD Format clears various setting values. For details of items that are cleared by HDD Format, see
page 2-10.

If initialization is executed by the Service Engineer, set the Administrator Password and turn [ON] the En-
hanced Security Mode again.

Settings to be Made in Advance Description

Administrator Password An 8-digit password that meets the Password Rules.

The factory setting is "12345678."
User Authentication Set to either [ON (MFP)] or [ON (External Server)] (Active Directory).
Encryption Key Set the 20-digit Encryption Key.
Certificate for SSL Register the self-signed certificate for SSL communications.
Management Function Choice Calls for setting made by the Service Engineer. For details, contact

CE Password your Service Representative.

CE Authentication
HDD
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Enhancing the Security Function

Setting the Enhanced Security Mode to [ON] changes the setting values of the following functions.

Function Name Factory Setting | When Enhanced Security Mode is set to [ON]

Password Rules Invalid Enable (not to be changed)

Prohibited Functions Mode 1 Mode 2 (not to be changed): Three times is set.

When Authentication Er- * The number of times can be changed to once, twice,

ror or three times (twice, four times, or six times for the
WebDAV Server Password).

Confidential Document Mode 1 Mode 2 (not to be changed)

Access Method * In association with Prohibit Functions When Authenti-
cation Error the method is changed from authentication
using Secure Print ID and password (Mode 1) to that us-
ing the password with the Secure Print Document first
narrowed down by Secure Print ID (Mode 2).

Public User Access Restrict Restrict (not to be changed)

User List OFF OFF (not to be changed)

Print Without Authentica- | Restrict Restrict (not to be changed)

tion

User Box Admin. Setting Restrict Restrict (not to be changed)

SSL OFF ON (not to be changed)

SSL Encryption Strength AES-256, AES/3DES (not to be changed to one containing

3DES-168, strength lower than AES/3DES)
RC4-128,

DES-56,

RC4-40

Automatically Obtain Cer- | No No (not to be changed)

tificates of S/MIME

S/MIME Encryption 3DES 3DES (not to be changed to DES or RC-2)

Method

FTP Server ON OFF (not to be changed)

SNMPv1/v2c Read/Write en- Only Read is enabled (not to be changed)

abled

SNMP v3 Security Level
and auth/priv-password

auth/priv-pass-
word

The security level can be selected from among [auth-
password] and [auth/priv-password].

An 8-digit-or-more auth-password and priv-password
can both be set.

Print Data Capture Allow Restrict (not to be changed)

Network Setting Clear Enabled Restrict

(Pagescope Web Con-

nection)

Administrator Password Enabled Restrict

Change Via Network

(Pagescope Web Con-

nection)

Release Time settings 5 min. The setting value should be 5 min. or more (no value less
than 5 can be set)

Change by the user of Allow Restrict (not to be changed)

destination data previ-
ously registered (Address
Book and Program)

Secure Print User Box
Preview

Thumbnail View,
Detail View, and
Document De-

tails are enabled

Only Detail View is enabled before password authenti-
cation (Mode 2)

Initialize (Network Set-
tings)

Enabled

Restrict (not to be changed)

Image Log Transfer Set-
tings

OFF

OFF (not to be changed)
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Function Name Factory Setting | When Enhanced Security Mode is set to [ON]
CS Remote Care Usable Remote device setting disabled
NOTICE

When Password Rules is set to [ON] the characters and the number of djgits used for each password are
restricted. For details of the Password Rules, see page 7-8.

2.2.1 Items cleared by HDD Format

Following are the items that are cleared by HDD Format.

Whenever HDD Format is executed, be sure to set the Enhanced Security Mode to [ON] again.

Items of Data Cleared Description

Enhanced Security Mode Set to [OFF]

Device certificate Deletes the device certificate (SSL certificate) registered in the machine.
(SSL certificate)

User Authentication Set to [OFF]

Account Track Authentica- Set to [OFF]

tion

Public User Access Set to [Restrict]

User List Set to [OFF]

Print Without Authentica- Set to [Restrict]

tion

User registration data Deletes all user-related data that has been registered

Account Track registration Deletes all account track-related data that has been registered

data

Box registration data/file Deletes all User Box-related information and files saved in User Box
Secure Print ID/Pass- Deletes all Secure Print Document-related information and files saved
word/Document

Destination recipient data Deletes all destination recipient data including e-mail addresses and tele-
files phone numbers

22.2 Setting the Enhanced Security Mode

v/ For the procedure to call the Administrator Settings on the display, see page 2-2.

v Do not leave the machine with the setting screen of Administrator Settings left shown on the display. If
it is absolutely necessary to leave the machine, be sure first to log off from the Administrator Settings.

v The Enhanced Security Mode is factory-set to [OFF]. Be sure to turn [ON] the Enhanced Security Mode
so as to enable the security function of the machine.

1 Call the Administrator Settings on the display from the control panel.

2 Touch [Security Settings].

Use the menu buttons or keypad to make a selection.

nistrator Settings
PN «=Back Wara =
Utility
+

1 Systen Settings J 6 Copier Settings J
2 f9EAIABERER e A 7 Printer Settings |
Adninistrator
Settings
3 AESISErERIERST Pox 8 Fax Settings J
1 Z)
i 7)

=

4 HREGUAESRROEACOSION, 9 System Connection
5 Network Settings A 0 Security Settings

Close |

25/02/2008  15:40
Hemory 100%
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3 Touch [Enhanced Security Mode].

Use the menu buttons or keypad to make a selection.

Adninistrator Settings> Ser v Settings

1 Adninistrator Password 4 HDD Settings 4

6
3 user Box Administrator i
2 SEEc.ing — | Function Hanagement Settings.
A rtor 4 7
Settings
3 3 figpanascravor security 8 stanp Settings |

z)
security
Settings 4 Security Details 3
5 Enhanced Security Mode 0 BRaVSh.iBR B e

01/06/2007  15:24
Hemory 100%

Close

4 Select [ON] to enable the Enhanced Security Mode and touch [OK].

Select whether or not to enable Enhanced Security Mode.

Administrator Settings > Security Settings > Enhanced Security HMode

OFF

Enhanced
Security Hode

08/24/2007

Mefmory 100%

= The following screen appears if the previously required settings are yet to be made by the Admin-
istrator of the machine. Make the necessary settings according to the corresponding set procedure.

The following settings must be made to enable Enhanced Security Mode.

Administrator Settings > Security Settings > Enhanced Security HMode

Adninistrator Password

= HDD Encryption

User Authentication

Certificate for SSL

Se
S
Enhanced
Security Hode

06/01/2007  15:45
Mefmory 100%

Close |

- The following screen appears if the previously required settings are yet to be made by the Service
Engineer. Contact your Service Representative.

Contact your Service Representative to enable Enhanced Security Mode.

__boomark |
Administrator Settings > Security Settings > Enhanced Security HMode

Enhanced
Security Mode

01/06/2007  15:29

close |

Henory 100%
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5 Touch [OK].

6  Makesurethata message appears prompting you to turn OFF and then ON the main power switch.
Now, turn OFF and then turn ON the main power switch.

Enhanced Security Mode Parameler has been changed.
d Of

= it | & Turn main switeh OFF and ON.

Utility

01/06/2007  15:31
Henory 100%

= When the main power switch is turned off, then on again, wait at least 10 seconds to turn it on after
turning it off. if there is no wait period between turning the main power switch off, then on again, the
machine may not function properly.
Here is the sequence, through which the main power switch and sub power switch are turned on
and off:
Turn off the sub power switch — Turn off the main power switch — Turn on the main power switch
— Turn on the sub power switch

= If the Enhanced Security Mode is properly set to [ON], the following icon appears at the center of
the User Authentication screen, indicating that the machine is in the Enhanced Security Mode.

®Enter a login user name and password, and then touch
[Loginl or press [Access].

H2Re  [Status

User Hame A

Password A

| Delete
Job Details

%TOI‘I@F Level KI 02/01/2010  15:24

Hemory 100%
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2.3

Preventing Unauthorized Access

When access to the machine by the Administrator of the machine through the Administrator Settings from
the control panel is authenticated, the machine enables setting of the operation of Prohibited Functions When
Authentication Error. The machine then takes a count of the number of unsuccessful accesses to the Admin-
istrator Settings, User Authentication, Account Track, SNMP authentication, WebDAV authentication, Secure
Print authentication, and User Box authentication to prohibit the authentication operation.

Either [Mode 1] or [Mode 2] can be selected for Prohibited Functions When Authentication Error. The factory
setting is [Mode 1]. If the Enhanced Security Mode is set to [ON], it is prohibited to change the setting from
[Mode 2] (check count: three times). It is nonetheless possible to change the check count to select from
among once, twice, or three times (twice, four times, or six times for the WebDAV authentication). If [Mode
2] is selected, the Release Time Settings function is enabled. When the Administrator Settings is set into the
access lock state, the main power switch is turned off and on and, after the lapse of a predetermined period
of time after the machine is turned on again, the access lock state of the Administrator Settings is canceled.
The Release Time Settings function allows the period of time, after the lapse of which the access lock state
of the Administrator Settings is canceled, to be set in the range between 1 and 60 min. The factory setting is
5 min. For details of each mode, see the table below.

Mode Description

Mode 1 If authentication fails, the authentication operation (entry of the
password) is prohibited for 5 sec.

Mode 2 If authentication fails, the authentication operation (entry of the
password) is prohibited for 5 sec. The number of times, in which
authentication fails, is also counted and, when the failure count
reaches a predetermined value, the authentication operation is
prohibited and the machine is set into an access lock state.

NOTICE
If the access lock state of the Administrator Settings s canceled by the Service Engineer, the setting of the
Release Time Settings function is not applied.

Setting Prohibited Functions When Authentication Error

v For the procedure to call the Security Settings screen on the display, see steps 1 and 2 of page 2-10.

v’ Do not leave the machine with the setting screen of Administrator Settings left shown on the display. If
it is absolutely necessary to leave the machine, be sure first to log off from the Administrator Settings.

1 Call the Security Settings screen on the display from the control panel.

2 Touch [Security Details].

Use the menu buttons or keypad to make a selection.

nistrator Settings> Security Settings

1 Adninistrator Password 4 6 HDD Settings

7)
2 HBE R Aaministravor gl Function Hanagement Settings,
3 fgpapsocrator securaty g Stanp Settings J

S
Settings 4 Security Details

Z)
5 Enhanced Security Hode 0 BherShuion 48t ing

01/06/2007  15:24
Hemory 100%
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23 Preventing Unauthorized Access 2

3 Touch [Prohibited Functions When Authentication Error].

Specify setting for selected item.

T ST
S e
[ sentigengips poowment Mode 1

Manual Destination Input A Allow A1l

. =
e

02/01/2010  15:31
Hemory 100%

¥
EES
Set!
+

4 Touch [Mode 2].

This mode allows you to prohibit functions when authentication fails.

Administrator Settings > Security > Prohibit Functions When Auth. Error

Broninit Funcoi i
GiheR Ritn. "EFFAP™ No. of Tries

I

w
x

0
ﬂm

Release B eemere )
Broniras,

bit
ST 02/01/2010  15:31
Mefmory 100%

Prohi

oKk |

- To change the check count, touch [+] to increase the count or [-] to decrease it.
5  Touch [Release Time Settings].

6 Pressthe [C] key and, from the keypad, enter the time, after the lapse of which the access lock state of
the Administrator Settings is canceled.

Specify the time when prohibited functions are released.

| sookmark |

dninistrator Settings > Prohibit Functions > Release Time Settings

1 - 60

Se Details
¥

B

When Auth. Error
3

Release Time —
Settings 04/02/2007  14:57 |
Hemory 07

- Release Time can be set to any value between 1 min. and 60 min. in 1-min. increments. An input
data error message appears when any value falling outside the range of 1 to 60 min. is set. Enter
the correct Release Time.

=> In the Enhanced Security Mode, Release Time less than 5 min. cannot be set.

7 Touch [OK].
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2.4

Canceling the Operation Prohibited State

When access to the machine by the Administrator of the machine through the Administrator Settings from
the control panel is authenticated, the machine enables the operation of Release Setting performed for can-
celing the state of Prohibited Functions When Authentication Error (access lock state) as a result of unautho-
rized access.

Release Setting clears the unauthorized access check count for all User Authentication, Account Track,
SNMP authentication, WebDAV authentication, all Secure Print authentication, and all User Box authentica-
tion, resetting it to zero.

Perform the following procedure to cancel the password entry prohibited state.

Administrator Settings: The operation prohibited state is canceled by the Service Engineer, or after the
lapse of a predetermined period of time after the main power switch is turned off and on.

User/Account authentication: Release
Secure Print authentication: Release
User Box authentication: Release
SNMP authentication: Release
WebDAV authentication: Release

Performing Release Setting

4
4

v

3

For the procedure to call the Security Details screen on the display, see steps 1 and 2 of page 2-13.

Do not leave the machine with the setting screen of Administrator Settings left shown on the display. If
it is absolutely necessary to leave the machine, be sure first to log off from the Administrator Settings.

When the main power switch is turned off, then on again, wait at least 10 seconds to turn it on after
turning it off. if there is no wait period between turning the main power switch off, then on again, the
machine may not function properly.

Here is the sequence, through which the main power switch and sub power switch are turned on and
off:

Turn off the sub power switch — Turn off the main power switch — Turn on the main power switch —
Turn on the sub power switch

Call the Security Details screen on the display from the control panel.

Touch [Prohibited Functions When Authentication Error].

Specify setting for selected item.

Administrator Settings> Security Settings> Security Details
-

Password Rules Enable

Prohibited Functions
hen RiEREntCation error

- Hanual Destination Input A Allow Al
I Print Data Capture Allow

02/01/2010 15:33

Mefmory 100%

Touch [Release].

This mode allows you to prohibit functions when authentication fails.

Utility

nistrator Settings > Security > Prohibit Functions When Auth. Error

Bheh*RaERTHRFREES No. of Tries

T ] ——m
1 -5
= =

It Release J Belednes" e

02/01/2010 15:31

Hemory 100%
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2.4 Canceling the Operation Prohibited State

2

4 Select the function, for which Prohibit Function as a result of unauthorized access is to be released.

5  Touch [OK].

This clears the unauthorized access check count of the specific function selected in step 4.

Choose item to release Prohibit Function and press [OKI.

Adninistrator Settings > Prohibit Functions > Release Settings

I Users & Accounts I Secure Print _
| SHHP | WebDAY Server

Hemory 100%
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2.5

2.5.1

Setting the Authentication Method

When access to the machine by the Administrator of the machine through the Administrator Settings from
the control panel is authenticated, the machine enables setting of the authentication method for User Authen-
tication and for Account Track.

The User Authentication method may be [ON (MFP)] that uses the authentication system the machine has,
[ON (External Server)] that uses a user information control system of the external server, or [OFF]. If the En-
hanced Security Mode is set to [ON], the authentication method should be operated by either [ON (MFP)] or
[ON (External Server)] (Active Directory).

The Account Track authentication method may be set to [ON] or [OFF]. If [ON] is selected, two or more users
may be classified into different groups for control.

It is also possible to synchronize User Authentication with Account Track. Selecting "Synchronize" for "Syn-
chronize User Authentication & Account Track" allows the machine to be used only through User Authenti-
cation.

NOTICE

Changing the Account Track setting erases all user and account information data that has previously been
registered. This changes all Personal User Boxes owned by the users who are deleted and all Group User
Boxes owned by the accounts that are deleted fto Public User Boxes. If the password set for a particular box
before this change does not meet the requirements of the Password Rules, however, no access can be made
tfo the Public User Box, to which that specific box was changed. In this case, the Administrator must first new-
ly set a password that meets the requirements of the Password Rules. For details of the Password Rules, see
page 1-8.

If [ON (External Server)] is selected for the authentication methoq, be sure to select [Active Directory] in the
External Server Settings.

Setting the Authentication Method

v/ For the procedure to call the Administrator Settings on the display, see page 2-2.

v Do not leave the machine with the setting screen of Administrator Settings left shown on the display. If
it is absolutely necessary to leave the machine, be sure first to log off from the Administrator Settings.

1 Call the Administrator Settings on the display from the control panel.

2 Touch [User Authentication/Account Track].

Use the menu buttons or keypad to make a selection.

nistrator Settings
vz | [T
Utility 6 Copier Settings 3
7 Printer Settings 2
Adninistrator
Settings
8 Fax Settings J
9 Systen Connection ‘
5 Network Settings 3 0 Security Settings J
25/02/2008  15:40 | Close |
Henory 100%

3 Touch [General Settings].

Use the menu buttons or keypad to make a selection.

dninistrator Settings > User Authentication/Account Track

ve | x (GO "
1 General Settings A 6 Extternal Server Settings 4

Adninistrator
Settings
¥
user
AREhent ication,
4

9 UsersAccount Common SEttil’ISl‘
0 Scan to Home Settings 4

01/28/2009 09:58 Close |

Mefmory 100%
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25 Setting the Authentication Method 2

4 select [User Authentication] and touch [ON (MFP)] or [ON (External Server)].

Touch the button for the desired setting.

Adninistrator Settings > User Auth/Account Track > General Settings

Job Setting
User Authentication N CHFP)
OFF
3 I Public User Access Restrict
T [ Account, Track OFF [Phcerna: servers

+
¥

ﬂ

g
0z

LB
General Settings

04/13/2007 10:56
Hemory 17

= To use the External Server, the External Server must be registered in advance. For how to make the
External Server Settings, see page 2-19.

5  select [Account Track] and touch [ON].

Touch the button for the desired setting.

ministrator Settings > User Auth/Account Track > General Settings

— Job Setting
I User Authentication ON CHFP)
I OFF
[ Public User Access Restrict
account Track account Name &
[ £REENethas! B3S20ard
hentication.
BenEiALaR
T | £Y05RI8R 8%ntE8lnt TPat Synchronize

B
. . =
Memory 100%

= If the Account Track is not to be used, go to step 7.

6 Select [Synchronize User Authentication & Account Track] and touch [Synchronize].

Touch the button for the desired setting.

trator Settings > User Auth/Account Track > General Settings

Job Setting
I User Authentication ON CHFP)
———
Public User Access Restrict

I ficcount Track (] | 85ndfFonize
account Track account Name &
[ £REENethas! B3S20ard
AUEBERE FALLR
" Synchronize
General Settings

04/02/2007  15:32
Hemory 07

-> When [Do Not Synchronize] is selected, both User Authentication and Account Track are checked
each time the machine is used.

7 Touch [OK].

8 A message appears that prompts you to clear the use control data. Now, select [Yes] and touch [OK].
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25 Setting the Authentication Method 2

2.5.2 Setting the External Server
v If [ON (External Server)] is selected for the authentication method, the External Server must be regis-
tered in the machine in advance.

v Forthe procedure to call the User Authentication/Account Track screen on the display, see steps 1 and
2 of page 2-17.

Do not leave the machine with the setting screen of Administrator Settings left shown on the display. If
it is absolutely necessary to leave the machine, be sure first to log off from the Administrator Settings.

AN

Call the User Authentication/Account Track screen on the display from the control panel.
Touch [External Sever Settings].

Touch the specific Sever Registration key, in which no sever has been registered.

A O DN =

Touch [New].

To register a new server, touch [Newl. To edit an existing
server, select server name and then touch [Editl.

inistrator Settings > User Auth.fccount Track > External Server Settings
No. | Server Nane [Set as Default

o1

173

t

E [+ ]

+

External Server
Settings

New

7)

04/02/2007  15:33 Close |
0%

Hemory

= To change or delete a previously registered server, touch [Edit] or [Delete].

5  Touch [Server Type].

Make a selection.

Administrator Settings > External Server Settings > New

Server Hame A
4

Server Type

sz 155 [ e |
6  Touch [Active Directory].

Select the authentication server type.

Adninistrator Settings > Hew > Server Tvpe

fActive Directory NTLH w1 4 NTLH v2 4

NDS over IPX | DS over TCP/IP LDAP 4

12/26/2008  08:31 ‘ |
100%

Hemory
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25 Setting the Authentication Method

7 Fromthe keyboard or keypad, enter the Domain Name and touch [OK].

Enter the default domain name using the keyboard or keypad.
To clear your entry completely, press the IC1 key.

Adninistrator Settings > Server Type > Defaull Domain Hame

10/03/2010  D8: 14
Hemory 100%

8  Touch [OK].

Select the authentication server type.

s

Adninistrator | fictive Directory NTLH w1 A NTLH v2 A
Setti

dninistrator Settings > Hew > Server Type

ings
4
HDS over IPX HDS over TCP/IP LDAP J
3
Hew

+

Server Type 12/26/2008  08:31 [ ok |

Mefmory 100%

9  Make the necessary settings.

- If the Sever Name is yet to be entered, [OK] cannot be touched. Be sure to enter the Sever Name.
- A Sever Name that already exists cannot be redundantly registered.

10 Touch [OK].

11 Touch [Close].

= If two or more External Servers have been registered, select any desired server and touch [Set as
Default].
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2.6 ID & Print Setting Function

When access to the machine by the Administrator of the machine through the Administrator Settings from
the control panel is authenticated, the machine enables setting of the operation of the ID & Print Setting func-

tion.

ID & Print is a function to authenticate a user using a user name and password, then automatically print the

print jobs saved in the ID & Print User Box of this machine, when user authentication is enabled.

NOTICE

The Administrator must first make User Authentication settings before setting the ID & Print. For details of the

User Authentication, see page 2-17.

Setting ID & Print

v/ For the procedure to call the Administrator Settings on the display, see page 2-2.

v Do not leave the machine with the setting screen of Administrator Settings left shown on the display. If
it is absolutely necessary to leave the machine, be sure first to log off from the Administrator Settings.

1 Call the Administrator Settings on the display from the control panel.

2 Touch [User Authentication/Account Track].

Use the menu buttons or keypad to make a selection.

histrator Settings

1 Sysien Settings
4

Adninistrator
Settings

4 User authenticabion,
ABCoun! £ TP o

z)
5 Network Settings A

25/02/2008  15:40

Hemory 100%

3 Touch [User Authentication Settings].

__Booknark__ ]

[ZRN [ «Back  W(Gera -

. T
. T,
. E—TTT—
+ T,
» T

Close

Use the menu buttons or keypad to make a selection.

= | Adninistrator Settings > User AuthenticationsAccount Track

1 General Settings |

u

hentication

2 H428EREL ‘
Adninistrator
Settings
¥

3 Account Track Settings 4

Print_uithout
AUthentication

5 Print Counter List 4

12/26/2008  08:22
Hemory 100%

(2N EY| +Back wara >
6 External Server Settings 4

Limiting access
7 E"8ESET,

=

ST3natsons

User/Account Conmon Setting
Scan to Home Settings

9
0

Close |

bizhub 423/363/283/223
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2.6 ID & Print Setting Function

4 Touch [Administrative Settings].

Use the menu buttons or keypad to make a selection.

Adninistrator Settings > User Auth. 7Account Track > User Auth. Settings

T
ERiNASS! 4
¥
2 User Registration ‘
Adi itor
Settings
3 3 User Courtter A
Aithent icanion,
AHEBENE FRSA
¥

User Auth.
Settings

Close |

04/02/2007 15:46
Hemory 17

5  Touch [ID & Print Settings].

6 Select [ON].

7 Touch [OK].

Select iten and enter setting.

Adninistrator Settings > User Auth. Settings > Administrative Settings

I User Name List OFF
Default Function PEI’MiSSiUH‘
ID & Print Settings -

Defdllll Operation Selection Begin Printing

95
4

Adninistrative
Settings

02/01/2010
Mefmory

15:36
100%

oKk |

Specify ID & Print settings.

Administrator Settings > Administrative Settings > ID & Print Settings

ID & Print

Public User

_ Print Inmediately |

ID & Print
Settings 25/02/2008  15:43 OK
Henory 100%

= If[ON] is set, the document is stored as ID & Print Document even if [Print] is selected on the printer

driver side.

- Even if [OFF] is set, the document is stored as ID & Print Document if [ID & Print] is selected on the
printer driver side.

bizhub 423/363/283/223
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2.7 System Auto Reset Function

2.7 System Auto Reset Function

When access to the machine by the Administrator of the machine through the Administrator Settings from
the control panel is authenticated, the machine enables setting of the operation of the System Auto Reset

function.

If no operations are performed for a predetermined period of time during access to the Administrator Settings
or user mode (during setting of User Authentication) from the control panel, the System Auto Reset function
automatically causes the user to log off from the mode.

The predetermined period of time, after which the System Auto Reset function is activated, can be selected
from among nine values between 1 min. and 9 min. System Auto Reset can also be set to [OFF]. If no oper-
ations are performed for 1 min. even with System Auto Reset set to [OFF], the function causes the user to log

off from the mode automatically.

Reference

° Processing of a specific job, however, takes precedence over the System Auto Reset function. That is,
even if a predetermined period of time elapses during which no operations are performed, once the pro-
cessing of the specific job has been started, the System Auto Reset function does not cause the user
to log off from the mode. The user logs off from the mode after the lapse of a predetermined period of
time after the processing of the specific job is completed.

Setting the System Auto Reset function

v’ For the procedure to call the Administrator Settings on the display, see page 2-2.

v Do not leave the machine with the setting screen of Administrator Settings left shown on the display. If
it is absolutely necessary to leave the machine, be sure first to log off from the Administrator Settings.

1 Call the Administrator Settings on the display from the control panel.

2 Touch [System Settings].

Utility
¥

3 Touch [Reset Settings].

Utility
Adninistrator
Settings

+

Systen Settings

Adninistrator
Settings

Use the menu buttons or keypad to make a selection.

nistrator Settings
1 £3| +=Back Wra >
1 Systen Settings 3 6 Copier Settings J
Z)

2 f9EAIABERER e 7 Printer Settings

3 8 Fax Settings 4
4 HEE RPoEACas A 9 System Connection |
5 Network Settings A 0 Security Settings A

Close

25/02/2008  15:40

Hemory 100%

Use the menu buttons or keypad to make a selection.

1 Power Save Settings 6 Restrict User Access
2 Output Settings A 7 Expert Adjustnent A
3 Date/Time Settings 8 List/Counter
4 ing Ti 2
5 i |

il

Daylight Saving Time 9 Reset Settings
Weekly Timer Settings 0 User Box Settings A

04/02/2007  15:41 Close
(1] 07

Hemory

fdninistrator Settings > System Settings
vz % bora = K
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2.7 System Auto Reset Function 2

4 Touch [System Auto Reset].

Use the menu buttons or keypad to make a selection.

Adninistrator Settings> System Settings> Resel Settings

1 System AUto Reset A
2 Auto Reset 4
3 Job Reset A

Systen Settings
¥
Reset Setiings

04/02/2007  15:42 | Close |
Mermory 0% —

5  Pressthe [C] key and enter the period of time (1 min. to 9 min.) after which System Auto Reset is acti-
vated from the keypad.

sSpecify the length of time until the machine automatically resets
and the priority mode.

Adninistrator Settings> Reset Settings> System Auto Reset

Priority Mode System Auto Resel Time

1 -9
e

Reset Settings

+

2009/09/10
Hemory

13:36
100%

= The time for System Auto Reset can be set to a value between 1 min. and 9 min., variable in 1-min.
increments. An input data error message appears when any value falling outside the range of 1t0 9
min. is set. Enter the correct System Auto Reset Time.

= If no operations are performed for 1 min. even with System Auto Reset set to [OFF], the function is
activated to cause the user to log off from the mode automatically.

- Press the [C] key to clear all characters.

6 Touch [OK].
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2.8

User Setting Function

When access to the machine by the Administrator of the machine through the Administrator Settings is au-
thenticated, the machine enables registration of the users who can use the machine. It also enables opera-
tions for deleting a user and changing a User Password. In PageScope Web Connection, import/export of
the user registration information is enabled, allowing the backup data of the user registration information to
be saved or the saved backup data to be restored.

User Registration allows the User Name, User Password, and other user information to be registered for en-
abling access to, or operation of, the machine. Up to 1,000 different users can be registered. User Registra-
tion allows identification and authentication of each individual user, thereby preventing unauthorized use of
the machine. A User Password may consist of 8 to 64 digits. The password entered is displayed as "*" or "@®."

Reference

° If [ON (External Server)] (Active Directory) is set for the authentication method, it is not possible to make
user registration or change a User Password from the control panel. To register or change a user, make
the settings on the server side. If PageScope Data Administrator is used for registering user information,
however, the user name must match that registered in the External Server. Further, a User Password
can be set, but is not to be used for authentication.

. If [ON (External Server)] (Active Directory) is set for the authentication method and if a user not regis-
tered with this machine is authenticated through user authentication, that particular user name is auto-
matically registered in the machine.

° If [ON (External Server)] (Active Directory) is set for the authentication method and if a user registered
with this machine is authenticated through user authentication, that particular user name, along with
the External Server name, is automatically registered in the machine. No two User Names registered in
an External Server may be alike.

° If the user authentication method is changed between [ON (MFP)] and [ON (External Server)], the user
information registered under the previous authentication method cannot be used under the new au-
thentication method.

. If the user authentication method is to be changed, be sure first to delete all user information used under
the old authentication method and then change the user authentication method as necessary. If a pre-
viously registered user is deleted, the Personal User Box owned by that specific user is changed to
Public User Box. If the password set for a particular box before this change does not meet the require-
ments of the Password Rules, however, no access can be made to the Public User Box, to which that
specific box was changed. In this case, the Administrator must first newly set a password that meets
the requirements of the Password Rules. For details of the Password Rules, see page 1-8.

° If [ON (MFP)] is set for the authentication method, a specific registered user may be temporarily sus-
pended from using the machine or a suspended user may be allowed to use the machine again. While
a user is suspended from using the machine, he or she cannot log onto the machine.

° [Pause] setting for the user is disabled if [ON (External Server)] (Active Directory) is set for the authenti-
cation method.

Making user setting
<From the Control Panel>

v For the procedure to call the Administrator Settings on the display, see page 2-2.

v Do not leave the machine with the setting screen of Administrator Settings left shown on the display. If
it is absolutely necessary to leave the machine, be sure first to log off from the Administrator Settings.

v If synchronization with Account Track has been set, the account should be registered in advance. For
how to make the Account Track Registration, see page 2-31.

Call the Administrator Settings on the display from the control panel.
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2 Touch [User Authentication/Account Track].

Adninistrator Set

1 Systen Settings 4
: T
3 n 4

Use the menu buttons or keypad to make a selection.

6 Copier Settings

[ZRN Y «Back %a >

7 Printer Settings

9 Systen Connection

#

z)

7)

)

Security Settings

25/02/2008  15:40
Hemory 100%

| close |

3 Touch [User Authentication Settings].

Use the menu buttons or keypad to make a selection.

Adninistrator Settings > User authentication/Account Track
1 General Settings A 6 Extternal Server Settings
. ) - T
S 5 3 Account. Track Settings 4
4 User/Account nnon
A

user
AHthent ication,
ACCAtNt TPack

Print uithout
AULRENE1CAbIoN

z)

7)

0 ot o st

5 Print Counter List i A

0 Scan to Home Settings

12/26/2008 08:22

[ eies |

Mefmory 100%

4 Touch [User Registration].

Use the menu buttons or keypad to make a selection.

= | Adninistrator Settings > User Auth. /Account Track > User Auth. Settings

T

SeRiing ‘
2 User Registration A
3 User Counter 4

+

User Autl
Settings

04/02/2007
Henory

15:46
o

5 Selecta specific User Registration key, in which no user has been registered, and touch [Edit].

After selecting the user, touch [Editl.

Adnministrator Settings > User Authentication Settings > User Registration

Edit

4/27/2007 1
Hemory 1

- To delete a previously registered user or change a User Password, touch the desired User Regis-
tration key.
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2.8 User Setting Function 2

= To change a User Password, perform steps 6 through 8.

6 Touch [Password].

Select the item to be registeredschanged.

n. Settings > User Registration > Edit [«Back [G3ra =

T

fccount Name |

U; .
Settings
+ o
Output Permission Max. Allowance Set |
User
Registration
¥

Function Permission
02/01/2010  15:39 | cancer Jf|

Henory 100%

7 Fromthe keyboard or keypad, enter a new User Password that may consist of 8 or more digits.
To prevent entry of a wrong password, enter the password again in [Password Confirmation).

Enter the password twice 1o confirm.
Press IC1 1o clear your entry.

adninistrator Settings > Edit > Password
[ Password RO

Use the keyboard or keypad 1o enter the password.

03/10/2010  08:17
Hemory 100%

- Press the [C] key to clear all characters.

-> Touch [Delete] to delete the last character entered.

= Touch [Shift] to show the upper case/symbol screen.

-> Touch [Cancel] to go back to the screen shown in step 6.

8  Touch [OK].

= If the entered User Password does not meet the requirements of the Password Rules, a message
that tells that the entered User Password cannot be used appears. Enter the correct User Password.
For details of the Password Rules, see page 1-8.

= If the entered User Password does not match, a message that tells that the User Password does
not match appears. Enter the correct User Password.
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User Setting Function 2

9

Touch [Account Name].

Select the item to be registered/changed.

n. Settings > User Registration > Edit [«=Back

Utility
Password 4 FRRRRRORRR
Adninistrator
Settings
+
Us
Settings Account Name |

Output Permission Max. Allowance Set |
Function Pernission )

02/01/2010  15:40
Hemory 100%

Edit

| cance1 J§ ok |

Usi
Registration
¥

= If Account Name is not registered, Account Track becomes necessary even with "Synchronize" set

for "Synchronize User Authentication & Account Track." Account Track is, however, necessary only
for the first time. Once any account is authenticated, that particular account is registered for Ac-
count Name. The machine can thereafter be used only through User Authentication.

It should be noted that this function is valid only through operation from the control panel of the ma-
chine. In operation from PageScope Web Connection or application software, if Account Name is
not registered, you cannot log onto the mode.

[Account Name] is not displayed if Account Track has not been set or synchronization with Account
Track has not been set for the authentication method.

1 0 Select the desired Account.

Select the account that the user belongs to.

nistrator Settings > Edit > Account Name
001 002 003
1 2 3 L4
Utility
Adninistrator
Settings

Ust

1

12/26/2008  08:39

Hemory 100%

0K

11 Touch [OK].

12 Make the necessary settings.

= If the User Name is yet to be entered, [OK] cannot be touched. Be sure to enter the User Name.
= A User Name that already exists cannot be redundantly registered.
- To suspend temporarily a registered user from using the machine, touch [Pause] and select [Stop

Job]. If the account to which the user belongs is temporarily suspended from using the machine,
however, selecting [Continue Job] does not allow the user to use the machine.

13 Touch [OK].

= To delete a previously registered user, touch [Delete] in step 5.

Check the contents of registration on the confirmation screen and select [Yes] and touch [OK] if the
previously registered user is to be deleted. Note that, if a previously registered user is deleted, the
Personal User Box owned by that specific user is changed to Public User Box. If the password set
for a particular box before this change does not meet the requirements of the Password Rules, how-
ever, no access can be made to the Public User Box, to which that specific box was changed. In
this case, the Administrator must first newly set a password that meets the requirements of the
Password Rules. For details of the Password Rules, see page 1-8.
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28 User Setting Function

<From PageScope Web Connection>

v For the procedure to access the Admin Mode, see page 2-2.

v Do not leave the machine with the Admin Mode setting screen left shown on the display. If it is abso-
lutely necessary to leave the machine, be sure first to log off from the Admin Mode.

1 Start PageScope Web Connection and access the Admin Mode.

2 Select [User Authentication Setting] from the pull-down menu of User Auth/Account Track and click
[Display].

File Edi View Favorites Todls  Help

& Administrator Lagout ﬂ o

G Ready 1o Sean
ﬁ] In Menu (Admin hode) g

Maintenance Box

o

Maintenance related setings. User Box creation and operation.
Confirm ROM version, Import and Export data, Document can be printed and routed from the User Box

IMeterCnum Vm Display - IOpen User Box 3 | Display -

System Settings Print Setting
Initial settings. Print Settings
User Box and Stamp settings. Fonts and XPS Seftinos
lMachme Setting Vm Display - IEaswc Setting v | Display -
Security Store Address
Security related settings Destination {(addresses) registration
Administrator Password and Address Permission E-mail, Subject and PrefivSufiix Seftings.
Setlings.
IF‘K\ Settings Vm Display - IAddress Book V” Display -
User Auth/Account Track Fax Settings
User Authertication and Account Track Setings. Fax Settings.
External Server and Group User Box Settings Fax Functions and Fax Report Settings

IAuthEnhcatmn Methad ~ W Display - IHeadEr/antEr Paosition B | Display -

|Authentication Method

User Authentica Setting
Account Track Settings Wizard
Extbe‘_maul Senéer SSE“W-'QS YWizard Setup is performed.
ublic User Box Setting
UserfAccount Common Selting ‘gz:;sgmrguc:iﬂd:;:aswlyperfurmed by following the
Scan to Home Settings B '
Sean oA thorized bolderBettifis Display - ITX Setting far scan documents. V” Display -

3 Click [New Registration].

Ble Edt Vew Favortes Tooks Help |"

Sy Aemivistrstor Lagout 2]

9 Ready to Scan
Gl In Menu ¢Admin hode) g

I User Auth/Account Track v | Display To Main Menu
¥ Authentication Method User Registration

HiillmenNenutrsion Search by number. 1150 v |Gu
¥ Default Function Permission -

¥ Administrative Setting Ho.

User Hame Edit Delete
I Account Track Settings 1 usert Edit Delete
¥ External Server Settings 2 — Edit Deloie
¥ Public User Box Setting —
3 userd Edit Delete
¥ User/Account Common Setting =55

¥ Scan to Home Settings

» Seanto Authorized Folder
Settings

- To change a User Password, click [Edit] and select the "User Password is changed." check box.
Then, enter the new User Password.
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4 Make the necessary settings.

Fle Edit Wiew Favorites Tooks Help *
& Administrator Logout ﬂ o
S Ready o Scan
e |
ﬁl I Menu (Admin Mode) [~
I User Auth/Account Track "]‘ Display S e
¥ Authentication Method User Registration
¥ User Authentication Setting Ha.
© ek
» Default Function Permission © gt airectly | (1-500)
b Administrative Setting User Name [usert |
» Account Track Settings E-mail Address [ ]
» External Server Settings User Password | — |
¥ Public User Box Setling Retype User Passward [eeneeaee |
» User/Account Common Setting Account Name
» Seanto Home Settings Continue | Search from List
» Sean to Authorized Folder
Settings Recistered Account Name
Specify loon
‘ Search from List
Registered icon
1 |
Temporarily stop use | Continue Job |
e

= A number that already exists cannot be redundantly registered.
A User Name that already exists cannot be redundantly registered.

= [Account Name] is not displayed if Account Track has not been set or synchronization with Account
Track has not been set for the authentication method.

= To suspend temporarily a registered user from using the machine, select [Stop Job] from the pull-
down menu of [Temporarily stop use]. If the account to which the user belongs is temporarily sus-
pended from using the machine, however, selecting [Continue Job] does not allow the user to use
the machine.

-> Click [Cancel] to go back to the previous screen.

¥

5 Click [OK].

= If the entered User Password does not meet the requirements of the Password Rules, a message
that tells that the entered User Password cannot be used appears. Enter the correct User Password.
For details of the Password Rules, see page 1-8.

= If the entered User Password does not match, a message that tells that the User Password does
not match appears. Enter the correct User Password.

6 Check the message that tells that the setting has been completed. Then, click [OK].

- To delete a previously registered user, click [Delete] in step 3. Check the contents of registration on
the confirmation screen and click [OK], then click it again if the previously registered user is to be
deleted. Note that, if a previously registered user is deleted, the Personal User Box owned by that
specific user is changed to Public User Box. If the password set for a particular box before this
change does not meet the requirements of the Password Rules, however, no access can be made
to the Public User Box, to which that specific box was changed. In this case, the Administrator must
first newly set a password that meets the requirements of the Password Rules. For details of the
Password Rules, see page 1-8.
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2.9 Account Track Setting Function

When access to the machine by the Administrator of the machine through the Administrator Settings is au-
thenticated, the machine enables registration of accounts, for which use of the machine is restricted. It also
enables operations for deleting an account and changing an Account Password. In PageScope Web Con-
nection, import/export of the account registration information is enabled, allowing the backup data of the ac-
count registration information to be saved or the saved backup data to be restored.

Account Track Registration allows the Account Name, Account Password, and other account information to
be registered for enabling access to, or operation of, the machine. Up to 1,000 different users or accounts

can be registered. An Account Password may consist of 8 digits. The password entered is displayed as "*"
or'®."

Reference

° A specific registered account may be temporarily suspended from using the machine or a suspended
account may be allowed to use the machine again. While an account is suspended from using the ma-
chine, it cannot log onto the machine. If a registered account to which a particular user belongs is sus-
pended from using the machine, that particular user is also unable to log onto the machine.

. [Pause] setting of the account is enabled even if [ON (External Server)] (Active Directory) is set for the
authentication method.

Making account setting
<From the Control Panel>

v For the procedure to call the Administrator Settings on the display, see page 2-2.

v Do not leave the machine with the setting screen of Administrator Settings left shown on the display. If
it is absolutely necessary to leave the machine, be sure first to log off from the Administrator Settings.

1 Call the Administrator Settings on the display from the control panel.

2 Touch [User Authentication/Account Track].

Use the menu buttons or keypad to make a selection.

Adninistrator Settings
v T

Utility 1 Systen Settings | 6 Copier Settings A
¥ Administrator/ i i
2 Hachine Settinas 4 7 Printer Settings A
Adninistrator
Settings
8 Fax Settings A
A 9 Systen Connection 4
5 Helyork Settings | 0 Security Settings A

=

4 User authenticati
AGCOUNG TFack

25/02/ 2008
Hemory

Close

15:40
100%

3 Touch [Account Track Settings].

Use the menu buttons or keypad to make a selection.

Adninistrator Settings > User authentication/Account Track
ve (OO "

Utilit 1 General Setlings A 6 External Server Settings 4

User Authentication
Settings

+

13 UsersAccount Common SEttll’ISl‘

7) ? L
5 Print Counter List A 0 Scan to Home Settings 4

Adninistrator
Settings
Ehent

12/26/2008 08:22
Mefmory 100%

Close |
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2.9 Account Track Setting Function

4 Touch [Account Track Registration].

Use the menu buttons or keypad to make a selection.

Adninistrator Settings> User Auth. /Account Track > Account Track Setting

1 Account Track Registration 4

¥ 2 Account Track Counter
Adi itor
Settings

+

Aithent icanion,
AHEBENE FRSA
¥
Account Track
Setting

Close |

04/02/2007  16:15
Hemory 17

5 Selecta specific Account Registration key, in which no account has been registered, and touch [Edit].

After selecting account, touch [Editl.

Administrator Settings> Account Track Settings> Account Track Registration

3
Ad
Setti
yser
Alithent ication,
Adcalng TPgek
3

Account Tr.
Setting

Account Track

Registration 12/26/2008 08:41

Mefmory 100%

- To delete a previously registered account or change an Account Password, touch the desired Ac-
count Track Registration key.

- To change an Account Password, perform steps 6 through 8.

6 Touch [Password].

Select the item to be registered/changed.

Administrator Settings> Account Track Registration > Edit

fAsEune
£ o

3

Password /
A
Settings

+

d ¥
Account Track
Setting

7 BeFitEsion Hax. Allowance Set,
I
Registration
+

02/01/2010  15:41 | cancel \

Mefmory 100%
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2.9 Account Track Setting Function 2

7 Fromthe keyboard or keypad, enter a new Account Password that may consist of 8 digits.
To prevent entry of a wrong password, enter the password again in [Password Confirmation).

Use the keyboard or keypad 1o enter the password.

Enter the password twice to confirm.
Press IC1 1o clear your entry.

adninistrator Settings > Edit > Password
[ Password RO

03/10/2010  08:17
Hemory 100%

- Press the [C] key to clear all characters.

=> Touch [Delete] to delete the last character entered.

= Touch [Shift] to show the upper case/symbol screen.

- Touch [Cancel] to go back to the screen shown in step 6.

8  Touch [OK].

- If the entered Account Password does not meet the requirements of the Password Rules, a mes-
sage that tells that the entered Account Password cannot be used appears. Enter the correct Ac-
count Password. For details of the Password Rules, see page 1-8.

- If the entered Account Password does not match, a message that tells that the Account Password
does not match appears. Enter the correct Account Password.

9  Make the necessary settings.

= If the Account Name is yet to be entered, [OK] cannot be touched. Be sure to enter the Account
Name.

- An Account Name that already exists cannot be redundantly registered.

- To suspend temporarily a registered account from using the machine, touch [Pause] and select
[Stop Job]. If [Stop Job] is selected, a user who belongs to that particular account is also temporarily
suspended from using the machine.

10 Touch [OK].

- To delete a previously registered account, touch [Delete] in step 5. Check the contents of registra-
tion on the confirmation screen and select [Yes] and touch [OK] if the previously registered account
is to be deleted. Note that, if a previously registered account is deleted, the Group User Box owned
by that specific account is changed to Public User Box. If the password set for a particular box be-
fore this change does not meet the requirements of the Password Rules, however, no access can
be made to the Public User Box, to which that specific box was changed. In this case, the Admin-
istrator must first newly set a password that meets the requirements of the Password Rules. For de-
tails of the Password Rules, see page 1-8.
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<From PageScope Web Connection>

v
4

For the procedure to access the Admin Mode,

see page 2-2.

Do not leave the machine with the Admin Mode setting screen left shown on the display. If it is abso-

lutely necessary to leave the machine, be sure first to log off from the Admin Mode.

1 Start PageScope Web Connection and access the Admin Mode.

play].

File Edi View Favorites Todls  Help

S=1E3
o

Select [Account Track Settings] from the pull-down menu of User Auth/Account Track and click [Dis-

& Administrator

G Ready 1o Sean
ﬁ] In Menu (Sdmin Mode)

Maintenance

Maintenance related seftings.
Confirrn ROM version, Import and Export data,

Logout ﬂ
2

Box

User Box creation and operation.
Docurment can be printed and routed from the User Box.

IMeter Count

vm Display - IOpen User Box

- | Display -

System Settings

Initial settings.
User Box and Stamp settings.

Print Setting

Print Settings
Fonts and ¥PS Seftings

lMachme Setting

vm Display - IEaswc Setting

v | Display -

Security

Security related seftings
Administrator Password and Address Permission
Setlings.

Store Address

Destination (addresses) registration
E-mail, Subject and PrefiwSuffix Seftings.

IF‘K\ Settings

«m Display - IAddress Book

«m Display -

User Auth/Account Track

User Authentication and Account Track Settings.
External Server and Group User Box Settings

Fax Settings

Fax Settings.
Fax Functions and Fax Report Seftings

Authentication Method S

Display - IHeader/anter Pasition

v | Display -

Authentication Method
User Authentication Setting
| Acco 3 tings
External Server Settings
Public User Box Setting
UseriAccount Common Setting
Scan to Home Settings

Wizard

Wizard Setup is performed.
The setting can be easily performed by following the
outlined procedures.

Scan to Authorized Folder Settings

Display - ITX Setting for scan documents V” Display -

A

3

Click [New Registration].

Bl Edt Wiew Favortes Took Help

&, Administrator

9 Feady to Scan
ﬁl In Menu {Admin Mode)

IUserAutth::ount Track "l‘ Display

¥ Authentication Method

¥ User Authentication Setting

» Account Track Settings

¥ External Server Settings

Logout ﬂ

2
L%
To Main Menu

Account Track Registration

Mew Registration

150~ G

Search by number

P Public User Box Setting Ho. Account Hame Edit Delete
¥ User/Account Common Setting 1 1 Edit] Delete
¥ Scan to Home Settings B B ﬁ Delete
» Scan to Authorized Folder —

Settings 3 3 Edit Delets

- To change an Account Password, click [Edit] and select the "Password is changed." check box.

Then, enter the new Account Password.
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4 Make the necessary settings.

Bl Edt Wiew Favortes Tooks  Help

'l’:
Sy Aemivistrstor Lagout 2] &
9 Ready to Scan
ﬁl In Menu ¢Admin hode) g
I User AuthiAccount Track v || Display To Main Menu
¥ Authentication Method Account Track Registration
. User Authentication Setting Mo
@ Use opening number
# External Server Settings " Inout dlectly 0=

» Public User Box Setting Accourt Neme 1 ]

I User/Account Common Setting (Use alphanumeric characters or symbols, with exception of space and ')

2 d
¥ Scan to Home Settings S [ |

¥ Scanto Authorized Folder Retype Password

[eneeence |
Settings

Temporarily stop use

| continue Job w|

- A number that already exists cannot be redundantly registered.
- An Account Name that already exists cannot be redundantly registered.

- To suspend temporarily a registered account from using the machine, select [Stop Job] from the
pull-down menu of [Temporarily stop use]. If [Stop Job] is selected, a user who belongs to that par-
ticular account is also temporarily suspended from using the machine.

- Click [Cancel] to go back to the previous screen.

Click [OK].

- If the entered Account Password does not meet the requirements of the Password Rules, a mes-

sage that tells that the entered Account Password cannot be used appears. Enter the correct Ac-
count Password. For details of the Password Rules, see page 1-8.

- If the entered Account Password does not match, a message that tells that the Account Password
does not match appears. Enter the correct Account Password.

Check the message that tells that the setting has been completed. Then, click [OK].

- To delete a previously registered account, click [Delete] in step 3. Check the contents of registration
on the confirmation screen and click [OK], then click it again if the previously registered account is
to be deleted. Note that, if a previously registered account is deleted, the Group User Box owned
by that specific account is changed to Public User Box. If the password set for a particular box be-
fore this change does not meet the requirements of the Password Rules, however, no access can
be made to the Public User Box, to which that specific box was changed. In this case, the Admin-

istrator must first newly set a password that meets the requirements of the Password Rules. For de-
tails of the Password Rules, see page 1-8.
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User Box Function

2.10

2.10.1

User Box Function

When access to the machine by the Administrator of the machine through the Administrator Settings is au-
thenticated, the machine enables the User Box. It also allows the User Box Password and user and account
attributes to be changed.

User Box prepares a User Box in the HDD as a space for saving image files. Up to 1,000 Personal, Public and
Group User Boxes can be registered. A User Box Password may consist of 8 digits. The password entered
is displayed as "*" or "@."

The term "user attributes" is a generic name used to refer to Owner Change and User Box Type.
The term "account attributes" is a generic name used to refer to Owner Change and Account Box Type.

Reference

. If [ON (External Server)] (Active Directory) is set for the authentication method, the same Personal User
Box name as that registered with the machine can be created and registered along with the External
Server name. No two Personal User Box names registered in an External Server may be alike.

. If adocument is saved in the Copy mode, Fax/Scan mode, User Box mode, or from an external memory
or Bluetooth terminal by specifying a User Box number that has not been registered, the Personal User
Box owned by the user who logged on through User Authentication is automatically registered.

° To use the external memory function and Bluetooth function, settings must be made by the Adminis-
trator of the machine. For details, refer to the User’s Guide furnished with the machine.

Setting the User Box
<From the Control Panel>

v For the procedure to call the Administrator Settings on the display, see page 2-2.

v Do not leave the machine with the setting screen of Administrator Settings left shown on the display. If
it is absolutely necessary to leave the machine, be sure first to log off from the Administrator Settings.

(4 For the procedure to change the user attributes, account attributes, and User Box Password, see
page 2-42.

1 Call the Administrator Settings on the display from the control panel.

2 Touch [One-Touch/User Box Registration].

Use the menu buttons or keypad to make a selection.

__boomark |
nistrator Settings
< L= <1
Utility 1 Systen Settings J 6 Copier Settings J
‘ Administrator./ i i
2 f9EATAS Ea e  hae 7 Printer Settings 2
Adninistrator
Settings
3 8 Fax Settings A
4 9 Systen Connection 2
5 Network Settings J 0 Security Settings J
25/02/2008  15:40 | Close |
Menory 100%
3 Touch [Create User Box].
Use the menu buttons or keypad to make a selection.
dninistrator Settings > One-Touch/User Box Registration
- ] e,
S25Ratl A
2 Create User Box A
Adninistrator
Settings
3 3 A8 {2 A
e
User Box Reg. L3 Haxinun Humber of User Boxes
04702/2007  16:23 | close |
Melory 0 —
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2.10  User Box Function 2

4 Touch [Public/Personal User Box].

Use the menu buttons or keypad to make a selection.

i itor Settings > One-TouchsUser Box Regi: ition > Create User Box

1 Public/Personal User Box
2 Bulletin Board User Box |

3 Relay User Box A
3 Annotation User Box 4

Create User Box

| close |

04/02/2007  16:24
Hemory 17

5  Touch [New].

To register a new User Box, touch [Newl.
To edit an existing User Box, select desired User Box and touch [Editl.

Adninistrator Settings > Create User Box > Public/Personal User Box
O =
———

Homboe [Nane |'Type  |Create Date/Time

+

Public/Personal
User Box 04/02/2007  16:29 |
Mefmory 07

| BedetsoRety |

- To delete a User Box, select the desired user box key and touch [Delete]. A confirmation message
appears. Select [Yes] and touch [OK] to delete the specified User Box.

6 Select the User Box Type.

Enter the User Box password.

Adninistrator Set > Public/Personal > New <-Bdck 53?5 -

| User Box No. 4 1 - 999999999
User Box Name
T
Index 4 €lc
Tvee (SIS [ rersonal

Li8Pea 12/26/2008 0B: 46

12/26/2008  08:46 | Cancel |
Mermory 100% —
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2

- When [Personal] is selected, [Change Owner] is displayed. Then, select the desired owner name.

Select the owner of the User Box.

Adninistrator Settings > Edit Public/Personal User Box > Change Owner

funer Nane _

¥
C— C—
Settings
| E—

1

2/26/2008  DB:46
Hemory 100%

- When [Group] is selected, [Change Account Name] is displayed. Then, select the desired account
name.

Select the account that owns the User Box.

Adninistrator Settings > Edit Public/Personal User Box > Change Owner

Aecount. Nane _

_I 1/ 1

|

LCEREIIEN e 12262008 08:47 o
1007,

Hemory

7 Touch [Password].

Enter the User Box password.

Adninistrator Set > Public/Personal > New q-Back EEFE -

I User Box Ho. 4 1 - 999999999

User Box Hame 4

3

|

Password A

P o
Tvee [T [ rersoal | orow
Li8Pea 12/26/2008 08:46

12/26/2008  08:46 [ cancel |
100%

Mefmory
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8 Enter the new 8-digit User Box Password from the keyboard or keypad.
To prevent entry of a wrong password, enter the password again in [Password Confirmation).

Please input a new password with the keyboard or ten-key

pad. It is necessary to input it twice to confirm password.
The password input with a clear key can be deleted.

hdninistrator Settings > New Public/Personal User Box > User Box Password
[ Password RO

wooooood]

03/10/2010  08:20
Hemory 100%

- Press the [C] key to clear all characters.

=> Touch [Delete] to delete the last character entered.

= Touch [Shift] to show the upper case/symbol screen.

- Touch [Cancel] to go back to the screen shown in step 7.

9  Touch [OK].

=> If the User Box Type is set to [Public], set a User Box Password that meets the requirements of the
Password Rules. For details of the Password Rules, see page 1-8.

= Ifthe entered User Box Password does not match, a message that tells that the User Box Password
does not match appears. Enter the correct User Box Password.

10 Make the necessary settings.

Specify the settings.
Enter User Box number using the keypad.

__boomark |
Adninistrator Set > Public/Personal > New «Back EEFQ -

I User Box Ho. &
User Box Hane )

Adninistrator

Settings

1 - 999999999

[ ek | eic
4
¥
Tvre BT | et | cow
Create User Box
LilPea 12/26/2008  08:47
+
Public/Personal
User Box
¥
12/26/2008  08:47 \ Cancel \
Henory 100% ——

- A User Box No. that already exists cannot be redundantly registered.

= If no User Box Name has been registered, [OK] cannot be touched. Be sure to register the User Box
Name.

11 Touch [OK].
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<From PageScope Web Connection>

v For the procedure to access the Admin Mode, see page 2-2.

v Do not leave the machine with the Admin Mode setting screen left shown on the display. If it is abso-
lutely necessary to leave the machine, be sure first to log off from the Admin Mode.

v For the procedure to change the user attributes, account attributes and User Box Password, see
page 2-42.

1 Start PageScope Web Connection and access the Admin Mode.

2 Select [Create User Box] from the pull-down menu of Box and click [Display].

Fle Edt Wiew Favorkes Tools Help o
& Adrninistrator Logout ﬂ e
gReadyln Scan
ﬁllr\ e CAGIn Mode) g

Maintenance Box
Maintenance related settings User Box creation and operatian
Confirm ROM wersion, mport and Export data, Docurnent can be printed and routed from the User Box,
'MelerCuum "m Display - lOpem User Box b ‘ Display -
Open User Box
Cre i
System Settings Open Systern User Box
Create System User Box
Initial settings F BT
User Box and Stamp settings. Fonts and XPS Settings
IMachme Setting vm Display - IBasn: Setting vm Display -
Security Store Address
Security related settings. Destination (addresses) registration
Administrator Password and Address Permission E-mail, Subject and PrefidSuffix Settings
Settings
[Fiaseting SEE BT o |
User Auth/Account Track Fax Settings
User Authentication and Account Track Settings Fax Settings.
External Server and Group User Box Settings Fax Functions and Fax Report Seftings
lAmhent\:atmn Method "m Display - l Header/Footer Position Vm Display -
Network Wizard
Metwork-related Seftings wWizard Setup is performed.
E-mail and Open AP| Settings. The sefting can be easily performed by following the
oullined procedures.
ITCF‘/‘\P Setting V” Display - ITX Setting for scan documents. ‘ Display -
o]

3 Make the necessary settings.

Bl Edt Wiew Favortes Iook Help

3 EEX
'lfr

Sy Aemivisrstor

@ Ready to Scan
Gl In Menu tdmin Made)

IEUX vl‘ Display

¥ Open User Box

» Open System User Box [ —

P Create System User Box

" Input directly

Uzser Boo Mame

¥ Use Box Password

Uzer Box Password

Ineex

Type
Auto Delete Document
@ Do Mot Delete
" specity days

" Specify Time

Retype User Box Password

User Box Expansion Function

Logout ﬂ

Z

To Main Menu

Create User Box{Public/Group/Personal)

B Create User Box Boscis the function to ssve documentsin the machine
Documents in the Box can be usad for printing, sending ate

@ Use opening number

(1-539393989)
Public User Hox |

Specify 3 keyword for Box search and display by Hame.

[ |
|etc ¥

[Fee @

min (5-720)
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2.10  User Box Function 2

Be sure to enter the User Box Number, User Box Name, User Box Password, and Retype User Box
Password.

A User Box Number that already exists cannot be redundantly registered.

If [Personal] is selected from the User Box Type pull-down menu, click [User List] and select the user
from the registered user list. Or, directly enter in the "Owner Name" box the previously registered
User Name.

If [Group] is selected from the User Box Type pull-down menu, click [Account List] and select the
account from the registered account list. Or, directly enter in the "Account Name" box the previously
registered Account Name.

4 Click [OK].

>

>

->

If the User Box Type is set to [Public], set a User Box Password that meets the requirements of the
Password Rules. For details of the Password Rules, see page 1-8.

If the entered User Box Password does not match, a message that tells that the User Box Password
does not match appears. Enter the correct User Box Password.

If no Owner Name is entered, a message appears that tells that no Owner Names have been en-
tered. Enter the correct Owner Name.

If a user name not registered with the machine is entered in the "Owner Name" box, a message ap-
pears that tells that the Owner Name entered in the box is illegal. Enter the correct Owner Name.
If no Account Name is entered, a message appears that tells that no Account Names have been en-
tered. Enter the correct Account Name.

If an account name not registered with the machine is entered in the "Account Name" box, a mes-
sage appears that tells that the Account Name entered in the box is illegal. Enter the correct Account
Name.
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2.10 User Box Function

2.10.2 Changing the user attributes and account attributes

The Administrator of the machine can change the box type of the box previously registered. For the Personal
User Box, the owner user can be changed, and for the Group User Box, the owner account can be changed.

<From the Control Panel>

v

v

For the procedure to call the User Box setting screen on the display, see steps 1 through 4 of
page 2-36.

Do not leave the machine with the setting screen of Administrator Settings left shown on the display. If
it is absolutely necessary to leave the machine, be sure first to log off from the Administrator Settings.

Changing the box type to [Public] nullifies the setting of the owner user or owner account.
Call the User Box setting screen on the display from the control panel.

Select the desired User Box key and touch [Edit].

To register a new User Box, touch [Newl.
To edit an eristing User Box, select desired User Box and touch [Editl.

I3 (20 [0 78 0 0 0 e

=

Hompor | Nane |Create Date/Tine v
1 Public User Box Public  12/17/2008 13:58
Administrator 2 Personal User Box S%hay  12/17/2008 13:59
Settings
e 3 Group User Box Group  12/17/2008 13:59

One-Touch/
User Box Reg.

¥
Z Besroctesy |
iz o5 [ ciose_|

- To change the User Box Type, perform steps 3 through 6.
- To change the owner user or owner account, perform steps 4 through 6.
= To change the User Box Password, go to step 7.

|

Select the User Box Type.

Select item and enter setting.

lect index in the Address Book.
0oknar|
dninistrator Settings > User Box > Edit <-Bdck 53?5 -

User Bor No. 1 - 999999999
User Box Name | Personal User Box

4
Passuord  RRRRRRRROK
Index 4 €lc

s e bn Tvee BT resoat JERTTTIS
Create User Box
Li8Pea 12/17/2008  13:59

¥
Public/Personal
User Box Change

. Owner Name user1 Owner

Edit

12/26/2008 08 Cancel |

151 0K
Hemory 100%

%

[Change Owner] appears if the Box Type is changed to [Personal]. Select the desired owner name.

- [Change Account Name] appears if the Box Type is changed to [Group]. Select the desired account
name.

= If the User Box Type is changed to [Public], set a User Box Password that meets the requirements

of the Password Rules. For details of the Password Rules, see page 1-8.
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2.10  User Box Function 2

4 Touch [Change Owner] if the Box Type is [Personal] and touch [Change Account Name] if the Box Type
is [Group].

Select item and enter setting.

Select index in the Address Book.
00knAr|
ndministrator Settings > User Box > Edit [wBack  [5ara =

User Box Hame | Persorial User Box

User Box Ho.

- — e
Ad
Settings e |

Index 2 et

Type I Public I Group
Create User Box —

stored 12/17/2008 13:59
¥

Change
Owner Name user W‘

2/26/2008  08:51
100%

¥
3

Hemory

5 For [Change Owner], select the desired owner name.

Job List £ Select the owner of the User Box.

Ad trator Settings > Edit P /Personal User Box > Change Owner

funer Nane _

lISEH lISEFZ
I user3

1/ 1

- For [Change Account Name], select the desired account name.

Select the account that owns the User Box.

Adninistrator Settings > Edit Public/Personal User Bor > Chande Owner

Aecount. Nae _

3
Adninistrator
Se

L
0 S
Public/Personal
User Box

_I 11

¥
Chenge Owner 12/26/2008  08:51 [ ok |
Jeiiory 1007

6 Touch [OK].

7 Touch [Password].
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2.10  User Box Function 2

8 Enter the new 8-digit User Box Password from the keyboard or keypad.
To prevent entry of a wrong password, enter the password again in [Password Confirmation).

Please input a new password with the keyboard or ten-key

pad. It is necessary to input it twice to confirm password.
The password input with a clear key can be deleted.

Adninistrator Settings > Edit Public/Personal User Box > User Box Password
[ Password RO

03/10/2010  08:21
Hemory 100%

- Press the [C] key to clear all characters.

=> Touch [Delete] to delete the last character entered.

= Touch [Shift] to show the upper case/symbol screen.

- Touch [Cancel] to go back to the screen shown in step 3.

9  Touch [OK].

=> If the User Box Type is changed to [Public], set a User Box Password that meets the requirements
of the Password Rules. For details of the Password Rules, see page 1-8.

= Ifthe entered User Box Password does not match, a message that tells that the User Box Password
does not match appears. Enter the correct User Box Password.

10 Touch [OK].
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2.10 User Box Function

<From PageScope Web Connection>

v For the procedure to access the Admin Mode, see page 2-2.

v Do not leave the machine with the Admin Mode setting screen left shown on the display. If it is abso-
lutely necessary to leave the machine, be sure first to log off from the Admin Mode.

1 Start PageScope Web Connection and access the Admin Mode.

2 Select [Open User Box] from the pull-down menu of Box and click [Display].

a

Fle Edit View Favortes Tools  Help

EEX

& Administrator

@ Readyto Scan
m In Menu (cimin Mode)

Maintenance

Maintenance related seftings
Confirm ROM version, Import and Export data,

Lagout ﬂ %

2l

Box

User Box creation and operation
Document can be printed and routed from the User Box,

vm Display -

lMeter Count

System Settings

Initial seftings.
User Box and Stamp settings.

Open User Box Display

x
Open Systerm User Box
Create System User Box
F BTy

Fonts and XPS Seftings

lMachma Setting

vm Display -

IEasu: Setting

vm Display -

Security

Security related settings,
Administrator Password and Address Perrmission

Store Address

Destination (addresses) reqgistration
E-rail, Subject and PrefySumx Setings.

IPK\ Settings

Settings.
vm Display -

IAddrass Bonk

- | Display -

User Auth/Account Track

User Authentication and Account Track Settings
External Server and Group User Box Setlings

Fax Settings

Fax Setlings.
Fax Functions and Fax Report Seftings

vm Display -

IAuthenncatmn ethod

vm Display -

I Header/Footer Position

Network

Metwork-related Settings.
E-mail and Open AP| Seftings

Wizard

Wizard Setup is performed.
The setting can be easily performed by following the
outlined procedures

vm Display -

N TCPAP Setting

ITX Setting for scan documents.  « i Display -

3 Enter the desired User Box Number and click [OK].

Fle Edt Wew Favorites Iooks Help

&, Administrator

@ Ready to Scan
Gl In Menu tAdmin hode)

Logout ﬂ

o

To Main Menu

M Box ~ || Display

Open User Box{Public/GroupPersonal)

¥ Create User Box
¥ Open System User Box

P Create System User Box

Boc is the function to save dosuments in the machine
Documents in the Box can be used for printing, sending eto

2 | (1-999993399)

User Box Mumher

User Box List
Search from Indes: [al ]
Page (Display by 50 cases) ‘ | ,,'l [Go
i) L
User Box =
Humber User Box llame Type Time Stored
ﬁl‘\ Public User Box Public 20081217 13:58
ElZ Personal User Box Personal 20081217 13:59
ﬁ|3 Group User Box Group 2008712117 13:59
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2.10 User Box Function

4

5 Click the "User Box Owner is changed." check box and change the user attributes of the box.

Click [User Box Setting].

File Edt View Favorites Tools Help

EEX
'lr

& Acdministrator

@ Ready to Scan
G] I Menu (Admin Made)

Box v | Display

u
2

[+

To Main Menu

» Open User Box User Box Number

2

User Box Mame

» Create User Box

» Open System User Box

Type

Box Operation

Personal

Cwvrier Mame

Personal User Bax
uszer!

‘ User Box Setting Il Delete User Box

» Create System User Box

Cancel

- Go to step 6 to change the User Box Password.

- Todelete a User Box, click [Delete User Box]. A confirmation message appears. Click [OK] to delete

the specified User Box.

File Edt View Favorites Tools Help

& Acdministrator

@ Ready to Scan
G] I Menu (Admin Made)

o ] 02)

[+

Box
» Open User Box

» Create User Box

- | Display

User Box Attribarte Change

User Box Mumber

2

To Main Menu

» Open System User Box Usey:Biox Name

» Create System User Box Index

Confidential RX

Mewe Communication Password

™ User Box Passward s changed.

Mew Pazsword

Retype New Password

¥ User Box Owner is changed.
Type

Cwvner Mame

I User Box Expansion Function is changed.

Retyps New Communication Password

Fersonal User Box |

!Letc Vi

Il

Personal Vl

|
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2.10  User Box Function 2

= The following screen appears if the account attributes are to be changed.

>

>

File Edt W¥iew Favorites Tools Help

iy pministrator Lagout | 2]
@ Ready to Scan
ﬁ In Menu (Admin Mode) e
Box » | Display To Main Menu
» Open User Box User Box Attribute Change
b Create User Box User Box Mumber 2
e A T User Box Mame Personal User Box |
b Create System User Box Indesc lete ™

[ User Box Expansion Function is changed

Caonfidential RX

Nevy Communication Password |
Retype Newy Communication Password |

I™ User Box Passward is changed.

New Password ]
Retype New Password |
¥ User Box Owner is changed.
Type | Group V:
Account Name Account List
Cancel

If [Personal] is selected from the User Box Type pull-down menu, click [User List] and select the user
from the registered user list. Or, directly enter in the "Owner Name" box the previously registered
User Name.

If [Group] is selected from the User Box Type pull-down menu, click [Account List] and select the
account from the registered account list. Or, directly enter in the "Account Name" box the previously
registered Account Name.

If the "User Box Owner is changed." check box is not clicked, the changes made will not be validat-
ed. If the changes need to be made, make sure that the "User Box Owner is changed." check box
has been clicked.

To change the User Box Type, click the Type pull-down menu and select the desired box type.

6 Click the "User Box Password is changed." check box and enter the User Box Password.

7 Click [OK].

>

>

If the User Box Type is changed to [Public], set a User Box Password that meets the requirements
of the Password Rules. For details of the Password Rules, see page 1-8.

If the entered User Box Password does not match, a message that tells that the User Box Password
does not match appears. Enter the correct User Box Password.

If no Owner Name is entered, a message appears that tells that no Owner Names have been en-
tered. Enter the correct Owner Name.

If a user name not registered with the machine is entered in the "Owner Name" box, a message ap-
pears that tells that the Owner Name entered in the box is illegal. Enter the correct Owner Name.
If no Account Name is entered, a message appears that tells that no Account Names have been en-
tered. Enter the correct Account Name.

If an account name not registered with the machine is entered in the "Account Name" box, a mes-
sage appears that tells that the Account Name entered in the box is illegal. Enter the correct Account
Name.
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2.11 Changing the Administrator Password 2

2.11 Changing the Administrator Password

When access to the machine by the Administrator of the machine through the Administrator Settings from
the control panel is authenticated, the machine enables the operation of changing the Administrator Pass-
word required for accessing the Administrator Settings.

The Administrator Password entered for the authentication purpose appears as "*" on the display.

Changing the Administrator Password

v/ For the procedure to call the Security Settings screen on the display, see steps 1 and 2 of page 2-10.

v Do not leave the machine with the setting screen of Administrator Settings left shown on the display. If
it is absolutely necessary to leave the machine, be sure first to log off from the Administrator Settings.

1 Call the Security Settings screen on the display from the control panel.

2 Touch [Administrator Password].

Use the menu buttons or keypad to make a selection.

nistrator Settings> Security Settings

Utility 1 Adninistrator Password 4 HDD Settings

5 7)
2 HBE R Aaministravor gl Function Hanagement Settings,
Ad r
Settings
1 8 stamp Settings A

e 3
Security

4
Settings 4 Security Details 2
5 Enhanced Security Mode IS

01/06/2007  15:24 | Close |
Menory 100% —

3 Enterthe currently set 8-digit Administrator Password from the keyboard or keypad.

Use the keyboard or keypad 1o enter the current password.
Press IC1 1o erase the entered password.

03/10/2010  D8:22
Hemory 100%

= Press the [C] key to clear all characters.

- Touch [Delete] to delete the last character entered.

= Touch [Shift] to show the upper case/symbol screen.

- Touch [Cancel] to go back to the Security Settings screen.

4 Touch [OK].

= If awrong Administrator Password is entered, a message that tells that the Administrator Password
does not match appears. Enter the correct Administrator Password.

= [fthe Enhanced Security Mode is set to [ON], entry of a wrong password is counted as unauthorized
access. If a wrong Administrator Password is entered a predetermined number of times (once to
three times) or more set by the Administrator of the machine, the Utility screen appears and the ma-
chine is set into an access lock state. To cancel the access lock state, settings must be made by
the Service Engineer; or, turn off, and then turn on, the main power switch of the machine. If the
main power switch is turned off and on, the access lock state is canceled after the lapse of time set
for [Release Time Settings]. When the main power switch is turned off, then on again, wait at least
10 seconds to turn it on after turning it off. If there is no wait period between turning the main power
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2.11 Changing the Administrator Password 2

switch off, then on again, the machine may not function properly.

Here is the sequence, through which the main power switch and sub power switch are turned on
and off:

Turn off the sub power switch — Turn off the main power switch — Turn on the main power switch
— Turn on the sub power switch

5 Enter the new 8-digit Administrator Password from the keyboard or keypad.
To prevent entry of a wrong password, enter the password again in [Password Confirmation).

Please input a new password with the keyboard or ten-key
pad. It is necessary to input it twice to confirm password.
The password input with a clear key can be deleted.

2009/09/10  13:56
Hemory 100%

- Press the [C] key to clear all characters.

=> Touch [Delete] to delete the last character entered.

= Touch [Shift] to show the upper case/symbol screen.

= Touch [Cancel] to go back to the Security Settings screen.

6 Touch [OK].

- If the entered Administrator Password does not meet the requirements of the Password Rules, a
message that tells that the entered Administrator Password cannot be used appears. Enter the cor-
rect Administrator Password. For details of the Password Rules, see page 1-8.

= If the entered Administrator Password does not match, a message that tells that the Administrator
Password does not match appears. Enter the correct Administrator Password.
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2.12  Protecting Data in the HDD

When access to the machine by the Administrator of the machine through the Administrator Settings from
the control panel is authenticated, the machine enables the operation for setting and changing the Encryption

Key.

By setting the Encryption Key, the data stored in the HDD is encrypted, thereby protecting the data in the
HDD. The Encryption Key entered is displayed as "*."

Reference

When an Encryption Key (encryption word) is set using HDD Encryption Setting, an Encryption Key with
a key length of 128 bits is generated. The generated encryption key is used to encrypt or decrypt data
through AES encryption algorithm.

2.12.1 Setting the Encryption Key (encryption word)

4
v

v

For the procedure to call the Security Settings screen on the display, see steps 1 and 2 of page 2-10.

Do not leave the machine with the setting screen of Administrator Settings left shown on the display. If
it is absolutely necessary to leave the machine, be sure first to log off from the Administrator Settings.

To prevent data from leaking as a result of reinstallation of the HDD on another machine, a unique value
that varies from one machine to another must be set for the encryption key.

Do not set any number that can easily be guessed from birthdays, employee identification numbers,
and the like for the Encryption Key. Try to change the Encryption Key at regular intervals.

Make sure that nobody but the Administrator of the machine comes to know the Encryption Key.

If only the Encryption Key is to be set while the machine is being used without setting the Encryption
Key, the Service Engineer must perform some setting procedures in advance. For details, contact your
Service Representative.

To change the Encryption Key, see page 2-56.

Executing HDD Format erases data in the HDD. It is recommended that important data should be saved
in a backup medium in advance. Execution of HDD Format will also reset the setting values of different
functions to the default values. Set the Enhanced Security Mode to [ON] again. For the functions whose
settings are reset to the default values, see page 2-10.

Call the Security Settings screen on the display from the control panel.

Touch [HDD Settings].

Use the menu buttons or keypad to make a selection.

nistrator Settings> Security Settings

Utility 1 Adninistrator Password 4 6 HDD Settings 4
+ User Box Administrator i i
2 Setting = 4 ¥l Function Management SEILII’IQS‘
Adninistrator
Settings
3 7)

Administrator Security 8 Stanp Settings

Cevels

7)

security
Settings 4 Security Details 2
5 Enhanced Security Hode 0 BRaVSh iR iRt ine

01/06/2007  15:24 | Close |
Menory 100% —
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3 Touch [HDD Encryption Setting].

Use the menu buttons or keypad to make a selection.

Adninistrator Settings> Security Settings> HDD Settings

N oo i N o0 raon s
A oevemn
T
7)
z)

3 HDD Lock Password
¥
HDD Settings 5 Format HDD

01/28/2009  15:00 Close |

Hemory 100%

4 A confirmation message appears. Select [Yes] and touch [OK].

The HDD will need to be formatted after HDD encryption is set.
& Are you sure you want to continue?

HDD Settings

04/03/2007  13:42
Mefmory 0

5 Enter the new 20-digit Encryption Key from the keyboard or keypad.
To prevent entry of a wrong Encryption Key, enter the Encryption Key again in [Encryption Passphrase
Confirmation].

eubogrd or _keypad to enter the new encryption
ase. Yol must enter the cncruption pascphrose
BConeirn. Bress IC1 £ erase the €ncrobbion

ase.

Adninistrator Settings > HDD Settings > HDD Encryption Setting

2009/09/10
Mefmory

13:58
100%

= Press the [C] key to clear all characters.

- Touch [Delete] to delete the last character entered.

- Touch [Shift] to show the upper case/symbol screen.
=> Touch [Cancel] to go back to the HDD Settings screen.

6 Touch [OK].

= If the entered Encryption Key does not meet the requirements of the Password Rules, a message
that tells that the entered Encryption Key cannot be used appears. Enter the correct Encryption Key.
For details of the Password Rules, see page 1-8.

= If the entered Encryption Key does not match, a message that tells that the Encryption Key does not
match appears. Enter the correct Encryption Key.
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7 Make sure that a message appears prompting you to turn OFF and then ON the main power switch.
Now, turn OFF and then turn ON the main power switch.

The encryption passphrase was set, changed or canceled.
& Turn the main switch OFF and ON.

HDD Encryption
Setting 04/03/2007 13:43
0%

Hemory

-> When the main power switch is turned off, then on again, wait at least 10 seconds to turn it on after
turning it off. if there is no wait period between turning the main power switch off, then on again, the
machine may not function properly.

Here is the sequence, through which the main power switch and sub power switch are turned on
and off:

Turn off the sub power switch — Turn off the main power switch — Turn on the main power switch
— Turn on the sub power switch

8 The following screen appears after the machine has been restarted.

Job List Resel The encrypiion passphrase or
he HDD.

format the 3

WSRE [Status

Job Details

Toner Level KI 10/06/2006  09:28

Hemory 100%

9  Call the Administrator Settings on the display from the control panel.

= For the procedure to call the Administrator Settings on the display, see page 2-2.

10 Touch [HDD Format].

Select [HDD Formatl or [Reset Encryption Passphrasel to release the error.

Administrator Settings > HDD Encryption Setting

Adni itor
Settings

3 | HDD Format I | Reset Encryption PdSSPhI’dSE‘
HDD_Encryption
setting

10/06/2006  09:29 \ Close |
Henory 100% —
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11 A confirmation message appears. Select [Yes] and touch [OK].

z: Do you want to format the HDD?

4
Format HDD

10/06/2006  09:29

Hemory 100%

12 Make sure that a message appears prompting you to turn OFF and then ON the main power switch.
Now, turn OFF and then turn ON the main power switch.

HDD was formatted.
& Please turn the main switch OFF and ON.

Format HDD

10/06/2006  09:31

Hemory 100%

= When the main power switch is turned off, then on again, wait at least 10 seconds to turn it on after
turning it off. if there is no wait period between turning the main power switch off, then on again, the
machine may not function properly.
Here is the sequence, through which the main power switch and sub power switch are turned on
and off:

Turn off the sub power switch — Turn off the main power switch — Turn on the main power switch
— Turn on the sub power switch

- To set the [Overwrite HDD Data], go to step 13.

13 call the HDD Settings screen on the display from the control panel.

= For the procedure to call the HDD Settings screen on the display, see steps 1 and 2 of page 2-50.

14 Touch [Overwrite HDD Datal].

Use the menu buttons or keypad to make a selection.

nistrator Settings> Security Settings> HDD Settings

1 Check HDD Capacity
2 Overwrite HOD Data

A 6 HOD Encryption Setting
z)
3 Overwrite All Data ‘
z)
4

4 HDD Lock Password
¥
HDD Settings 5 Format HDD

01/28/2009  15:00 \ Close |

Henory 100%
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15 Touch [Encryption Priority] or [Overwrite Priority].

Make a selectioh.

nistrator Settings > HDD Settings > Overwrite Temporary Data
Cw Ko
Utility Overwriting Hethod

Adninistrator
Settings
+

[ Hode 1 [ Encryption priority |

_ | Overwrite Priority

=
o
£
=
&
= o
z F
E <
]
S8
2 <
]
]
3
3
@
o %
=
]
=
=

Item Description

[Encryption Priority] A different data overwrite method applies from [Mode 1] or [Mode 2]. To set

[Overwrite HDD Data], select [Encryption Priority].

[Overwrite Priority] The data overwrite method can be [Mode 1]
specified.

Overwritten with
0x00

[Mode 2]

Overwritten with
0x00 — Overwritten
with Oxff — Overwrit-
ten with letter "a"
(0x61) — Verified

= [No] is the default setting.

16 Touch [OK].

= If [Encryption Priority] is switched to [Overwrite Priority], or vice versa, HDD Format must be per-
formed after the setting change. Perform HDD Format by following the steps below.

17 A confirmation message appears. Select [Yes] and touch [OK].

The hard disk must be reformatted after changing
& encrypLion priority/overuwrite priority.
Are you sure you want to continue?

Utility

¥

Adninistrator

HDD Settings

+

Overwrite
Tenporary Data 04/03/2007  14:04
0%

Hemory

‘Yes

ok |
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18 Make sure that a message appears prompting you to turn OFF and then ON the main power switch.

Now, turn OFF and then turn ON the main power switch.

nistrator Settings > HDD Settings > Main Power OFF/ON Reminder

Utility
Adninistrator Turn the main switch OFF and ON..
Settings

HDD Settings

3
w

er

04/03/2007  14:05
0%

Hemory

-> When the main power switch is turned off, then on again, wait at least 10 seconds to turn it on after
turning it off. if there is no wait period between turning the main power switch off, then on again, the
machine may not function properly.

Here is the sequence, through which the main power switch and sub power switch are turned on
and off:

Turn off the sub power switch — Turn off the main power switch — Turn on the main power switch
— Turn on the sub power switch
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2.12.2

Changing the Encryption Key

v

v

For the procedure to call the Encryption Key entry screen on the display, see steps 1 through 4 of
page 2-50.

Do not leave the machine with the setting screen of Administrator Settings left shown on the display. If
it is absolutely necessary to leave the machine, be sure first to log off from the Administrator Settings.

Call the Encryption Key entry screen on the display from the control panel.

Enter the currently registered 20-digit Encryption Key from the keyboard or keypad.

Adni or Setting: i D Encryption Setting
(ERNCTONN | elease

RRRORRRRRRRRRRRRoR ]

2009/09/10  14:02
Mefmory 100%

- Press the [C] key to clear all characters.

- Touch [Delete] to delete the last character entered.

- Touch [Shift] to show the upper case/symbol screen.
= Touch [Cancel] to go back to the HDD Settings screen.

Select [Edit] and touch [OK].
= If a wrong Encryption Key is entered, a message that tells that the Encryption Key does not match
appears. Enter the correct Encryption Key.

Enter the new 20-digit Encryption Key from the keyboard or keypad.
To prevent entry of a wrong Encryption Key, enter the Encryption Key again in [Encryption Passphrase
Confirmation].

FoStpPEion orkltRRRRRRRORORRRK

B D e on e |

2009/09/10  13:58
Henory 100%

- Press the [C] key to clear all characters.

-> Touch [Delete] to delete the last character entered.

= Touch [Shift] to show the upper case/symbol screen.
= Touch [Cancel] to go back to the HDD Settings screen.

Touch [OK].

=> If the entered Encryption Key does not meet the requirements of the Password Rules, a message
that tells that the entered Encryption Key cannot be used appears. Enter the correct Encryption Key.
For details of the Password Rules, see page 1-8.

= Ifthe entered Encryption Key does not match, a message that tells that the Encryption Key does not
match appears. Enter the correct Encryption Key.
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212 Protecting Data in the HDD 2

6  Makesurethata message appears prompting you to turn OFF and then ON the main power switch.
Now, turn OFF and then turn ON the main power switch.

The encryption passphrase was set, changed or canceled.
& Turn the main switch OFF and ON.

Utility

HDD Settings

3

HDD Encryption
Setting 04/03/2007 13:43
Hemory 07

-> When the main power switch is turned off, then on again, wait at least 10 seconds to turn it on after
turning it off. if there is no wait period between turning the main power switch off, then on again, the
machine may not function properly.

Here is the sequence, through which the main power switch and sub power switch are turned on
and off:

Turn off the sub power switch — Turn off the main power switch — Turn on the main power switch
— Turn on the sub power switch
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2.13 Overwrite All Data Function

When access to the machine by the Administrator of the machine through the Administrator Settings from
the control panel is authenticated, the machine enables setting of the operation of the Overwrite All Data
function.

When the machine is to be discarded, or use of a leased machine is terminated at the end of the leasing con-
tract, the Overwrite All Data function overwrites and erases all data stored in all spaces of the HDD. The func-
tion also resets all passwords saved in the NVRAM to factory settings, preventing leak of data. For details of
items that are cleared by the Overwrite All Data function, see page 1-10.

The HDD Overwrite Method offers the choice of eight different modes, [Mode 1] through [Mode 8]. Overwrite
All Data takes about less than one hour in [Mode 1] at the minimum and about 9 hours in [Mode 8] at the

maximum.
Mode Description
Mode 1 Overwrites once with 0x00.
Mode 2 Overwrites with random numbers — random numbers — 0x00.
Mode 3 Overwrites with 0x00 — Oxff — random numbers — verifies.
Mode 4 Overwrites with random numbers — 0x00 — Oxff.
Mode 5 Overwrites with 0x00 — O0xff — 0x00 — Oxff.
Mode 6 Overwrites with 0x00 — Oxff — 0x00 — Oxff — 0x00 — Oxff — random numbers.
Mode 7 Overwrites with 0x00 — O0xff — 0x00 — Oxff — 0x00 — Oxff — Oxaa.
Mode 8 Overwrites with 0x00 — O0xff — 0x00 — Oxff — 0x00 — Oxff — Oxaa — verifies.

Setting the Overwrite All Data function

v For the procedure to call the HDD Settings screen on the display, see steps 1 and 2 of page 2-50.

v Do not leave the machine with the setting screen of Administrator Settings left shown on the display. If
it is absolutely necessary to leave the machine, be sure first to log off from the Administrator Settings.

1 Call the HDD Settings screen on the display from the control panel.

2 Touch [Overwrite All Data].

Use the menu buttons or keypad to make a selection.

nistrator Settings> Security Settings> HDD Settings

1 Check HOD Capacity IS HOD Encrypiion Setting |
2 Overgrite HOD Data
fdninistrator
Settings
T 3 Overwrite All Data |
Settings 4 HDD Lock Password
¥
HDD Settings 5 Format HDD A
01/28/2009  15:00 | close |
Jeiiory 1007 —
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3 Select the desired mode and touch [Delete].

Select the deleting method, and then touch [Deletel.

Adninistrator Settings> HDD Settings> Overwrite All Data

HDD Overwrite Method

RS R
ST T (T
BT BT

[ Delete |

overyrite —
04/03/2007  14:24 | Close |
Mermory 0% —

4 A confirmation message appears. Select [Yes] and touch [OK].

Are you sure you want to overwrite
& all data in the hard disk and system memory?

Overyrite
All Data 2009/09/10  14:09

Mefmory 100%

5  Makesurethata message appears prompting you to turn OFF and then ON the main power switch.
Now, turn OFF and then turn ON the main power switch.

Adninistrator Settings> HOD Setiings> Overwrite All Data

Adninistrator All data has been overwritten and
Sett Aerased. Turn the main switch OFF and ON..

3
¥

03/04/2007 17:21
Mefmory 100%

- Check that all data has been overwritten and erased properly. Data is not erased properly if an error
occurs during the procedure. For details, contact your Service Representative.

= When the main power switch is turned off, then on again, wait at least 10 seconds to turn it on after
turning it off. if there is no wait period between turning the main power switch off, then on again, the
machine may not function properly.
Here is the sequence, through which the main power switch and sub power switch are turned on
and off:
Turn off the sub power switch — Turn off the main power switch — Turn on the main power switch
— Turn on the sub power switch

= After the main power switch has been turned on, quickly turn it off and give the machine to the Ser-
vice Engineer. If the Overwrite All Data function is executed by mistake, contact the Service Engi-
neer. For details, contact your Service Representative.
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214  SSL Setting Function

When access to the machine by the Administrator of the machine through the Administrator Settings is au-
thenticated, the machine enables the setting of encryption of image data transmitted and received between

the PC and the machine.

2.14.1 Device Certificate Setting

(4 For the procedure to access the Admin Mode,

see page 2-2.

v Do not leave the machine with the Admin Mode setting screen left shown on the display. If it is abso-
lutely necessary to leave the machine, be sure first to log off from the Admin Mode.

v The key length set for the public key of the server generated in SSL certificate setting is 1024 bits.

1 Start PageScope Web Connection and access the Admin Mode.

2 Select [PKI Settings] from the pull-down menu of Security and click [Display].

a

Fle Edit View Favortes Tools  Help

& Administrator

9 Readyto Scan
m In Menu (cimin Mode)

Maintenance

Maintenance related seftings
Confirrm ROM version, Import and Export data.

lMeter Count

vm Digplay - .0pen User Box

System Settings

Initial settings.
User Box and Stamp settings.

lMathme Setting

vm Display - IEasw: Setting

Security

Security related seftings
Administrator Password and Address Permission
Setlings.

PK| Settings

Display - lAddress Book

Cetificate Verification Settings
Address Reference Setting
Restrict User Access

Auto Logout

Adrinistrator Passwiord Setting

Authentication Method b

Digplay - .Header/anter Pasition

Network

Metwark-related Settings,
E-mail and Open AP Settings.

W TCP/P Setting

EEX
;'l
Lagout ﬂ %
[+
L%
Box
UserBox creation and operation
Docurment can be printed and routed from the User Box.
~ | Display -
Print Setting
Print Settings
Fonts and ¥PS Seftinas
vm Display -
Store Address
Destination {(addresses) registration
E-mail, Subject and PrefiwSufiix Seftings.
v | Display -
Fax Settings
Fax Settings.
Fax Functions and Fax Report Seftings
~ | Display -
Wizard
Wizard Setup is performed.
The setting can be easily performed by following the
outlined procedures.
Vm Display - ITX Setting for scan docurments Vm Display -

|

3 click [New Registration].

Fle Edt Mew Favorites Iooks Help

W

&. Administrator

9 Ready to Scan
G] In Menu [admin Made)

Security ~ W Display

Logout ﬂ

o

To Main Menu

» SSL Setting

» Device Certificate Setting r
MNews Registration

Default Issuer

¥ Protocol Setting

. Validity . .
Subject Period Detail | Setting

* External Certificate

Setting

* Certificate Verification
Settings

* Address Reference Setting
* Restrict User Access

¥ Auto Logout

QK Cancel
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214  SSL Setting Function 2

4 select [Create and install a self-signed Certificate] and click [OK].

w

Fle Edit Yew Favortes Tooks Help

&. Administrator Logout ﬂ
gRaady to Scan
G]In MenL (Admin Madz) g
Security ~ || Display To Main Menu
¥ PKI Settings Create Device Certificate
» Device Certificate Setting @ Create and install a self signed Certificate.

PN ?
» SSL Setting Request a Certificate

© Impaort Certificate
* Protocol Setting

» External Certificate

Setting Ok Cancel

* Cetificate Verification
Settings

¥ Address Reference Setting
* Restrict User Access

¥ Auto Logout

5  Make the necessary settings.

Fle Edt Wiew Favortes Iook Help >

& Administratar ﬂ

SR Ready o Scan
G] In Menu {Admin Mode) e

Security ~ W Display To Main Menu

e T

» Device Certificate Setting Cammon Mame Incalhost
Organization
» SSL Setting .

Organizational Unit |
Locality
* External Certificate
Setling State/Province \
¥ Certificate Verification Country
gelings Admin. E-mail Address admin@test.local |
* Address Reference Setting

* Restrict User Access Validity Start Date 01/20/2009 11:17:00

¥ Protocol Setting

* Auto Logout Walidity Period Day(s)(1-3650)
Encryption Key Type BSA—WDZA_V‘

- If data entered for each item does not meet the requirements, a message appears that tells that the
data entered is wrong.

6 Click [OK].
The certificate can now be registered.

-2l Result - Microsoft Internet Explorer

Fle Edt Wiew Favortes Took Help o

Certificate has been created and installed. SSL/TLS can now be used
(After OK is clicked, SSL Mode setting will be available )
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2.14.2 SSL Setting
v For call the PKI Settings screen on the display, see steps 1 and 2 of page 2-60.
v/ Do not leave the machine with the Admin Mode setting screen left shown on the display. If it is abso-
lutely necessary to leave the machine, be sure first to log off from the Admin Mode.
NOTICE
When making the SSL Setting, be sure to make sure in advance that the device certificate has been registered
in the machine. For the procedure to register the device certificate, see page 2-60.
1 Start PageScope Web Connection and call the PKI Settings screen on the display.
2 Click [SSL Setting] from [PKI Settings] menu.
3 Set "Mode using SSL/TLS" and "Encryption Strength" and click [OK].
File Edt Wiew Favortes Tools Help i
& Adrministrator Logout ﬂ
9 Ready to Scan
ﬁl In Menu {dmin Mode) g
Security + Wl Display To Main Menu
» Device Certificate Setting Moda using SSLTLS [ Admin. Mode and User Made v
Encryption Strength AES-256, 3DES-168 v
¥ Protocol Setting
* External Certificate
Setting
¥ Certificate Verification
Settings
» Address Reference Setting
* Restrict User Access
¥ Auto Logout
= Select "Admin. Mode and User Mode" for "Mode using SSL/TLS."
= For encryption strength, select the strong "AES-256, 3DES-168."
- In the Enhanced Security Mode, the setting cannot be changed to one containing strength lower
than AES/3DES.
4 Click [OK].
3 FEX
B Bt Ven s Falera e r
Completed.
=
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214  SSL Setting Function 2

2.14.3 Removing a Certificate

v For call the PKI Settings screen on the display, see steps 1 and 2 of page 2-60.

v/ Do not leave the machine with the Admin Mode setting screen left shown on the display. If it is abso-
lutely necessary to leave the machine, be sure first to log off from the Admin Mode.

In the Enhanced Security Mode, no certificates can be removed.
Start PageScope Web Connection and call the PKI Settings screen on the display.

Click [Setting].

W N = N

Select [Remove a Certificate] and click [OK].

Fle Edt Wiew Favortes Took Help I
&. Administrator Logout ﬂ
9 Feady to Scan
ﬁl In Menu {Admin Made) g
Security ~ il Display To Main Menu

» Device Certificate Setting @ Remove a Cerificate

P
» SSL Setting Export Certificate

* Protocol Setting

» External Certificate OK Cancel

Setting

* Certificate Verification
Settings

* Address Reference Setting
* Restrict User Access

» Auto Logout

4 Click [OK].
file Edt Wew Favortes Tools Help i+
& Administrator ﬂ
Q Ready to Scan
G] In Menu (Admin Mode] fs)
Security ~ W Display To Main Menu

Remove a Certificate

* Device Certificate Setting Issuer test

- Subject test
* SSL Setting Validity Period 05/23/2002 11:17:00

» Protocol Setting .
Are you sure you want to remove the certificate?
* External Certificate

Setting
» Certificate Verification OK Cancel
Settings

# Address Reference Setting
» Restrict User Access
¥ Auto Logout

* Administrator Password
Setting

5 click [OK] and restart the machine.

3 [9(=1[c3

Fle Edt Yiew Favorites Took  Help r

Turn the main awitch OFF, and then ON , when changing settings

=

bizhub 423/363/283/223 2-63



2.15 S/MIME Communication Setting Function

2.15 S/MIME Communication Setting Function

When access to the machine by the Administrator of the machine through the Administrator Settings is au-
thenticated, the machine enables the setting of encryption of text of e-mail transmitted and received between

the PC and the machine.
NOTICE

To send S/MIME communications, it becomes necessary to register the certificate at the destination. Set
1024 bits or more for the key length of the RSA public key for the certificate of each destination.

2.156.1 Setting the S/MIME Communication

<From the Control Panel>

v/ For the procedure to call the Administrator Settings on the display, see page 2-2.

v Do not leave the machine with the setting screen of Administrator Settings left shown on the display. If
it is absolutely necessary to leave the machine, be sure first to log off from the Administrator Settings.

1 Call the Administrator Settings on the display from the control panel.

2 Touch [Network Settings].

3 Touch [E-Mail Settings].

Utility
S
Adninistrator
Settings
¥
Network
Settings

Use the menu buttons or keypad to make a selection.

nistrator Settings > Hetwork Settings
ve (OO "

1 TCP/IP Settings A 6 LDAP Settings A

2 NetWare Settings 4 7 E-Mail Settings 4

3 HTTP Server Settings A 8 SNHP Settings A

3 FTP Settings 4 9 AppleTalk Settings 4

5 SHB Settings A 0 Bonjour Setting 4
06/12/2007 13:26 Glose |
Menory 100%

4 Touch [S/MIME Communication Settings].

Se

¥
Network
Settings

¥
E-Hail
settings

Use the menu buttons or keypad to make a selection.

dninistrator Settings> Network Setlings> E-Hail Settlings
1 E-Hail TX (SMTP) ‘

26/06/2007  14:43 Close

Henory 100%
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215 S/MIME Communication Setting Function 2

5  Select [ON] and [E-Mail Text Encryption Method].

Specify the S/MIME communication settings.

nistrator Settings > E-Mail Settings > S/MIME Communication Settings
[T oFF

Utility
Adninistrator
Settings

+

Digital Signature EnlPS5u 8 wetnos
Print S/MIME Information BBERTA 2Pt icaves

cercificate verification
Leel” seEEings

5
¥
S/MIME Comn.

settings 12/26/2008  08:58
Hemory 100%

= To Select [ON], the administrator’s e-mail address specified in the device registration needs to cor-
respond with the e-mail address specified at the time of certification creation.

6  Select encryption method and touch [OK].

Specify the encryption method for e-mail text.

fdmin. Settings > S/MIME Comm. Settings > E-Mail Text Encryption Method
e
I AES-192 I AES-256

il
|

S/HIM] .
Settings
S
" S —
Encrypt. Method | JEISTITVEL Iy ERTTYY] | x|
Melnory 100%

= For encryption method, select the strong "3DES," "AES-128," "AES-192," or "AES-256." If the mail
software being used does not support AES, encrypted mail messages may be received, but they
cannot be decrypted. Use AES-compliant mail software or select the encryption method that is the
strongest of all compliant with the currently used mail software.

- Each encryption method represents the following.
Name: encryption algorithm: encryption key length
3DES: 3 key triple DES: 168 bits
AES-128: AES: 128bit
AES-192: AES: 192bit
AES-256: AES: 256bit

- In the Enhanced Security Mode, the setting cannot be changed to "RC2" or "DES."

7 Touch [OK].
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<From PageScope Web Connection>

v For the procedure to access the Admin Mode, see page 2-2.

v Do not leave the machine with the Admin Mode setting screen left shown on the display. If it is abso-
lutely necessary to leave the machine, be sure first to log off from the Admin Mode.

1 Start PageScope Web Connection and access the Admin Mode.

2 Select [E-mail Setting] from the pull-down menu of Network and click [Display].

3 B
Eio ‘Edi. \ieW Favonies. Teds Holp >

& Adrministratar Lagout ﬂ i

@ Readyto Scan
m In Menu (cimin Mode) ﬂ

Maintenance Box
Maintenance related seftings UserBox creation and operation
Confirrm ROM version, Import and Export data. Docurment can be printed and routed from the User Box.
lMeterCnum Vm Display - .0pen User Box b | Display -
System Settings Print Setting
Initial settings. Print Settings
User Box and Stamp settings. Fonts and ¥PS Seftinas
IManhme Setting vm Display - IEasw: Setting vm Display -
Security Store Address
Security related seftings Destination {(addresses) registration
Administrator Password and Address Permission E-mail, Subject and PrefiwSufiix Seftings.

Seflings
TCP/P Settin

Dissiey | [ooeres 6ook O |

LDAP Setting

IPP Setting

FTP Setting Fax Settings

SNMP Setting

SME Setting Settings. Fax Settings.

Web Service Seltings ftinas. Fax Functions and Fax Report Settings.

Bonjour Settin
INE{\J[Varg nggg m Display - .Header/anter Paosition 3 | Display -

AppleTalk Setting

WebDAY Settings

OpenAP| Setting Wizard

TCP Socket Setting

Wizard Setup is performed.

IEEEGH2. 12 Adthentication Setting The setting can be easily performed by following the

LLTD Setting outiined procedures.

SS5DP Settings

TCRAP Setting Vm Display - ITX Setting for scan documents Vm Display -

v
3 Click [S/MIME] from the [E-mail Setting] menu.

Fie Edt Vew Favorites Took Help FE

e @
@ Ready to Scan
G] In Menu {Admin Mods) g
INgtwnrk vl‘ Display To Main Menu

I TCPAP Setting E-mail RX (POP)
FOP Server Address I Please checkto erter host name
» E-mail TX (SMTP) 0.0.0.0 |
P SMIME Lagin Mame

I Password is changed

Passward |

B LDAP Setting

¥ IPP Setting
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S/MIME Communication Setting Function

4 Make the necessary settings.

Bl Edt Wiew Favortes Iook Help

Sy Aemivisrstor

@ Ready to Scan

Gl In M= (Adimin Mode)

INetwurk ~ I Display To Main Menu
¥ TCPIP Setting SMIME
SMME Comm Setting [on ]
» E-mail RX (POP) (To select ON, the administrater's e-mail address specified in t‘he device registration

» E-mail TX (SMTP)

T

¥ LDAP Setting

» IPP Setting

¥ FTP Setting

¥ SHMP Setting

¥ SMB Setting

¥ Web Service Settings

» Bonjour Setting

¥ HetWare Setting

needsto comespond with the e-mail address specified at the time of certification creation,)

Digital Signature

!Se\em when sending v

E-Mail Text Encrypt. Method
Automatically Ottain Certificates

Prirt SMIME informeation

Certificate Werification Level Seftings

“alicity Period \Cunﬁrm "‘

Key Usage ‘Da Mot Confirm V‘

Chain | Do Mot Corfirm v |

Expiration Dats Confirmation | Do Mot Corfirm +|

¥ AppleTalk Setting

B Network Fax Setting

¥ WebDAV Settings

oK Cancel

- For encryption method, select the strong "3DES," "AES-128," "AES-192," or "AES-256." If the mail
software being used does not support AES, encrypted mail messages may be received, but they
cannot be decrypted. Use AES-compliant mail software or select the encryption method that is the
strongest of all compliant with the currently used mail software.

Each encryption method represents the following.

Name: encryption algorithm: encryption key length
3DES: 3 key triple DES: 168 bits

AES-128: AES: 128bit
AES-192: AES: 192bit
AES-256: AES: 256bit

- In the Enhanced Security Mode, the setting cannot be changed to "RC2" or "DES."

Click [OK].

Click [OK].

Fls Edt View Favortes Took Help

;'r

Completed
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215 S/MIME Communication Setting Function 2

2.15.2 Registering the certificate

v For the procedure to access the Admin Mode, see page 2-2.

v/ Do not leave the machine with the Admin Mode setting screen left shown on the display. If it is abso-
lutely necessary to leave the machine, be sure first to log off from the Admin Mode.

1 Start PageScope Web Connection and access the Admin Mode.

2 Select [Address Book] from the pull-down menu of Store Address and click [Display].

a EEx
File Edi View Favorites Tools Help "

& Administrator Logout ﬂ i

Q Ready to Scan
@ N MenU (Atimin Made) e

Maintenance Box
Maintenance related seftings User Box creation and operation
Confirm ROM version, Import and Export data, Document can he printed and routed from the User Box,
lMeterCoum Vm Display - lOpen User Box v | Display -
System Settings Print Setting
Initial seftings. Frint Seftings
User Box and Stamp settings. Fonts and XPS Seftings
IMachma Setting Vm Display - IEasu: Setting v | Display -
Security Store Address
Security related seftings. Destination (addresses) registration
Administrator Password and Address Permission E-rnail, Subject and PrefySumx Setlings
Settings.
IPK\ Settings Vm Display - Address Book Display

Group
User Auth/Account Track Pragram
Termporary One-Touch
User Authentication and Account Track Settings Subject
External Server and Group User Box Setlings Text
) Authentication Method Vm Display - Rrel ot Display
Network Wizard
Metwork-related Settings. Wizard Setup is performed.
E-mail and Open AP Seftings The setting can be easily performed by following the

outlined procedures

ITCF‘HF‘ Setting Vm Display - ITX Setting for scan documents. V” Display -

3 Click [New Registration].

3 EEX
'lfr

Fle Edt Wiew Favortss Took Help

s Acmiistrstor Logout 2]

@ Ready to Scan
Gl 1N ML CAdmin Made) e

Store Address ~ I Display To Main Menu
¥ Address Book Address Book List

The other party who wants to fransmit data can be registered

P leon Mew Registration

» Group

Search by number. 1-50 |
¥ Program . ‘

Search from Index v Iz
» Temporary One-Touch

[Ho. [Function [ame [sMmE  [Edit [Delete |

¥ Subject

1 |E-mail ftest m ‘ Delete
ol | |[Eet] [oeee]
¥ Prefix/Suffix

-> To change the details of a previously registered destination, click [Edit].
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4 select [E-mail] and click [OK].

|Eile Edit Yiew Favorites Took  Help &

& Administratar ﬂ

SR Ready o Scan
G] In Menu {Admin Mods) g
Stare Address ~ W Display To Main Menu

¥ Address Book New Registration
> Store Address @ E-mail

-
* Photo/lcon EIR

© SmB

LA,  WebDAY

¥ Program © User Box

» Temporary One-Touch " Fax

» Subject P Address Fax
O Internet Fax

» Text

» Prefix/Suffix

0K Cancel

5 Click to select the [Registration of Certification Information] check box, and through [Browse], set the
certificate information. If certificate information is to be deleted, select [Deletion of Certification Infor-

mation].
. R
Fle Edit wiew Favorites Took Help i
&, Administrator Logout ﬂ
9 Feady to Scan
ﬁl In Menu {Admin Made) [+
Store Address v || Display To Main Menu
¥ Address Book Address Book (E-mail)
> Store Address o
e @ ge opening number
S " Direct nput ]
e e |
» Temporary One-Touch Index
Specify a keyword for address search and display by registered name.
# Subject . =
‘ et hd ‘
> Text !
I~ Main
¥ Prefix/Suffix

Destination Information

E-mail Address

¥ Registration of Certification Information

¥ Registration of Certification Information

CiDocuments and Semngs\desvf[ Browse

" Deletion of Certification Information

Limiting Access to Destinations

Display

0K Cancel

= Set 1024 bits or more for the key length of the RSA public key for the certificate of each destination.

6 Make the necessary settings.

= A number that already exists cannot be redundantly registered.

= If Name and E-mail Address have not been registered, a message appears that tells that Name and
E-mail Address are yet to be entered. Enter the correct Name and E-mail Address.

7 Click [OK].
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2.16 SNMP Setting Function

When access to the machine by the Administrator of the machine through the Administrator Settings is au-
thenticated, the machine enables changing of the SNMP v3 Write User Password (auth-password, priv-pass-
word) required for accessing the MIB object over the network using the SNMP from the PC. In PageScope
Web Connection, import/export of the Device Setting is enabled, allowing the setting for Security Level of
SNMP v3 Setting to be saved or the saved backup data to be restored.

Each of the auth-password and priv-password can consist of 8 to 32 digits. The password entered for the
authentication purpose appears as "*" or "@" on the display.

2.16.1 Changing the auth-password and priv-password

<From the Control Panel>

v/ For the procedure to call the Administrator Settings on the display, see page 2-2.

v Do not leave the machine with the setting screen of Administrator Settings left shown on the display. If
it is absolutely necessary to leave the machine, be sure first to log off from the Administrator Settings.

1 Call the Administrator Settings on the display from the control panel.

2 Touch [Network Settings].

Utility
¥
Adninistrator
Settings

3 Touch [SNMP Settings].

Utility
4

Adn ator
Set!
¥
Network
settings

Use the menu buttons or keypad to make a selection.

histrator Settings

LZINEY «Back Wra >
1 Systen Settings 3 6 Copier Settings J
7 Printer Settings 2
8 Fax Settings J
Z)
i 7)

2 Administrator .
HaBRInE 68t inge

A 9 System Connection
5 Hetyork Settings 4 0 Security Settings

&4 ACC Tracik

25/02/2008  15:40 ‘ |

Hemory 100%

Use the menu buttons or keypad to make a selection.

nistrator Settings > Network Settings

ve = T
TCP/IP Settings 6 LDAP Settings

1 1 z) z)
: BT - I
B v s o N s
. I T
. I o (T

06/12/2007  13:26 Close |

Hemory 100%
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2.16 SNMP Setting Function

4 Touch [Forward—] to show [2/3] and touch [SNMP v3 Settings].

Select whether or not SNMP is used.

[ itor Settings > Network Sett. > SHMP Setting

UDP Port Number
SHHP v1/v2c Settings
= RS
1 - 65535
SNHP Setting
/03/2007

Hemory 100;

5  Touch [Forward—] to show [4/5] SNMPv3/Write Settings screen.

To specify the context name, touch [Context Hamel.

Adninistrator Settings > SNMP Setling > SHMP v3 Setting

1/5 -

Context Name Settings

Context Name A

+

SHHP v3 Selting | pwmeyp R TR

Mefmory 100%

6 Sselect [auth-password] or [auth-password/priv-password] of Security Level and touch [Password Set-
ting].

Specify SNMPu3/wrile setting. Password must be set
to do Security Level setting.

Adninistrator Settings > SNMP Setling > SHMP v3 Setting

4 /5 -
Write User Hame Settings Security Level
I OFF
Write User Name 3
restrict auth-password

[ auth-password/ priv-passyord ]

SNMP v3 Setting

Password Setting 4|

2007/09/03  15:23 ‘
Mefmory 100%

I‘.

7 Touch [Write auth].

Specify Password Settings of v3 Settings. Select a parameter.

dninistrator Settings > SNMP w3 Setting > Password Setting

Password Setting

Passord Setling | PSp———— [ close |

Hemory 100%
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2

8

= When a screen appears that prompts you to enter the current password, enter the MAC Address
that is set in the machine. To check the MAC Address, from [Network Settings] of step 2, select [For-

ward] — [Detail Settings] — [Device Setting].

- The entry of a wrong SNMP password (auth-password, priv-password) is counted as unauthorized
access, if the Enhanced Security Mode is set to [ON]. If a wrong SNMP password (auth-password,
priv-password) is entered a predetermined number of times (once to three times) or more set by the
Administrator of the machine, the machine is set into an access lock state, rejecting any more logon
attempts. To cancel the access lock state, perform the Release Setting by the Administrator of the

machine.

Enter the new 8-digit-or-more auth-password from the keyboard or keypad.

Enter the new write auth-password
using the keyboard or keypad. To erase
your entty, press the ICl key.

2009/09/10  14:19
Hemory 100%

- Press the [C] key to clear all characters.

- Touch [Delete] to delete the last character entered.
= Touch [Shift] to show the upper case/symbol screen.
= Touch [Cancel] to go back to the previous screen.

Touch [OK].

= If the entered auth-password does not meet the requirements of the Password Rules, a message
that tells that the entered auth-password cannot be used appears. Enter the correct auth-password.

For details of the Password Rules, see page 1-8.

10 10 prevent entry of a wrong password, enter the auth-password again.

11

2009/09/10  14:19
Hemory 100%

= Press the [C] key to clear all characters.

- Touch [Delete] to delete the last character entered.
- Touch [Shift] to show the upper case/symbol screen.
= Touch [Cancel] to go back to the previous screen.

Touch [OK].

= Go to step 12 if [auth-password/priv-password] is selected in step 6.

= If the entered auth-password does not match, a message that tells that the auth-password does not

match appears. Enter the correct auth-password.
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12 Touch [Write priv].

Utility
Adninistrator
Settings

+
SHMP Setting
¥
SHHP v3 Setting

+

Password Setiing | Iy ne R Ier

Hemory 100%

Specify Password Settings of v3 Settings. Select a parameter.

dninistrator Settings > SNMP v3 Setting > Password Setting

Password Setting

| Close

- When a screen appears that prompts you to enter the current password, enter the MAC Address
that is set in the machine. To check the MAC Address, from [Network Settings] of step 2, select [For-

13 Enter the new 8-digit-or-more priv-password from the keyboard or keypad.

>
N
>
>

ward] — [Detail Settings] — [Device Setting].

The entry of a wrong SNMP password (auth-password, priv-password) is counted as unauthorized
access, if the Enhanced Security Mode is set to [ON]. If a wrong SNMP password (auth-password,
priv-password) is entered a predetermined number of times (once to three times) or more set by the
Administrator of the machine, the machine is set into an access lock state, rejecting any more logon
attempts. To cancel the access lock state, perform the Release Setting by the Administrator of the

machine.

Enter the new write priv-password
using the keyboard or keypad. To erase
your entry, press the IC1 key.

sornrl]

2009/09/10  14:16
Hemory 100%

Press the [C] key to clear all characters.
Touch [Delete] to delete the last character entered.

Touch [Shift] to show the upper case/symbol screen.

Touch [Cancel] to go back to the previous screen.

14 Touch [OK].

= If the entered priv-password does not meet the requirements of the Password Rules, a message
that tells that the entered priv-password cannot be used appears. Enter the correct priv-password.

For details of the Password Rules, see page 1-8.

Adninistrator Settings > Password Settings > Enter Write Priv-Password
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15 1o prevent entry of a wrong password, enter the priv-password again.

2009/09/10  14:16
Hemory 100%

= Press the [C] key to clear all characters.

=> Touch [Delete] to delete the last character entered.
= Touch [Shift] to show the upper case/symbol screen.
- Touch [Cancel] to go back to the previous screen.

16 Touch [OK].

- If the entered priv-password does not match, a message that tells that the priv-password does not

match appears. Enter the correct priv-password.

17 Touch [Close] and [OK].
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<From PageScope Web Connection>

v For the procedure to access the Admin Mode, see page 2-2.

v Do not leave the machine with the Admin Mode setting screen left shown on the display. If it is abso-
lutely necessary to leave the machine, be sure first to log off from the Admin Mode.

1 Start PageScope Web Connection and access the Admin Mode.

2 Select [SNMP Setting] from the pull-down menu of Network and click [Display].

a

Fle Edit View Favortes Tools  Help

& Administrator

@ Readyto Scan
ﬁ In Menu (cimin Mode)

Maintenance

Maintenance related seftings
Confirrm ROM version, Import and Export data.

Box

UserBox creation and operation
Docurment can be printed and routed from the User Box.

vm Digplay -

IMeter Count

~ | Display -

lOpEn User Box

System Settings

Initial settings.
User Box and Stamp settings.

Print Setting

Print Settings
Fonts and ¥PS Seftinas

vm Display -

lMathme Setting

vm Display -

IEas\: Setting

Security

Security related seftings
Administrator Password and Address Permission
Seflings

Store Address

Destination {(addresses) registration
E-mail, Subject and PrefiwSufiix Seftings.

v | Display -

lAddress Book

Fax Settings

Fax Settings.
Fax Functions and Fax Report Seftings

~ | Display -

l Header/Footer Position

AppleTalk Setting

WebDAY Settings

OpenAP| Setting

TCP Socket Setting

|EEEBDZ. 1 Authentication Setting
LLTD Setting

SS5DP Settings

Wizard

Wizard Setup is performed.
The setting can be easily performed by following the
outlined procedures.

TCP/P Setting ~ [ Display -

ITX Setting for scan documents. | Display -

EIEJ
=]

3 Enterthe auth-password and priv-password in the boxes marked by the rectangle, that is, the Write

side SNMP v3 Setting.

Bl Edt Wiew Favortes Tooks  Help

Ee

Witite Liser Name

Security Level

auth-password

[restrict ]

|aulh-paaawu password Vi

I™ Password is changed. (Password is currently set)

Currert Password |

New Passward |

Retype New Passward |

priv-password

I PasswordIs changed. (Passward ks currently set.)

Current Fassword |

New Passward |

Retype New Passward |

Encryption Algorthm

Authertication Methoc

A

= For the current password, enter the MAC Address that is set in the machine. To check the MAC Ad-

dress, see step 7 of page 2-70.

- The entry of a wrong SNMP password (auth-password, priv-password) is counted as unauthorized
access, if the Enhanced Security Mode is set to [ON]. If a wrong SNMP password (auth-password,
priv-password) is entered a predetermined number of times (once to three times) or more set by the
Administrator of the machine, the machine is set into an access lock state, rejecting any more logon
attempts. To cancel the access lock state, perform the Release Setting by the Administrator of the

machine.
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216  SNMP Setting Function 2

4 Click [OK].

= If the entered auth-password or priv-password does not meet the requirements of the Password
Rules, a message that tells that the entered auth-password or priv-password cannot be used ap-
pears. Enter the correct auth-password or priv-password. For details of the Password Rules, see
page 1-8.

= If the entered auth-password or priv-password does not match, a message that tells that the auth-
password or priv-password does not match appears.
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2.16.2

2.16.3

SNMP access authentication function

If the settings of the Administrator mode are to be changed using SNMP from the PC, the user attempting to
gain access is authenticated to be the Administrator of the machine by using the Write User Name and SNMP
Password (auth-password, priv-password) of the SNMP v3 Write settings made in this machine.

Operation of the network setting function and the SNMP password change function of the security control
functions that can be used over the network using SNMP is granted to the Administrator who is identified by
a matching SNMP password for the Write User Name.

The entry of a wrong SNMP password (auth-password, priv-password) is counted as unauthorized access,
if the Enhanced Security Mode is set to [ON]. If a wrong SNMP password (auth-password, priv-password) is
entered a predetermined number of times (once to three times) or more set by the Administrator of the ma-
chine, the machine is set into an access lock state, rejecting any more logon attempts. To cancel the access
lock state, perform the Release Setting by the Administrator of the machine.

Reference

. If [auth-password] has been selected for Security Level, hashing is used for the authentication informa-
tion (auth-password) to be transmitted. The machine allows you to select either HMAC-MD5 or HMAC-
SHA1 for hashing.

° If [auth-password/priv-password] has been selected for Security Level, the authentication information
(auth-password/priv-password) and data (object ID that specifies the object to be changed, value to be
set, etc.) to be transmitted are used for hashing and encryption. The machine allows you to select either
CBC-DES or CBC-AES for encryption.

° For accessing the MIB, use the MIB browser corresponding to the above encryption algorithm.

SNMP v3 setting function

The Administrator who has been authenticated through SNMP access authentication from the PC is allowed
to operate the SNMP password change function.

The entry of a wrong SNMP password (auth-password, priv-password) is counted as unauthorized access,
if the Enhanced Security Mode is set to [ON]. If a wrong SNMP password (auth-password, priv-password) is
entered a predetermined number of times (once to three times) or more set by the Administrator of the ma-
chine, the machine is set into an access lock state, rejecting any more logon attempts. To cancel the access
lock state, perform the Release Setting by the Administrator of the machine.

For the auth-password and priv-password, enter the password that meets the requirements of the Password
Rules. For details of the Password Rules, see page 1-8.

To change the setting, specify the corresponding object ID. See the table below for the setting items.

Setting Item Object ID

Write User Name | 1.3.6.1.4.1.18334.1.1.2.1.5.6.4.2.1.2.2
auth-password 1.3.6.1.4.1.18334.1.1.2.1.5.6.4.2.1.3.2
priv-password 1.3.6.1.4.1.18334.1.1.2.1.5.6.4.2.1.4.2
Security Level 1.3.6.1.4.1.18334.1.1.2.1.5.6.4.2.1.5.2
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2.16.4 SNMP network setting function

The Administrator who has been authenticated through SNMP access authentication from the PC is allowed
to operate the network setting function. To change the setting, specify the corresponding object ID. See the

table below for the setting items.

Setting Item

Object ID

IP address setting IP Address

1.3.6.1.4.1.18334.1.1.2.1.5.7.1.1.1.3.1

BOQOT Protocol use setting

1.3.6.1.4.1.18334.1.1.2.1.5.7.1.1.1.6.1

BOQOT Protocol Type

1.3.6.1.4.1.18334.1.1.2.1.5.7.1.1.1.7 1

DNS server address setting

1.3.6.1.4.1.18334.1.1.2.1.5.7.1.2.1.3.1.1

SMTP server address setting

1.3.6.1.4.1.18334.1.1.2.1.5.7.13.1.1.3.1

NetWare setting Print Server Name

1.3.6.1.4.1.18334.1.1.2.1.5.8.3.1.3.1.1

Printer Name

1.3.6.1.4.1.18334.1.1.2.1.5.8.5.1.3.1.1

AppleTalk Printer Name Setting

1.3.6.1.4.1.18334.1.1.2.1.5.9.2.1.3.1.1

NetBIOS setting

1.3.6.1.4.1.18334.1.1.2.1.5.10.1.1.4.1
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2,17  WebDAV Function

When access to the machine by the Administrator of the machine through the Administrator Settings is au-
thenticated, the machine enables setting of the WebDAV Server Password. The Administrator of the machine
can gain access to the WebDAV Server over the network by using the WebDAV Server Password. WebDAV
Server Password may consist of 8 digits. The password entered for the authentication purpose appears as
"*" or "@" on the display.

Setting the WebDAV Server Password

<From the Control Panel>

v For the procedure to call the Network Settings screen on the display, see steps 1 and 2 of page 2-70.

v/ Do not leave the machine with the setting screen of Administrator Settings left shown on the display. If
it is absolutely necessary to leave the machine, be sure first to log off from the Administrator Settings.

v Unauthorized access could result if the WebDAV Server Password required for accessing the WebDAV
Server is incorrectly set. The Administrator of the machine should therefore make sure to set the appro-
priate password and control its operation so that the password is not leaked.

v The entry of a wrong WebDAYV Server password is counted as unauthorized access, if the Enhanced
Security Mode is set to [ON]. If a wrong WebDAV Server password is entered a predetermined number
of times (twice, four times, or six times) or more set by the Administrator of the machine, the machine
is set into an access lock state, rejecting any more logon attempts. To cancel the access lock state,
perform the Release Setting by the Administrator of the machine.

1 Call the Network Settings screen on the display from the control panel.

2 Touch [Forward—] and touch [WebDAV Settings].

Use the menu buttons or keypad to make a selection.

histrator Settings > Network Settings
P2 | +-Back [
1 TCP Socket Settings 4 6 $SDP Settings 4
7 Detail Settings A
Adninistrator
Settings
3 3 WebDAY Settings S Aithonbitation setbings
e ——
Seiiings 4 web Service Settings N ] Web Browser Setiing
5 BHLinkS Settings 4
2009/09/10  16:22 | Close |
Menory 100%

3 Touch [WebDAV Server Settings].

Use the menu buttons or keypad to make a selection.

dninistrator Settings > Network Settings > WebDAY Settings

1 WebDAV Client Settings
2 WebDAY Server Settings
Adi ator
Se

+
Network
Settings

4

WebDAY Settings

25/02/2008 15 Close

Hemory 10

153
0%
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4 Select [ON] and touch [Password Setting].

Select a parameter.

nistrator Settings > WebDAV Settings > WebDAV Server Settings
C_w oFF

Utility $3L Setting Password Setting
Passyord Setting
Settings HRRRRKRRAK
+

¥

WebDAY Settings

+

WebDAY Server —
Settings 12/26/2008  09:09 ‘ 0K |
Hemory 100%

5 Enter the new WebDAV Server Password from the keyboard or keypad.
To prevent entry of a wrong password, enter the password again in [Password Confirmation)].

Please input a new password with the keyboard or ten-key
P

pad. It is necessary to input it twice to confirm password.
The password input with a clear key cah be deleted.

Adninistrator Settings > WebDAV Server Settings > Password Setting
I Password Yotk

fs i |

= Press the [C] key to clear all characters.

- Touch [Delete] to delete the last character entered.

= Touch [Shift] to show the upper case/symbol screen.

- Touch [Cancel] to go back to the screen shown in step 4.

6 Touch [OK].

- If the entered WebDAV Server Password does not meet the requirements of the Password Rules, a
message that tells that the entered WebDAV Server Password cannot be used appears. Enter the
correct WebDAV Server Password. For details of the Password Rules, see page 1-8.

= If the entered WebDAV Server Password does not match, a message that tells that the WebDAV
Server Password does not match appears. Enter the correct WebDAV Server Password.
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<From PageScope Web Connection>

v For the procedure to access the Admin Mode, see page 2-2.

v Do not leave the machine with the Admin Mode setting screen left shown on the display. If it is abso-
lutely necessary to leave the machine, be sure first to log off from the Admin Mode.

1 Start PageScope Web Connection and access the Admin Mode.

2 Select [WebDAYV Settings] from the pull-down menu of Network and click [Display].

3 EBR

e Edit View Favortes Tools  Help o

i’
S

& Adrinistrator Logout ﬂ L

9 Ready o Scan

@ In Menu (Admin Mode) g

Maintenance Box

Maintenance related seftings
Confirm ROM version, Import and Export data.

User Box creation and operation
Document can be printed and routed from the User Box.

IMeterCuum Vm Display - IOpen User Box b | Display -
System Settings Print Setting
Initial settings Frint Seftings

User Box and Stamp settings. Fonts and XPS Seftings

vm Display - IEasu: Setting

Security Store Address

Security related seftings.
Administrator Password and Address Permission
Setlings.

TCR/AP Setting
E-mail Setting

IMachma Setting

v | Display -

Destination (addresses) registration
E-mail, Subject and PrefivSufiix Settings.

” Display - lAddrasg Bonk v” Display -

FTP Setting Fax Settings

SMEB Setting Settings Fax Settings.
Web Service Settings [tings:
Bonjour Setting

Met¥Ware Setting
ApnleTalk Setting

Fax Functions and Fax Repart Seftings

~ | Display -

Display - IHeader/Fuuter Position

4 Wizard
TCP Socket Setting

|EEEBD2 1 Authentication Setting
LLTD Setting

S50P Settings

TCP/IP Setting

‘Wizard Setup is performed.
The setting can be easily performed by following the
outlined procedures

vm Display - ITX Setting for scan documents Vm Display -

3 Click [WebDAV Server Settings] from the [WebDAV Settings] menu.

4 Click the pull-down menu of WebDAV Settings and select [ON].

5 Clickthe [Password is changed] check box and enter the WebDAV Server Password.

File Edit Wew Favorites Tooks Help "

i

Logout ﬂ %

& Adrministrator
sRasdy to Sean
ﬁ]\n Men (Admin Made) 2
“ Metwark vII Dizplay To Main Menu

¥ TCP/IP Setting WebDAV Server Settings
WebDAY Settings [on =]

P E-mail Setting
¥ LDAP Setiing 351 Setting | S5L Onl v/
PP S Access Rights Settings

i
Al I Password is changed. (Password is currently set.)

I
I

Cancel

P FTP Setting ew Password

* SNMP Setting Retype MNew Paseword

* SMB Setting

» Web Service Settings
¥ Bonjour Setting
P NetWare Setting

¥ AppleTalk Setting

b Network Fax Setting

¥ WebDAV Settings

¥ WebhDAV Client Settings

» WebDAV Server Settings

¥ OpenAPI Setting
P TCP Socket Setting
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6 Click [OK].

= |[f the entered WebDAV Server Password does not meet the requirements of the Password Rules, a
message that tells that the entered WebDAV Server Password cannot be used appears. Enter the
correct WebDAV Server Password. For details of the Password Rules, see page 1-8.

= If the entered WebDAV Server Password does not match, a message that tells that the WebDAV
Server Password does not match appears. Enter the correct WebDAV Server Password.

7 Check the message that tells that the setting has been completed. Then, click [OK].

bizhub 423/363/283/223 2-82



218 PC-Fax RX Setting Function

2.18 PC-Fax RX Setting Function

When access to the machine by the Administrator of the machine through the Administrator Settings is au-
thenticated, the machine enables setting of the operation of the PC-Fax RX Setting Function. This function
enables received fax documents to be saved in user boxes on the hard disk installed in the machine. Memory

RX User Boxes or any other user boxes specified are used as saving destination user boxes.

NOTICE

If the PC-Fax RX Setting is made, the TSI User Box Setting function cannot be used.

PC-Fax RX Setting

<From the Control Panel>

v For the procedure to call the Administrator Settings on the display, see page 2-2.

v Do not leave the machine with the setting screen of Administrator Settings left shown on the display. If
it is absolutely necessary to leave the machine, be sure first to log off from the Administrator Settings.

1 Call the Administrator Settings on the display from the control panel.

2 Touch [Fax Settings].

1 Systen Settings |
S

fdministrators

2 Hachl
Adninistrator
Settings

4 A Lot A
z)

5 Network Settings

25/02/2008  15:40
Mefmory 100%

3 Touch [Function Settings].

Administrator Settings > Fax Settings

PEX_Connection

eader
1 IRfoFmation

Header/Footer
2 PoSition

3 3 Line Parameter Setting |
Fax Settings
4 TH/RK Setlings

z)
5 Function Settings A

b

12/26/2008  09:11
Henory 100%

Use the menu buttons or keypad to make a selection.

Administrator Settings

v2 ||z OO "

. T
, T
» I
A o omein
» ST

Close

Use the menu buttons or keypad to make a selection.

6 Setting 4
Z)

7 Report Settings
: T

close |
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4 Touch [PC-Fax RX Setting].

ngs
¥
Function
Settings

5  Make the necessary settings.

g
: T
B o s
W oo wionin
o o

1 Function ON,OFF
SELE.

Z)
4
Z)
4

12/26/2008 09:11
Hemory 100%

3
Adninistrator
Settings

¥
Fax Settings

=

3
L R 12262008 09:12 0K
Jeiiory 1007 —

AdNinisirator Settings > FuNCtion Settings > PC-Fax RK Setlings
| oiaimomy | Restrict

BE%°8¥209n0Es0n Print

| specified User Box

Use the menu buttons or keypad to make a selection.

Adninistrator Settings > Fax Settings > Function Settings

6 Renote RX 4

Incomplete
7 TRERBIS

PC-Fas RX Setting A
[ aw

X

8
9

Close |

Specify the conditions for PC-Fax RX Function.

Password Check

Gommunication
Bassuord

= When [Specified User Box] is selected, the data is stored at the box whose number is assigned with
F code Sub address.

- When Dial-in is set ON, [Dial-In only] appears after [Allow]. PC-FAX receiving setting can be made
only when the data is received with dial-in number.

vy

FAX input data is saved to the box as TIFF.
When a user deleted [Specified User Box] specified at Receiving User Box Destination, the received

data will be saved at print or forced memory inbox according to the conditions set for FAX receiving.
Also when a new box is assigned with the same box number after [Specified User Box] specified at
Receiving User Box Destination is deleted, the data will be saved at the newly assigned inbox, there-

fore you should be careful with the number assigned.

6 Touch [OK].
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<From PageScope Web Connection>

v For the procedure to access the Admin Mode, see page 2-2.

v Do not leave the machine with the Admin Mode setting screen left shown on the display. If it is abso-
lutely necessary to leave the machine, be sure first to log off from the Admin Mode.

1 Start PageScope Web Connection and access the Admin Mode.

2 Select [Function Setting] from the pull-down menu of Fax Settings and click [Display].

File Edi Uiew Favortes Tools  Help >

& Adrministratar Lagout ﬂ i

@ Readyto Scan
m In Menu (cimin Mode) ﬂ

Maintenance Box

Maintenance related seftings.
Caonfirm ROM version, Import and Export data,

User Box creation and operation.
Document can be printed and routed from the User Box,

IMeterCoum V” Display - IOpen User Box v | Display -
System Settings Print Setting
Initial seftings. Print Setftings

User Box and Stamp settings. Fonts and XPS5 Seftings

vm Display - IEas\c Setting

Security Store Address

IMachme Setting

~ | Display -

Security related seftings.
Administrator Password and Address Permission
Settings.

Destination {(addresses) registration
E-mail, Suhject and PrefidSufiix Settings.

vm Display - lAddraas Book "m Display -

Fax Settings

IPK\ Settings

User Auth/Account Track

User Authentication and Account Track Settings Fax Setlings.
External Server and Group User Box Setlings Fax Functions and Fax Report Seftings

vm Display - Header/Footer Position b

Header/Footer Position
Line Parameter Setting
TX/RX Settings

IAuthem\catmn ethod

Display -

Network

Metwork-related Settings.

E-mail and Open AP Settings PEX Cannection Setting

Report Settings
Header Information

ollowing the

ITCF‘HF‘ Setting T# Setting for scan documents. vl Display

«m Display -

[E3

3 click [PC-Fax RX Setting] from the [Function Setting] menu.

4 Click the pull-down menu of PC-Fax RX Setting and select [Allow].

EEX
Flle Edit Wiew Favorites Tooks Help "
Logout ﬂ

&, Administrator

G Ready o Scan
0] In Menu {Admin Mode) g

“Fax Sattings ~ I Display To Main Menu
¥ Header Footer Position PC-Fax RX Setting
» Line Parameter Setting PC-Fex RiX Setting [ Allow ~|

» TXRX Settings Recelving Lser Box Destination ‘ Memory RX User Box v

I ¥ Function Setting Prirt [on
» Function ON/OFF Setting

(one-byte numeric, '#', "

ok |[ cancel

[ Passwaord Check
¥ Diakn Settings Communication Password
» Memory RX Setting

¥ Closed Hetwork RX

¥ Forward TX Setting
I Remote RX.
» Incomplete TX Hold

» PC-Fax RX Setting

¥ TSI User Box Settings

5  Make the necessary settings.

6 Click [OK].

7 Check the message that tells that the setting has been completed. Then, click [OK].
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219 TSI User Box Setting Function

When access to the machine by the Administrator of the machine through the Administrator Settings is au-
thenticated, the machine enables setting of the operation of the TSI User Box Setting Function. This function
automatically sorts documents received with fax IDs (TSls) of the transmitters into other devices or boxes of
the machine set up for each transmitter.

TSI User Box Setting

<From the Control Panel>

v/ For the procedure to call the Function Setting screen on the display, see page 2-83.

v Do not leave the machine with the setting screen of Administrator Settings left shown on the display. If
it is absolutely necessary to leave the machine, be sure first to log off from the Administrator Settings.

v When saving high confidential document, do not make box save via FAX.

1 Call the Function Setting screen on the display from the control panel.

2 Touch [TSI User Box Setting].

Utility AT Z) 7)
3 Hemory RX Setting 4 8 PC-Fax RX Setting 4
Fax Settings
4 Closed Network RX A 9
5 7)

+

Function
Settings

Use the menu buttons or keypad to make a selection.

Forward TX Setting

12/26/2008 09

nistrator Settings > Fax Settings > Functioh Settings
6 Remote RX

|

ISI_User Box
L8tuing! A

1
Hemory 100%

3 Select [Yes] and touch [TSI User Box Registration].

Utility
Adninistrator
Settings

+
Fa

specify the settings.

Enter User Box number using the keypad.

L v ] o

Automatically Print
| Hemory RK User Box
I Specified User Box

TSI User Box Registration 4

dninistrator Settings > Function Settings > TSI User Box Setlings

Print

es

{

TSI User Box —
settings 02/01/2010  15:55 0K
Hemory 100%
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2.19 TSI User Box Setting Function

4 Select the number to be set and touch [Edit].

Create, edit or delete TSI User Box settings.

Adninistrator Settings > Function Settings > TSI User Box Settings

[Sender (TSI [seryaramg

bestination

1716

-

3 Edit Bee ]
TSI User Box —
Settings 12/26/2008 09:33 ‘ 0K |
Memory 100%

= You can register up to 128 where the received data is distributed.
= To delete the registered one, select the number and press [Delete].

5 Makethe necessary settings.

Select item and enter using keypad.

Adninistrator Settings > Function Settings > TSI User Box Settings

__senter asp__ ] [« [+
T

3 gelect_from
b85EznE 2 _ fodress Sook 4
gearch by User Box
REALSR

12/26/2008
Hemory

- Confidential inbox or terminal box cannot be set as the distribution target.

- When [Box] specified to save TSl is not available, the data will be saved at print or forced memory
inbox according to the condition set for [Action when TSI User Box is not set]. Also when a new box
is assigned with the same box number after [Box] set for the TSI is deleted, the data will be stored
at the newly assigned inbox, therefore you should be careful with the number assigned.

6 Touch [OK].

bizhub 423/363/283/223 2-87



2.19

TSI User Box Setting Function

2

<From PageScope Web Connection>

v/ Forthe procedure to access the Function Setting screen on the display, see steps 1 and 2 of page 2-83.
v Do not leave the machine with the Admin Mode setting screen left shown on the display. If it is abso-

lutely necessary to leave the machine, be sure first to log off from the Admin Mode.

1 Start the PageScope Web Connection and call the Function Setting screen on the display.

2 Click [TSI User Box Setting] from the [Function Setting] menu.

3 Click the [TSI User Box Setting] check box.

S=1Ed
'lf:

Fls Edt Wiew Favortss Took Help

» Memory RX Setting

¥ Closed Network RX

» Forward TX Setting

» Remote RX

» Incomplete TX Hold

» PC-Fax RX Setting

|rrr—
» TSl User Box Registration

» PBX Connection Setting

» Report Settings

¥ Multi Line Settings

» Header Information

Sy Acmiistrstor Logout 2]
g Ready to Scan
G] 1N ML CAdmin Made) g
“Fax Settings vl‘ Display To Main Menu
I Header/Footer Position TSI User Box Settings
¥ Line Parameter Setting IV 15| User Box Sefting
» TXRX Settings Action when TSI User Box is not set. | Automatically Print v
Er— o
¥ Function ON/OFF Setting
¥ Diakin Setti et e
e R 0K Cancel

Make the necessary settings.

Click [OK].

Click [TSI User Box Registration] from the [Function Setting] menu.

0 N O O b

Click [Create].

Check the message that tells that the setting has been completed. Then, click [OK].
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2.19 TSI User Box Setting Function

9 Makethe necessary settings.

10 ciick [OK].

Fle Edit Yew Favortes Tooks Help

a EE&X
,l!:

& Administrator
S Ready o Scan

I ¥ Function Setting

¥ Function ON/OFF Setting
¥ Diakn Settings

¥ Memory RX Setting

¥ Closed Network RX

¥ Forward TX Setting

P Remote RX.
 Incomplete TX Hold

P PC-Fax RX Setting

I TSI User Box Settings
(Er—
» PEX Connection Setting

F Report Settings

¥ Multi Line Settings

¥ Header Information

G] In Wenu {Admin Mode)

||I Fax Settings vl‘ Display
¥ Header Footer Position TSI User Box Registration
¥ Line Parameter Setting M
» TXRX Settings Sender. (TS,

Forwarting Destination

@ Select from Address Book

" Select from Group

" Select from User Box Ho.

Cown |2

2
L%
To Main Menu

HA

(Numeric characters, # * - T P

Search from List

Registered Address Number

| Check Destination

l

Registered Address Number

H

Registered Box Mumber

]

Cancel

11 Check the message that tells that the setting has been completed. Then, click [OK].
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2,20 TCP/IP Setting Function 2
2.20 TCP/IP Setting Function
When access to the machine by the Administrator of the machine through the Administrator Settings is au-
thenticated, the machine enables setting of the IP Address and registration of the DNS Server.
2.20.1 Setting the IP Address

<From the Control Panel>

4
4

For the procedure to call the Network Settings screen on the display, see steps 1 and 2 of page 2-70.

Do not leave the machine with the setting screen of Administrator Settings left shown on the display. If
it is absolutely necessary to leave the machine, be sure first to log off from the Administrator Settings.

Call the Network Settings screen on the display from the control panel.
Touch [TCP/IP Settings].

Touch [IPv4 Settings].

Touch [Manual Input].

Select [IP Address] and set the IP Address.

= If [Auto Input] is selected for IP Application Method in step 4, select the means of acquiring the IP
Address automatically from among DHCP Settings, BOOTP Settings, ARP/PING Settings, AUTO IP
Settings, and the like.

Touch [OK].

<From PageScope Web Connection>

4
4

For the procedure to access the Admin Mode, see page 2-2.

Do not leave the machine with the Admin Mode setting screen left shown on the display. If it is abso-
lutely necessary to leave the machine, be sure first to log off from the Admin Mode.

Start PageScope Web Connection and access the Admin Mode.
Select [TCP/IP Setting] from the pull-down menu of Network and click [Display].
Select [Manual Setting] from the IP Address Setting Method pull-down menu.

Enter the IP Address in the "IP Address" box.

= [f [Auto Setting] is selected from the IP Address Setting Method pull-down menu in step 3, select
the means with which to acquire the IP Address automatically, including DHCP, BOOTP, ARP/PING,
and AUTO IP setting, and click the check box.

Click [OK].
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2,20 TCP/IP Setting Function 2

2.20.2 Registering the DNS Server

<From the Control Panel>

v For the procedure to call the TCP/IP settings screen on the display, see steps 1 through 3 of page 2-90.

v Do not leave the machine with the setting screen of Administrator Settings left shown on the display. If
it is absolutely necessary to leave the machine, be sure first to log off from the Administrator Settings.

1 Call the TCP/IP Settings screen on the display from the control panel.

2 Make the necessary settings for the DNS Server.

=> If [Enable] is selected from the DNS Server Auto Obtain and DNS Domain Name Auto Retrieval, the
DNS Server Address and DNS Domain Name are automatically acquired.

3 Touch [OK].

<From PageScope Web Connection>

v/ For the procedure to access the TCP/IP Setting screen on the display, see steps 1 and 2 of page 2-90.

v’ Do not leave the machine with the Admin Mode setting screen left shown on the display. If it is abso-
lutely necessary to leave the machine, be sure first to log off from the Admin Mode.

1 Start the PageScope Web Connection and call the TCP/IP Setting screen on the display.

2 Enter the address in the DNS Server box.

= [f [Enable] is selected from the DNS Server Auto Obtain and DNS Domain Auto Obtain pull-down
menus, the DNS Server Address and DNS Domain Name are automatically acquired.

3 Makethe necessary settings.

4 Click [OK].
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2.21 NetWare Setting Function 2

2.21 NetWare Setting Function

When access to the machine by the Administrator of the machine through the Administrator Settings is au-
thenticated, the machine enables registration as the Print Server.

Making the NetWare Setting

<From the Control Panel>

v
4

y
2
3
4

For the procedure to call the Network Settings screen on the display, see steps 1 and 2 of page 2-70.

Do not leave the machine with the setting screen of Administrator Settings left shown on the display. If
it is absolutely necessary to leave the machine, be sure first to log off from the Administrator Settings.

Call the Network Settings screen on the display from the control panel.
Touch [NetWare Settings].
Make the necessary settings.

Touch [OK].

<From PageScope Web Connection>

4
4

A WODN =

For the procedure to access the Admin Mode, see page 2-2.

Do not leave the machine with the Admin Mode setting screen left shown on the display. If it is abso-
lutely necessary to leave the machine, be sure first to log off from the Admin Mode.

Start PageScope Web Connection and access the Admin Mode.
Select [NetWare Setting] from the pull-down menu of Network and click [Display].
Make the necessary settings.

Click [OK].
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2.22  SMB Setting Function 2

2.22 SMB Setting Function

When access to the machine by the Administrator of the machine through the Administrator Settings is au-
thenticated, the machine enables setting of the NetBIOS Name.

Setting the NetBIOS Name

<From the Control Panel>

v
4

~N 6O O~ WODN =

For the procedure to call the Network Settings screen on the display, see steps 1 and 2 of page 2-70.

Do not leave the machine with the setting screen of Administrator Settings left shown on the display. If
it is absolutely necessary to leave the machine, be sure first to log off from the Administrator Settings.

Call the Network Settings screen on the display from the control panel.
Touch [SMB Settings].

Touch [Print Settings].

Touch [NetBIOS Name].

Enter the NetBIOS Name.

Touch [OK].

Touch [OK].

<From PageScope Web Connection>

4
4

OO~ ODN =

For the procedure to access the Admin Mode, see page 2-2.

Do not leave the machine with the Admin Mode setting screen left shown on the display. If it is abso-
lutely necessary to leave the machine, be sure first to log off from the Admin Mode.

Start PageScope Web Connection and access the Admin Mode.

Select [SMB Setting] from the pull-down menu of Network and click [Display].
Click [Print Setting] from the [SMB Setting] menu.

Enter the NetBIOS Name in the "NetBIOS Name" box.

Click [OK].
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2.23

AppleTalk Setting Function 2

2.23

AppleTalk Setting Function

When access to the machine by the Administrator of the machine through the Administrator Settings is au-
thenticated, the machine enables making of the AppleTalk Settings.

Making the AppleTalk Setting

<From the Control Panel>

v
4

For the procedure to call the Network Settings screen on the display, see steps 1 and 2 of page 2-70.

Do not leave the machine with the setting screen of Administrator Settings left shown on the display. If
it is absolutely necessary to leave the machine, be sure first to log off from the Administrator Settings.

Call the Network Settings screen on the display from the control panel.
Touch [AppleTalk Settings].
Make the necessary settings.

Touch [OK].

<From PageScope Web Connection>

4
4

For the procedure to access the Admin Mode, see page 2-2.

Do not leave the machine with the Admin Mode setting screen left shown on the display. If it is abso-
lutely necessary to leave the machine, be sure first to log off from the Admin Mode.

Start PageScope Web Connection and access the Admin Mode.
Select [AppleTalk Setting] from the pull-down menu of Network and click [Display].
Make the necessary settings.

Click [OK].
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2.24  E-Mail Setting Function 2

2.24 E-Mail Setting Function

When access to the machine by the Administrator of the machine through the Administrator Settings is au-
thenticated, the machine enables setting of the SMTP Server (E-Mail Server).

Setting the SMTP Server (E-Mail Server)

<From the Control Panel>

v
4

y
2
3
4
5

For the procedure to call the Network Settings screen on the display, see steps 1 and 2 of page 2-70.

Do not leave the machine with the setting screen of Administrator Settings left shown on the display. If
it is absolutely necessary to leave the machine, be sure first to log off from the Administrator Settings.

Call the Network Settings screen on the display from the control panel.
Touch [E-Mail Settings].

Touch [E-Mail TX (SMTP)].

Make the necessary settings.

Touch [OK].

<From PageScope Web Connection>

v
v

O A ODN =

For the procedure to access the Admin Mode, see page 2-2.

Do not leave the machine with the Admin Mode setting screen left shown on the display. If it is abso-
lutely necessary to leave the machine, be sure first to log off from the Admin Mode.

Start PageScope Web Connection and access the Admin Mode.

Select [E-mail Setting] from the pull-down menu of Network and click [Display].
Click [E-mail TX (SMTP)] from the [E-mail Setting] menu.

Make the necessary settings.

Click [OK].
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3.1

User Authentication Function 3

3

3.1

3.1.1

User Operations

User Authentication Function

When [ON (MFP)] or [ON (External Server)] (Active Directory) is set for Authentication Method of the Admin-
istrator Settings, the User Authentication function implements authentication of the user of this machine be-
fore he or she actually uses it through the User Password that consists of 8 to 64 digits. During the
authentication procedure, the User Password entered for the authentication purpose appears as "*" or "@"
on the display.

After authentication by a user is successful using the User Name and Password entered from the control pan-
el with the ID & Print Setting function set in the machine, the user can automatically print his or her print data
saved in the ID & Print User Box. Because printing occurs after user authentication is performed via the con-
trol panel of this machine, it is suitable for printing highly confidential documents.

When the Enhanced Security Mode is set to [ON], the number of times in which authentication fails is count-
ed.

NOTICE

If[ON (MFP)] is set for the authentication method and [Pause] is set for a user or account by the Administrator
of the machine, that particular user or account cannot log onto the machine. For details, contact the Admin-
[strator of the machine.

Performing user authentication
<From the Control Panel>

v Save the ID & Print Document through the printer driver on the PC side. As in the ordinary user authen-
tication procedure, enter the User Name and User Password in the printer driver on the PC side and
then specify [ID & Print]. The password entered is displayed as "*." If the User Password does not cor-
respond to the User Name entered, the ID & Print Document is discarded without being saved. Entry of
a wrong User Password is counted as unauthorized access. If a wrong User Password is entered a pre-
determined number of times (once to three times) or more set by the Administrator of the machine, the
subsequent authentication operation is an access lock state and it is not possible to transmit the print
job. As a result, the access lock state disables user authentication attempts from the control panel or
PageScope Web Connection. To cancel the access lock state, the Administrator of the machine must
perform the Release Setting. Contact the Administrator of the machine.

v Before operating the machine, the user him/herself should change the User Password from that regis-
tered by the Administrator of the machine. For details of changing the User Password, see page 3-12.
For details of User Name and User Password, ask the Administrator of the machine.

v Ifthe User Password is changed by the Administrator of the machine during operation of this machine,
the user him/herself should immediately change the User Password.

v Make absolutely sure that your User Password is not known by any other users.

v Do not leave the machine while you are in the user (account) operation mode. If it is absolutely neces-
sary to leave the machine, be sure first to log off from the user (account) operation mode.

v If any User Name not registered with this machine is authenticated through User Authentication when
[ON (External Server)] (Active Directory) is set for Authentication Method, the User Name is automati-
cally registered with this machine.
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3.1 User Authentication Function 3

1  Touch [User Name].

®Enter a login user name and password, and then touch

[Loginl or press [Accessl.

Name | Statls

User Name ‘

Password ‘

| Delete
Job Details

Toner Level Kl 02/01/2010  15:20

Mefmory 100%

= The following screen appears if any document is stored in the ID & Print User Box.

#To print document(s) in the ID & Print User Box. enter

user name and password and then touch [Begin Printingl.
To check docunent(s) prior to printing, touch[Loginl.

Name  |Statls W
Z)

Password A

| Delete
. i i Print & Login
Job Details —— ——

31/01/2008  16:37
Toner Level KI Memory 100%

= The following screen appears if [ID & Print] is selected on the printer driver side and documents are
stored in the ID & Print User Box even with the ID & Print Setting function not set in the machine.

= The following screen appears if the ID & Print Setting function is set in the machine, because doc-
uments are stored in the ID & Print User Box even if [Print] is selected on the printer driver side.

2 Enter the User Name from the keyboard or keypad.

#Use the keyboard or keypad 1o type in the
user name.
Press IC1 to erase the entered user name.

User Authentication > Enter User Name

user1ll

10/09/2009  14:27
Henory 100%

= Press the [C] or touch [Undo] to clear the value entered.
- Touch [Delete] to delete the last character entered.
=> Touch [Shift] to show the upper case/symbol screen.

3 Touch [OK].
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3.1 User Authentication Function 3

4 Touch [Password].

®Enter a login user name and password, and then touch
[Loginl or press [Accessl.

Name | Statls

User Hame 4 User1

Password /

| Delete
Job Details

| 02/03/2010  09:24
Toner Lever k| firntet 1007,

5  Enterthe 8-to-64-digit User Password from the keyboard or keypad.

®Use the kevboard or keypad to type in the
password.
Press IC1 to erase the entered password.

User Authentication > Enter Password

fRs e |

| shift

2009/09/10  14:30
Mefmory 100%

= Press the [C] key to clear all characters.

= Touch [Delete] to delete the last character entered.

- Touch [Shift] to show the upper case/symbol screen.

= Touch [Cancel] to go back to the screen shown in step 4.

6 Touch [OK].
7 Press [Access] or touch [Login]. If a document is stored in the ID & Print User Box, select the desired
login method.
Login Method Description
[Begin Printing] Prints only the ID & Print Document of the corresponding user. The
user operation mode screen is not called to the screen.
[Print & Login] The user operation mode screen is called to the screen after the ID
& Print Document of the corresponding user is printed.
[Access] or [Login] If [Access] or [Login] is selected, only the ordinary login procedure is
applicable and no ID & Print Documents are printed.

= If a wrong User Name is entered, a message that tells that the authentication has failed appears.
Enter the correct User Name.

- Ifawrong User Password is entered, a message that tells that the authentication has failed appears.
Enter the correct User Password.

= If the Enhanced Security Mode is set to [ON], the entry of a wrong User Password is counted as
unauthorized access. If a wrong User Password for the corresponding User Name entered is en-
tered a predetermined number of times (once to three times) or more set by the Administrator of the
machine, a message appears that tells that authentication has not been successful for any subse-
quent operation for authentication. The machine is then set into an access lock state, rejecting any
more logon attempts. To cancel the access lock state, the Administrator of the machine must per-
form the Release Setting. Contact the Administrator of the machine.

- If there are two ore more ID & Print Documents are involved, all of them will be printed. To select
and print only a desired document, select [Access] or [Login] and select the desired document from
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3.1 User Authentication Function -

those in the ID & Print User Box. For the detailed procedure to access the ID & Print Document, see
page 3-10.

= Go to step 15 if User Authentication only has been set, or "Synchronize" has been set for Synchro-
nize User Authentication & Account Track.

8  Touch [Account Name].

iter Account Name and password, and then
uch [Loginl or press the [Access]l key.

Account Name

4

Password

Delete

e o 1 R
9 Enter the Account Name from the keyboard or keypad.

®Type in the login account name using the
keyboard or keypad. Press IC1 to delete the
entered Account Name.

IQCCOIII'II Track > Enter Account Name

Shift

0/09/2009  14:33 A ERieree | Undo
femnory 100% —

= Press the [C] or touch [Undo] to clear the value entered.
- Touch [Delete] to delete the last character entered.
= Touch [Shift] to show the upper case/symbol screen.

10 Touch [OK].

11 Touch [Password].

®Enter Account Name and password, and then
touch [Loginl or press the [Access] key.

[Status

Account. Name 41

Password

04/03/2007 1458
Toner Level KI Menory 100%
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3.1

User Authentication Function

12 Enterthe 8-digit Account Password from the keyboard or keypad.

®Use the kevboard or keypad to type in the
password.
Press IC1 to erase the entered password.

Account Track > Enter Password

sornrl]

| shift

2009/09/10  14:36
Hemory 100%

= Press the [C] key to clear all characters.

=> Touch [Delete] to delete the last character entered.

= Touch [Shift] to show the upper case/symbol screen.

= Touch [Cancel] to go back to the screen shown in step 11.

13 Touch [OK].

14 Press [Access] or touch [Login]. If documents are stored in the ID & Print User Box, the login method

selected in step 7 will appear. Select the login method displayed on the screen.

= [f awrong Account Name is entered, a message that tells that the authentication has failed appears.

Enter the correct Account Name.

= If a wrong Account Password is entered, a message that tells that the authentication has failed ap-

pears. Enter the correct Account Password.

= If the Enhanced Security Mode is set to [ON], the entry of a wrong Account Password is counted as
unauthorized access. If a wrong Account Password for the corresponding Account Name entered
is entered a predetermined number of times (once to three times) or more set by the Administrator
of the machine, a message appears that tells that authentication has not been successful for any
subsequent operation for authentication. The machine is then set into an access lock state, rejecting
any more logon attempts. To cancel the access lock state, the Administrator of the machine must

perform the Release Setting. Contact the Administrator of the machine.

15 Pressing the [Access] key will show the following screen.
To log off, select [Log off].

f} Are you sure vou want to log-out?

User Hame user1

Name | Statls

[ Letere [ tworr /Wl towt iovorr |
Job Details
2009/09/10  14:37

“oner Level ki Memory 100%
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3.1 User Authentication Function

= The following screen appears if Account Track has been set.

f} Are you sure vou want to log-out?

User Nane usert
Name | Statls
fAccount. Nane 1
[_peiete | [ tsorr Wl oot iogorr |
Job Details
2009/09/10  14:37
Toner Level ki Menory 100%
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3.1 User Authentication Function 3

<From PageScope Web Connection>

v

v

A WODN =

Do not leave the machine while you are in the user (account) operation mode. If it is absolutely neces-
sary to leave the machine, be sure first to log off from the user (account) operation mode.

If any User Name not registered with this machine is authenticated through User Authentication when
[ON (External Server)] (Active Directory) is set for Authentication Method, the User Name is automati-
cally registered with this machine.

Start the Web browser.

Enter the IP address of the machine in the address bar.

Press the [Enter] key to start PageScope Web Connection.

Click the Registered User radio button and enter the User Name and User Password.

Bl Edt Wiew Favortes Iook Help

Language | English (English) ~

Login @ Registered User

User Name userl \
Password esessses |

© Administrator

=> If Account Track has been set, enter the User Name, User Password, Account Name, and Account
Password.

Fle Edt Wisw Favortss Took Help

Language jEnghsh (English) ¥

Login @ Repistered User

User Mame Ih
Password [reenness |
Account Name IW—\
Account Password Iﬁ

 Administrator

= If "Synchronize" has been set for "Synchronize User Authentication & Account Track," successful
authentication results from simply entering the User Name and User Password.

Click [Login].

- If a wrong User Password or Account Password is entered, a message that tells that the authenti-
cation has failed appears. Enter the correct User Password or Account Password.

= If the Enhanced Security Mode is set to [ON], the entry of a wrong User/Account Password is count-
ed as unauthorized access. If a wrong User/Account Password for the corresponding User/Account
Name entered is entered a predetermined number of times (once to three times) or more set by the
Administrator of the machine, a message appears that tells that authentication has not been suc-
cessful for any subsequent operation for authentication. The machine is then set into an access lock
state, rejecting any more logon attempts. To cancel the access lock state, the Administrator of the
machine must perform the Release Setting. Contact the Administrator of the machine.
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3.1 User Authentication Function

6 Clicking [Logout] will show the following screen.
Click [OK] to log off from the user operation mode.

- B
Flle Edit Wew Favorites Took Help i
8 uzer1 ‘l Logout I | Change Password | ﬂ
9 Feady to Scan
ﬁl Ready to Print ﬂ
Logout
|user Hame [usert |

Are you sure you want to log-out?
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3.1 User Authentication Function

3.1.2 Accessing the ID & Print Document

If a user, whose document is stored in the ID & Print User Box, is authenticated by [Access] or [Login], he or
she can gain access to the document in the ID & Print User Box.

v/ For the logon procedure, see page 3-2.

v Do not leave the machine while you are in the user operation mode. If it is absolutely necessary to leave
the machine, be sure first to log off from the user operation mode.

1 Perform the user authentication procedure from the control panel and login procedure through [Access]

or [Login].

2 Pressthe [Box] key.

3 Touchthe [System User Box] tab.

Job List |
Check Job

user Box
¥R¥Grnation

Tonet Level KI aé;g?;zmﬂ ?3“32 Language Select 4

Select the desired User Box to use or file document.
Use the keypad 1o input and specify the box number o use.

Public Personal 3285 0ox Group Save Dncumem"
20000000013 v
Public Use
r Box

Search
User Box,
| Enter User Box Ho.

4 Select [ID & Print User Box] and touch [Use/File].

5 Select the desired ID & Print Document and press the [Start] key or touch [Print].

Job List

Check Job | |
4 Public Personal 225" Box Group _

ID & princ
User Box

user Box
Ihfornation

Select the desired User Box to use or file document.
Use the keypad to input and specify the box number 1o use.

Bulletin Board Polling TX Secure Docunent H2nsrisaLY
User Box User Bok User Box User Bok
Annotation Re-Transmission ERERYREES por ID & Print
User Box User Bok User Box User Bok

External Memory

IW

I Enter User Box Ho. Use/File 7

2009/09/10

Toner Lovel ki Mellory. 10020 Language Selection ,

§ Select document{s)> and then
SOBCISE choose the desired funciion.

Check Job
Previey

Selected Dociments

(I

Toner Level ki

12/26/2008  10:43
Hemory 99%

Print

ID & princ
User Box

Print Settings

e

‘ Detail |
View BegaT: |

- Todelete ID & Print Document, select the specific document from the [Filing Settings] tab and press

[Delete].
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3.1 User Authentication Function 3

6 To delete the document from the Box after the printing, select [Print & Delete]. To leave the document
as is, select [Print].

To delete the selected docment after printing, select [Print & Deletel.
Press [Start] to begin [Print & Deletel.

Use Document > Print

Job List

WERE [Status

ﬁ;»,ﬁi ﬁ
| Print & Delete | | [ |
o vetans
Toner Level KI hgﬁg%zuua 1392/13 ‘ Cancel |
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3.2 Change Password Function

3.2 Change Password Function

When [ON (MFP)] is set for Authentication Method of User Authentication, the machine permits each of all

users who have been authenticated through User Authentication to change his or her User Password.

The User Password entered is displayed as "*" or "@."

Performing Change Password
<From the Control Panel>

v/ For the logon procedure, see page 3-2.

v Do not leave the machine while you are in the user operation mode. If it is absolutely necessary to leave

the machine, be sure first to log off from the user operation mode.

1 Log on to the user operation mode through User Authentication from the control panel.

2 Press the [Utility/Counter] key.

3 Touch [User Settings].

Job List e the menu buttons or keypad to make a selection.

Heter Count

user one-Touch User Box

Nane | Statls e Tl J 6 Banner Printing J
2 User Settings J
3 ndninistrator Settings IS Device Infornation

B oo comane e
S £3

Job Deta
2009/09/10  14:41 Close
oner Lever )| AR [ cie |

4 Touch [Change Password].

Job List e the menu buttons or kevpad to make a selection.
ility > User Settings

1 Systen Settings 6 Change Password ‘

i 7)
¥ = .
2 Custon Display Seitings
User Settings
3 Copier Settings A 8 Change Icon A
z)
1 7)

4 Scan/Fax Settings
5 Printer Settings

26/02/2008  10:39
Henory 100%

close |
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3.2 Change Password Function

5

Enter the currently registered 8-digit-or-more User Password from the keyboard or keypad.

Enter the current password using the keyboard or
keypad. Press [Cl to clear the password.

Utility > User Settings > Change Password

2009/09/10  14:43
Hemory 100%

= Press the [C] key to clear all characters.

=> Touch [Delete] to delete the last character entered.
= Touch [Shift] to show the upper case/symbol screen.
= Touch [Cancel] to go back to the previous screen.

6 Touch [OK].

= If a wrong User Password is entered, a message that tells that the User Password does not match
appears. Enter the correct User Password.

If the Enhanced Security Mode is set to [ON], the entry of a wrong User Password is counted as
unauthorized access. If the current password is mistakenly entered a predetermined number of
times (once to three times) or more set by the Administrator of the machine, the user authentication
screen will reappear. A message then appears that tells that authentication has not been successful
for any subsequent operation for authentication. The machine is now set into an access lock state,
rejecting any more logon attempts. To cancel the access lock state, the Administrator of the ma-
chine must perform the Release Setting. Contact the Administrator of the machine.

->

From the keyboard or keypad, enter the new User Password that can consist of 8 to 64 digits.
To prevent entry of a wrong password, enter the password again in [Password Confirmation).

Please _input a new password with the keyboard or ten-key
pad. It is necessary to input it twice to confirm password.
The password input with a clear key can be deleted.

Utility > User Settings > Change Password

2009/09/10  16:64
Henory 100%

- Press the [C] key to clear all characters.

-> Touch [Delete] to delete the last character entered.

=> Touch [Shift] to show the upper case/symbol screen.

= Touch [Cancel] to go back to the screen shown in step 4.

8  Touch [OK].

= If the entered User Password does not meet the requirements of the Password Rules, a message
that tells that the entered User Password cannot be used appears. Enter the correct User Password.
For details of the Password Rules, see page 1-8.

= If the entered User Password does not match, a message that tells that the User Password does
not match appears. Enter the correct User Password.
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3.2

Change Password Function 3

<From PageScope Web Connection>

v
4

3

For the logon procedure, see page 3-2.
Do not leave the machine while you are in the user operation mode. If it is absolutely necessary to leave
the machine, be sure first to log off from the user operation mode.

Log on to the user operation mode through User Authentication from the PageScope Web Connection.

Click [Change User Password] of the Information menu or [Change Password].

.l*r

Fle Edt Wew Favorites Iooks Help

~
8 uzer1 ‘l Logout I | Change Passwiord | ? -
@ Ready to Scan
Gl Ready o Print [+
Information
Chedk device information and consumables information such s Toner.
Device Information Online Assistance Change User Password
Function Permission Information Hetwork Setting Information Frint Setting Information

Prirtt Information

Job
L i
Ched the status of your job and job history.

Currert Jobs Job History Communioation List

Store data in the HDD, print stored date from the HDD.
Create User Boxes according to purpose, and save documents.

Open User Box Create User Box Open System User Box

Creste Systam Liser Box

€

Enter the currently registered User Password and a new User Password. Then, to make sure that you
have entered the correct new password, enter the new User Password once again.

.'ft

Fle Edit Yew Favortes Tooks Help

8 user1 ‘l Logout I | Change Passwaord | ﬂ
@ Ready to Scan
G] Ready to Print e
I @ | io To Main Menu
¥ Device Information Change User Password
» Online Assistance UsetName usert
Il e (e Psaaord Current Password [eaneanea |
» Function Permission Information ey Password |-------- |
¥ Network Setting Information Retype Mew Passwore [eeeeaces |

B: Print Setting Information

¥ Print Information

Click [OK].

= If a wrong User Password is entered in the "Current Password" box, a message that tells that the
User Password does not match appears. Enter the correct User Password.

- If the entered User Password in the "New Password" box does not meet the requirements of the
Password Rules, a message that tells that the entered User Password cannot be used appears. En-
ter the correct User Password. For details of the Password Rules, see page 1-8.

= If the entered User Password in the "New Password" box and "Retype New Password" box does
not match, a message that tells that the User Password does not match appears. Enter the correct
User Password.

Click [OK].
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Secure Print Function 3

3.3

Secure Print Function

The Secure Print function allows a Secure Print Document specified by a corresponding password from the
PC to be used in the condition saved in the machine.

To access a Secure Print Document, authentication is performed through an 8-digit password that verifies an
authenticated user of the Secure Print Document. The password entered is displayed as "*." When the En-
hanced Security Mode is set to [ON], the number of times in which authentication fails is counted.

Accessing the Secure Print Document

4
4

v

4

For the logon procedure, see page 3-2.

Do not leave the machine while you are in the user operation mode. If it is absolutely necessary to leave
the machine, be sure first to log off from the user operation mode.

When the Enhanced Security Mode is set to [ON], go through User Authentication by entering the User
Name and User Password registered in the machine through the printer driver of the PC. The password
entered is displayed as "*." If the User Password does not correspond to the User Name entered, the
Secure Print Job is discarded without being saved. Entry of a wrong User Password is counted as un-
authorized access. If a wrong User Password is entered a predetermined number of times (once to
three times) or more set by the Administrator of the machine, the subsequent authentication operation
is an access lock state and it is not possible to transmit the print job. As a result, the access lock state
disables user authentication attempts from the control panel or PageScope Web Connection. To cancel
the access lock state, the Administrator of the machine must perform the Release Setting. Contact the
Administrator of the machine.

Enter the Secure Print ID and password through the printer driver on the PC side. The password entered

nk on

is displayed as "*.
The Secure Print password must consist of 8 digits and meet the requirements of the Password Rules.
Any Secure Print Document, the password for which does not meet the requirements of Password
Rules, will not be saved in the machine. For details of the Password Rules, see page 1-8.

Log on to the user operation mode through User Authentication from the control panel.

Press the [Box] key.

Touch the [System User Box] tab.

Job List Select the desired User Box to use or file document.

Use the keypad to input and specify the box number 1o use.

Check Job
Public Personal G285 Box Group Save DUCIINEIﬂ,‘

user Box
Ihfornation

5000000001

Public Use
r Box

Search
User BOK‘

| Enter User Box Ho.
02/03/2010  09:32 [Language selection |
Toner Lovel ki Mellory. 1007 Language Selection ,

Select [Secure Document User Box] and touch [Use/File].

Job List PSelect the desired User Box to use or file document.

Use the keypad 1o input and specify the box number 1o use.

Check Job
Public Persorial 0 Growe || [Saeibocumet)

Secure Print User Box

yser b
YRE6 RS on
Bulletin Board Polling T* Secure Docunent Henary>Rk?
User Box User Box Uset Box User Box
Annotation Re-Transnission ERZPUREEd por ID & Print
User Bok User Box User Boxk User Box

External Hemory

[ Enter User Box o. Use/File
2009/09/10  14:45 -
Toner Level ki Welory 1007, Language Selection

IW
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33 Secure Print Function

5

Enter the Secure Print ID that consists of up to 16 digits from the keyboard or keypad

Enter the ID for the secure print
document. To clear your entry, press the [C1 key.

2009/09/10  14:46 | cancel JB[ ok |
Menory 100% ——

=> For the Secure Print ID, enter the one that has been set on the printer driver side.
= Press the [C] key to clear all characters.

- Touch [Delete] to delete the last character entered.
- Touch [Shift] to show the upper case/symbol screen.
- Touch [Cancel] to go back to the screen shown in step 4.

6 Touch [OK].

= If awrong Secure Print ID is entered, the desired Secure Print Document will not be displayed. Enter
the correct Secure Print ID.

Select the desired Secure Print Document and touch [Enter Password].

5 lect document(s) and then
EREEEISE oose the desired function.
Check Job

Print

Secure Print User Box
Selected Docments.
Tine

Iieeca  *|User Name  |Docunent Hame

Print Settings.
1/
10:42 user1 test

Enter
Password |

.
I Reset

1/1

12/26/2008  10:56
Toner Level I Menory 99%,

cancel |

= Two or more Secure Print Documents can be selected at the same time.

= Touching [Select All] will select all Secure Print Documents having the same ID shown in the list.

8

Enter the 8-digit Secure Print Password from the keyboard or keypad.

Type in the password for the Secure Print document.
Press [IC1 to erase the entered password.
Secure Print Document Password

sornrl]

2009/09/10 14
Hemory 10

146
0%

-> The machine rejects any Secure Print Password that consists of less than 8 digits.

- For the Secure Print Password, enter the 8-digit one set on the printer driver side.
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33 Secure Print Function

>
>
N
N

Press the [C] key to clear all characters.

Touch [Delete] to delete the last character entered.
Touch [Shift] to show the upper case/symbol screen.
Touch [Cancel] to go back to the screen shown in step 7.

9  Touch [OK].
- If a wrong Secure Print Password is entered, a message that tells that the authentication has failed

>

>

appears. Enter the correct Secure Print Password.

If two or more Secure Print Documents have been selected in step 7, the machine counts as unau-
thorized access any Secure Print Document, the Secure Print Password of which is a mismatch.

If the Enhanced Security Mode is set to [ON], entry of a wrong Secure Print Password is counted as
unauthorized access. If a wrong Secure Print Password is entered a predetermined number of times
(once to three times) or more set by the Administrator of the machine, a message appears that tells
that authentication has not been successful for any subsequent operation for authentication. The
machine is then set into an access lock state, disabling access to the Secure Print Document. To
cancel the access lock state, the Administrator of the machine must perform the Release Setting.

Contact the Administrator of the machine.

10 Sselect the desired Secure Print Document and touch [Print].

5 lect document{s) and then
=IOBEEISE oose the desired funciion.
Check Job

Preview

Selected Docunents
test

Secure Print User Box

12/26/2008 10:56
Toner Level k| [kt o

Print Settings

o

11 Check the details of the document and press the [Start] key or touch [Start].

Job List g('))t?gﬂnge docunent print settings, choose from the following

5.
If you are ready to print, touch [Startl or press

Check Job
Preview

ge58-EePer 100.

Basic

print [ i-Sided | BEEEITEY

BT (T
——

12/26/2008  10:56
Hemory 99%

Toner Level KI

rint > Print Details

[Startl.

Application

T

sheet/Cover
Chapter 1nsert

stamp,
Composivion

| cancel |F[ start |

= If two or more Secure Print Documents, each having an identical Secure Print ID and Secure Print

Password, have been saved, multiple Secure Print Documents can be printed at once.

-> Touch [Cancel] to go back to the screen shown in step 10.
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User Box Function 3

3.4

3.4.1

User Box Function

For all users who have been authenticated through User/Account Authentication, the machine enables the
operation of registering and changing the User Box. It also enables the operation of acquiring or printing im-
age files saved in the User Box and sending of S/MIME encrypted image files.

User Box creates a User Box in the HDD as a space for storing an image file. User Box is available in three
different types: Personal User Box which only the user who has logged on through User Authentication can
use; Public User Box that is shared among two or more users who have previously registered; and Group
User Box that can be used by the user who has logged on through Account Authentication. Up to 1,000 User
Boxes can be registered.

A user who accesses the Personal User Box or Public User Box or Group User Box is authenticated through
an 8-digit User Box Password. The password entered for the authentication purpose appears as "*" or "@"
on the display.

When the Enhanced Security Mode is set to [ON], the number of times in which authentication fails is count-
ed.
Reference

. If adocument is saved in the Copy mode, Fax/Scan mode, User Box mode, or from an external memory
or Bluetooth terminal by specifying a User Box number that has not been registered, the Personal User
Box owned by the user who logged on through User Authentication is automatically registered.

° To use the external memory function and Bluetooth function, settings must be made by the Adminis-
trator of the machine. For details, contact the Administrator of the machine.

° If Account Track has not been enabled, Group User Box cannot be created.

Setting the User Box
<From the Control Panel>

v’ For the logon procedure, see page 3-2.

v Do not leave the machine while you are in the user operation mode. If it is absolutely necessary to leave
the machine, be sure first to log off from the user operation mode.

For the procedure to change the User Box setting, see page 3-24.
Log on to the user operation mode through User Authentication from the control panel.

Press the [Utility/Counter] key.

W N = N

Touch [One-Touch/User Box Registration].

e the menu buttons or keypad 1o make a selection.

Job List
Meter Count

NERE —[Statls HERGT S © Banner Printing )
2 User Settings J
3 fdninistrator Settings =] Device Infornation
4 Check Consumable Life
Job Details
2009/09/10  14:41 Close
Toner Level I Menory 100% S|
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34 User Box Function

4 Touch [Create User Box].

Job List Use the menu buttons or keypad to make a selection.

Utility > One-Touch/User Box Registration

" e
T
2 Create User Box A

¥
0 ouch/
User Box Reg.

| close |

04/03/2007  15:56
Hemory 17

5  Touch [Public/Personal User Box].

Use the menu buttons or keypad to make a selection.

Utility > One-Touch Destination/Uset Box Registration > Create User Box

LM Public/Personal User 2
2 Bulletin Board User Box
3 Relay User Box 2

+

Create User Box

04703/2007  15:57 | close |
Melory 0 e

6 Touch [New].

To register a new User Box, touch [Newl.
To edit an existing User Box, select desired User Box and touch [Editl.

Utility > Credte User Box > Public/Personal User Box
DD

UBeEEo | Nane ['Type|Create Date/Tife

+

Public/Personal
User Box

04/03/2007  16:12
Henory 173

7 Select the User Box type.

Enter the User Box password.

Utility > Public/Personal User Box > New «Back 52?5 -

I User Box No. 4 1 - 999999999
User Box Name |
S
Index 4 et
Tyee [SSCTOTERNS [ Fersonal

LiBPea 12/26/2008 11:19

12/26/2008

11:19
Hemory 100%
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34 User Box Function

3

- When [Personal] is selected, [Change Owner] is displayed. Then, select the desired owner name.

Job List Select the owner of the User Box.

Utility > New Public/Personal User Box > Change Owner

Owner Name

I user1 I user2
Create User Box 1/ 1
lISEY(i

+
P

+

Change Owner

09:48

02/05/200%

Hemory 100%

- When [Group] is selected, [Change Account Name] is displayed. Then, select the desired account

name.

Job List ‘£ Select the account that owns the User Box.

ut iy > Hew P Pel nal User Box > Change Owner

([ C—— .
-

Chenge Ouner 02/05/2009  09:48 ok
1007,

Hemory

8  Touch [Password].

|— Specify the settings.
Job List Enter User Box number using the keypad.
Utility > Public/Personal User Box > New G-Back EEFE -

I User Box Ho. 4 1 - 999999999
User Box Name 4
e
Index A etc

Type Public Personal Group
Create User Box
Li8Pea 12/26/2008 11:20

Change
user1 Owner .

[ cancel |

Owner Name

12/26/2008

11:20
Mefmory 100%
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34 User Box Function

9  Enter the new 8-digit User Box Password from the keyboard or keypad.

To prevent entry of a wrong password, enter the password again in [Password Confirmation).

Please input a new password with the keyboard or ten-key
pad. It is necessary to input it twice to confirm password.

The password input with a clear key can be deleted.

Utility > New Public/Personal User Box > User Box Password
[ Password RO

perrird

2009/09/10  14:50
Hemory 100%

- Press the [C] key to clear all characters.

=> Touch [Delete] to delete the last character entered.

= Touch [Shift] to show the upper case/symbol screen.

- Touch [Cancel] to go back to the screen shown in step 8.

10 Touch [OK].

=> If the User Box Type is set to [Public], set a User Box Password that meets the requirements of the

Password Rules. For details of the Password Rules, see page 1-8.

= Ifthe entered User Box Password does not match, a message that tells that the User Box Password

does not match appears. Enter the correct User Box Passwords.

11 Make the necessary settings.

Specify the settings.
Enter User Box number using the keypad.

Job List

Utility > Public/Personal User Box > New d-Back EEFQ -
| Uset Box Ho. 4
User Box Name

Password ) FRRORRKK
One-Touch/
User Box Reg. ﬁ
Inder A etc

1 - 999999999

4
Tyve T biic BEDTOTEE| oow
Create User Box
LilPea 12/26/2008 11:21

+

Public/Personal
User Box
Owner Nane usert Change
¥ Owner -

12/26/2008  11:21 \ Cancel \
Henory 100%

- A User Box No. that already exists cannot be redundantly registered.

- If no Name has been registered, [OK] cannot be touched. Be sure to register the Name.

12 Touch [OKI.
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34 User Box Function

<From PageScope Web Connection>

v For the logon procedure, see page 3-2.
v Do not leave the machine while you are in the user operation mode. If it is absolutely necessary to leave

the machine, be sure first to log off from the user operation mode.
v For the procedure to change the User Box setting, see page 3-24.

1 Log on to the user operation mode through User Authentication from the PageScope Web Connection.

2 Click [Create User Box] of the Box menu.

3 Make the necessary settings.

- [
File Edit Wiew Favorites Tooks Help i
~
8 uzer1 ‘l Logout I | Change Passwiord | ? .
@ Ready to Scan
Gl Ready to Print [+
Infor mation
Ched device information and consumables information such as Toner.
Dewvice Infor mation Online Assistance Change User Password
Function Permission Information Hetweork Setting Information Print Setting Information
Print Information
. Job -
| é Ched the status of yaur job and job history.
Currert Jobs Job History Communication List
Box
Store data in the HDD, print stored date from the HDD.
Create User Boxes accerding to purpese, and save documents.
Open User Box Create User Box DOpen System User Box
Create System User Box
v
File  Edit View Favorites Tooks  Help "

82 usert

@ Ready to Scan
G] Ready to Print

Logout | | Change Password | ﬂ

To Main Menu

» Open User Box

Create User Box{Public/Group/Personal)

» Create User Box Boxx i the function to save documents inthe machine.
Documents in the Box can be used for printing, sending etc

¥ Open System User Box —

» Create System User Box ' Use opening number

T Input dirsctly

User Box Name
™ Use Box Password
User Box Password

Retyps User Box Password

Incex

Type
Auto Delete Document
Do Mot Delete
© Specity days
" Specity Time

User Box Expansion Function

(1-999999999)

Spesify a keyword for Box search and display by Name.

min (5-720)

= Be sure to enter the User Box Number, User Box Name, User Box Password, and Retype User Box
Password.

= A User Box Number that already exists cannot be redundantly registered.

= If [Personal] is selected from the User Box Type pull-down menu, click [User List] and select the user
from the registered user list. Or, directly enter in the "Owner Name" box the previously registered
User Name.
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3.4 User Box Function 3

=> If [Group] is selected from the User Box Type pull-down menu, click [Account List] and select the
account from the registered account list. Or, directly enter in the "Account Name" box the previously
registered Account Name.

4 Click [OK].

= If the User Box Type is set to [Public], set a User Box Password that meets the requirements of the
Password Rules. For details of the Password Rules, see page 1-8.

= Ifthe entered User Box Password does not match, a message that tells that the User Box Password
does not match appears. Enter the correct User Box Password.

= If no Owner Name is entered, a message appears that tells that no Owner Names have been en-
tered. Enter the correct Owner Name.

= If a user name not registered with the machine is entered in the "Owner Name" box, a message ap-
pears that tells that the Owner Name entered in the box is illegal. Enter the correct Owner Name.

= If no Account Name is entered, a message appears that tells that no Account Names have been en-
tered. Enter the correct Account Name.

= [f an account name not registered with the machine is entered in the "Account Name" box, a mes-
sage appears that tells that the Account Name entered in the box is illegal. Enter the correct Account
Name.

5  Check the message that tells that the setting has been completed. Then, click [OK].
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34 User Box Function 3

3.4.2 Changing the User Box Password and user attributes and account attributes
<From the Control Panel>

v For the procedure to call the User Box screen to the display, see steps 1 through 5 of page 3-18.

v Do not leave the machine while you are in the user operation mode. If it is absolutely necessary to leave
the machine, be sure first to log off from the user operation mode.

1 Call the User Box screen to the display from the control panel.

2 Select the desired User Box and touch [Edit].

Job List register a new User Box, touch [Newl.
L edit an existing User Box, select desired User Box and touch [Editl.

Utility > Create User Box > Public/Personal User Bor

(nec ) oer e Wi Jewo Jpars [ ruv [l |
L |'Type |Create Date/Tine v o1
1 Public User Box Public  12/17/2008 13:58
One-Touch/ 2 Personal User Box B8hay  12/17/2008 13:59
User Box Reg.
i 3 Group User Box Group 12/17/2008 13:5%
Create User Box
S
Public/Personal
User Box
12/26/2008  11:25 | close |
Heliory 100% ——

3 Enterthe currently set 8-digit User Box Password from the keyboard or keypad.

Use the kevboard or keypad to enter the password of the selected User Box.
To clear conpletely, press the IC] key.
P2

Utility > Edit Public/Persone User Box Password Authentication

2009/09/10  14:51
Henory 100%

- Press the [C] key to clear all characters.

- Touch [Delete] to delete the last character entered.

=> Touch [Shift] to show the upper case/symbol screen.

-> Touch [Cancel] to go back to the screen shown in step 2.

4 Touch [OK].
= If awrong User Box Password is entered, a message that tells that the authentication has failed ap-
pears. Enter the correct User Box Password.

= If the Enhanced Security Mode is set to [ON], entry of a wrong User Box Password is counted as
unauthorized access. If a wrong User Box Password is entered a predetermined number of times
(once to three times) or more set by the Administrator of the machine, the screen of step 2 reappears
and the machine is set into an access lock state. To cancel the access lock state, the Administrator
of the machine must perform the Release Setting. Contact the Administrator of the machine.

To change the User Box Type, perform steps 5 through 8.

To change the owner user or owner account, perform steps 6 through 8.

To change the User Box Password, go to step 9.

7 T %
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34 User Box Function 3

5 select the User Box Type.

Job List Select item and enter setting.

Select index in the Address Book.
00knar|
Utility > Public/Personal User Box > Edit «Back  [5%a =

User Bor No. 1 - 999999999
User Box Name | Personal User Box

Passuord  RRRRRRRROK
Index 4 €lc

Type I Public I Group

Li8Pea 12/17/2008  13:59

Ownet Hame user1

2/26/2008  11:26
Hemory 100%

- [Change Owner] appears if the Box Type is changed to [Personal]. Select the desired owner name.

= [Change Account Name] appears if the Box Type is changed to [Group]. Select the desired account
name.

= If the User Box Type is changed to [Public], set a User Box Password that meets the requirements
of the Password Rules. For details of the Password Rules, see page 1-8.

6 Touch [Change Owner] if the box type is [Personal] and touch [Change Account Name] if the box type
is [Group].

Job List Select item and enter setting.

Select index in the Address Book.
00knAr|
Utility > Public/Personal User Box > Edit [wBack  [5ara =

User Box Hame | Persorial User Box
T
Index 4 et
Type I Public I Group

LiBPea 12/17/2008 13:59

Change
Owner Name user W

12/26/2008 11:26

User Box Ho. 1 - 999999999

Create User Box
Public/Personal
er Box

3

F
-

Hemory 100%

7  For [Change Owner], select the desired owner name.

Job List Select the owner of the User Box.

Utility > Edit c/Personal r Box > Change Owner

funer Nane _

C— —
Create User Box v
| —
P 'ersonal
User Box

¥
Change Ouner 06/16/2007  13:39 [
Menory 100%
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34 User Box Function 3

- For [Change Account Name], select the desired account name.

Job List elect the account that owns the User Box.

Utility > Edit Public/Personal User Box > Change Owner

Account Name

W

2

—
-

Create User Box
1

¥
LCEREIEEN e 12262008 11:27

Hemory 100%

8  Touch [OK].

9  Touch [Password].

Job List elect item and enter setting.

elect index in the Address Book.
00knar|
Utility > Public/Personal User Box > Edit [eBack  [5ra =

User Box Hame 4 Personal User Box

Passuord  RRRRRRRROK

User Box Ho. 1 - 999999999

[ Index | etc
Tvee BT resoat JERTTTIS
Li8Pea 12/17/2008  13:59

Public/Personal
User Box

Ownet Hame user1

Change
wner

12/26/2008  11:26
0%

Hemory 10

Enter the current password using the keyboard or
keypad. Press [C] to clear the password.

Utility > Edit Public/Personal User Box > User Bor Password

fRs e |

2009/09/10
Mefmory

14:52
100%

- Press the [C] key to clear all characters.

- Touch [Delete] to delete the last character entered.

- Touch [Shift] to show the upper case/symbol screen.

-> Touch [Cancel] to go back to the screen shown in step 9.

11 Touch [OK].

= If a wrong User Box Password is entered, a message that tells that the User Box Password does
not match appears. Enter the correct User Box Password.

= If the Enhanced Security Mode is set to [ON], entry of a wrong User Box Password is counted as
unauthorized access. If a wrong User Box Password is entered a predetermined number of times
(once to three times) or more set by the Administrator of the machine, the screen of step 2 reappears
and the machine is set into an access lock state. To cancel the access lock state, the Administrator
of the machine must perform the Release Setting. Contact the Administrator of the machine.
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12 Enter the new 8-digit User Box Password from the keyboard or keypad.
To prevent entry of a wrong password, enter the password again in [Password Confirmation).

Please input a new password with the keyboard or ten-key

pad. It is necessary to input it twice to confirm password.
The password input with a clear key can be deleted.

Utility > Edit Public/Personal User Box > User Bor Password
| Passwor RRRHRIRK

2009/09/10  14:54
Hemory 100%

- Press the [C] key to clear all characters.

=> Touch [Delete] to delete the last character entered.

= Touch [Shift] to show the upper case/symbol screen.

- Touch [Cancel] to go back to the screen shown in step 9.

13 Touch [OK].

=> If the User Box Type is changed to [Public], set a User Box Password that meets the requirements
of the Password Rules. For details of the Password Rules, see page 1-8.

= Ifthe entered User Box Password does not match, a message that tells that the User Box Password
does not match appears. Enter the correct User Box Password.

14 Touch [OK].
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<From PageScope Web Connection>

v For the logon procedure, see page 3-2.

v Do not leave the machine while you are in the user operation mode. If it is absolutely necessary to leave

the machine, be sure first to log off from the user operation mode.

1 Log on to the user operation mode through User Authentication from the PageScope Web Connection.

2 Click [Open User Box] of the Box menu.

- T
File Edit Wiew Favorites Tooks Help i
~
8 uzer1 ‘l Logout I | Change Passwiord | ? .
@ Ready to Scan
Gl Fieaty to Print 2
Information
Chedk device information and consumables information such s Toner.
Device Information Online Assistance Change User Password
Function Permission Information Hetwork Setting Information Frint Setting Information
Prirtt Infarmation
. Job =
| é | Chedc the status of your job and job history.
Currert Jobs Job Histary Communieation List
Box
Store data in the HDD, print stored date fram the HDD.
Create User Boxes according to purpose, and save dosuments.
Open User Bax Create User Box Open System User Box
Create System User Bax
~

3 Enter the User Box Number and User Box Password of the desired User Box and click [OK].

3 EEX
4:

Bl Edt Wiew Favortes Tooks  Help

8 uzer1 ‘ Logout | | Change Password | 7
9 Ready to Scan
Gl Ready to Print ,e
To Main Menu
» Open U: Open User Box{Public/GroupPersonal)
» Create User Bax Boscis the function to ssve documentsin the machine
Documents in the Bost can be used for printing, sending ets.
¥ Open System User Box
Useer Box humber > | (1-ac09aa809)
P Create System User Box
User Box Password ereasens
User Box List
Search from Index \_ALL I
Page (Display by 50 cases) BN | =
User Box -
ot User Box llame Type Time Stored
1 Pubiic Uiser Box Fublic 200601217 1358
[51E Personal User Box Personal 20061217 1359
@ls Group User Box Group 200812017 13:59

= If a wrong User Box Password is entered, a message that tells that the authentication has failed ap-

pears. Enter the correct User Box Password.

= If the Enhanced Security Mode is set to [ON], entry of a wrong User Box Password is counted as
unauthorized access. If a wrong User Box Password is entered a predetermined number of times
(once to three times) or more set by the Administrator of the machine, a message appears that tells
that authentication has not been successful for any subsequent operation for authentication. The
machine is then set into an access lock state. To cancel the access lock state, the Administrator of

the machine must perform the Release Setting. Contact the Administrator of the machine.
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4 Click [User Box Setting].

e EEX
[

Fle Edit Yew Favortes Tooks Help

8 user1 ‘ Logout | | Change Passwaord | _?_J &

&G Ready o Scan

0] Ready to Print ﬂ

W To Main Menu
P Open User Box User Box Number 2 User Box Name  Personsl User Box

» Creste User Box Tyne Personsl Owrnerbame  user!

» Open System User Box Eox Operation User Box Setting ” Delete User Box |

# Create System User Box

File List Thumbnail Yiew: OFF

First, select an operation. The selsctabls documents are displayed

Speciy operation | Display Al vl ‘ Changes the display |
= Humber of 2
Select Thumbnail  (Document Hlame riairaia ‘Eﬂllllame ‘

Cancel

2]

- Go to step 6 to change the User Box Password.

= To delete a User Box, click [Delete User Box]. A confirmation message appears. Click [OK] to delete
the specified User Box.

5 Click the "User Box Owner is changed." check box and change the user attributes of the box.

a EEX

Fle Edt YWew Favortes Tools Help 7]
~

™ User Bax Expansion Function i changed.

Conficertial R¥
Mew Communication Password

Retype New Communication Password

I™ User Box Password is changed.
Current Passward

Mew Password

Il

Retype New Password

¥ User Bax Cwner is changed

|

o] [Ceanca |

3]l
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= The following screen appears if the account attributes are to be changed.

Fle Edit Yew Favortes Tooks Help

™ User Box Expansion Function is changed.

Conficential RX

Hew Communication Password |
Retypie Nev Communication Password

I User Biox Password is changed

——— I
PR— ]
Felype ew Password 1
¥ User Box Owner is changed
Type \ Group v \
1

If [Personal] is selected from the User Box Type pull-down menu, click [User List] and select the user
from the registered user list. Or, directly enter in the "Owner Name" box the previously registered
User Name.

If [Group] is selected from the User Box Type pull-down menu, click [Account List] and select the
account from the registered account list. Or, directly enter in the "Account Name" box the previously
registered Account Name.

If the "User Box Owner is changed." check box is not clicked, the changes made will not be validat-
ed. If the changes need to be made, make sure that the "User Box Owner is changed." check box
has been clicked.

To change the User Box Type, click the User Box Type pull-down menu and select the desired User
Box Type.

Click the "User Box Password is changed." check box and enter the User Box Password.

a BES
'lf:

Fls Edt Wiew Favortss Took Help

8 uszert ‘ Lagout | | Change Password | ﬂ o
@ Ready to Scan
G] Ready to Print g
H o] To Main Menu
User Box Attribute Change
» Create User Box User Box Number 2
I Open System User Box UisesEiox. Hame Fersonal User Box |
» Create System User Box L:14 |D|
Auto Delete Document
Do Mot Delete

" Specity days

" Specity Time min (5-720)

9

User Box Expansion Funcion ks changed

Confidential RX

e Communication Password |
Retype New Commurication Password

[¥ User Box Password is changed.

Current Passward eraesaee |
Hew Passward M |
Retype New Password [ —— ‘

£

= In the "Current Password" box, enter the currently set User Box Password.
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[ Click [OK].

>

>

If a wrong current User Box Password is entered, a message that tells that the User Box Password
does not match appears. Enter the correct User Box Password.

If the User Box Type is changed to [Public], set a User Box Password that meets the requirements
of the Password Rules. For details of the Password Rules, see page 1-8.

If the entered User Box Password does not match, a message that tells that the User Box Password
does not match appears. Enter the correct User Box Password.

If no Owner Name is entered, a message appears that tells that no Owner Names have been en-
tered. Enter the correct Owner Name.

If a user name not registered with the machine is entered in the "Owner Name" box, a message ap-
pears that tells that the Owner Name entered in the box is illegal. Enter the correct Owner Name.
If no Account Name is entered, a message appears that tells that no Account Names have been en-
tered. Enter the correct Account Name.

If an account name not registered with the machine is entered in the "Account Name" box, a mes-
sage appears that tells that the Account Name entered in the box is illegal. Enter the correct Account
Name.

8  Click [OK].
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3.4.3 Accessing the User Box and User Box file
<From the Control Panel>

v For the logon procedure, see page 3-2.

v Do not leave the machine while you are in the user operation mode. If it is absolutely necessary to leave

the machine, be sure first to log off from the user operation mode.

1 Log on to the user operation mode through User Authentication from the control panel.

2 Pressthe [BOX] key.

3 Select the desired User Box and touch [Use/File].

Job List *Select the desired User Box to use or file document.

Use the keypad to input and specify the box number 1o use.
Check Job

Public Personal 3228 Box Group Save Docunent,

000000002 Personal User Box

WSRE [Status

£)000000002

v
Personal U
ser Box

Search
User Box,
| Enter User Box Ho. Use/File
Job Details

Toner Level KI

02/03/2010  09:45 ﬁ
Memory 100% Language Selection A

- [Use/File] allows you to print or send the saved document. It also allows you to copy, delete, or file
the document.

-> To save a new document, select [Save Document].

4 Enterthe 8-digit User Box Password from the keyboard or keypad.

Enter the password of the selected User
Box. To clear your entry, press the IC1 key.
2 Personal User Box

yser Box
P3Ssuord

2009/09/10  14:55
Hemory 100%

- Press the [C] key to clear all characters.

- Touch [Delete] to delete the last character entered.

= Touch [Shift] to show the upper case/symbol screen.

- Touch [Cancel] to go back to the screen shown in step 3.

5  Touch [OK].

- If awrong User Box Password is entered, a message that tells that the authentication has failed ap-
pears. Enter the correct User Box Password.

If the Enhanced Security Mode is set to [ON], entry of a wrong User Box Password is counted as
unauthorized access. If a wrong User Box Password is entered a predetermined number of times
(once to three times) or more set by the Administrator of the machine, a message appears that tells
that authentication has not been successful for any subsequent operation for authentication. The
machine is then set into an access lock state, rejecting any more logon attempts. To cancel the ac-

cess lock state, the Administrator of the machine must perform the Release Setting. Contact the
Administrator of the machine.

>
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6 Select the desired file from each tab.

§ lect document{s) and then
SOBCISE oose the desired function.

Check Job
Send E2tiTRas Application Save Docunent,
Previey

Selected Documents

000000002 Personal User Box

Print Settings

e

12/26/2008  11:45
Toner Level k| [N 99%

7 Select the desired function.

Different functions can be performed on different types of files stored in the User Boxes.
See the table given below for the relation between the file type and functions that can be performed.

File Type Functions that can be Performed

Copy job files Print, Combine, Send, Bind TX, Save to External Memory
Print job files Print, Combine, Send, Bind TX, Save to External Memory
Scan job files Print, Combine, Send, Bind TX, Save to External Memory
Fax job files Print, Save to External Memory

= If the destination is to be specified using the corresponding one-touch key for executing [Fax] or
[Fax TX] from the control panel, always check that the destination is correct to make sure that the
data is sent to the correct destination.

= If the destination is to be specified through direct input for executing [Fax] or [Fax TX] from the con-
trol panel, always check that the destination is correct to make sure that the data is sent to the cor-
rect destination.

- To delete the file, select the specific document from the [Filing Settings] tab and press [Delete].

- To save a file in External Memory, select the specific document from the [Filing Settings] tab and
press [Save to External Memory].

8  Pressthe [Start] key or touch [Start].
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<From PageScope Web Connection>

v For the logon procedure, see page 3-2.

v Do not leave the machine while you are in the user operation mode. If it is absolutely necessary to leave
the machine, be sure first to log off from the user operation mode.

1 Log on to the user operation mode through User Authentication from the PageScope Web Connection.

2 Click [Open User Box] of the Box menu.

File Edit Wiew Favorites Tooks Help s
~
8 uzer1 ‘l Logout I | Change Passwiord | ? -
@ Ready to Scan
Gl Fieaty to Print 2
Information
Chedk device information and consumables information such s Toner.
Device Information Online Assistance Change User Password
Function Permission Information Hetwork Setting Information Frint Setting Information
Prirtt Infarmation
. Job -
i "
% Ched the status of your job and job history.
Currert Jobs Job Histary Communieation List
Box
| Store data in the HDD, print stored date fram the HDD.
Create User Boxes according to purpose, and save dosuments.
Open User Bax Create User Box Open System User Box
Create System User Bax
~

3 Enter the User Box Number and User Box Password of the desired User Box and click [OK].

=
3 EEX
File  Edit View Fovertes Tooks  Help "
8 uzer1 ‘ Logout | | Change Password | ﬂ
9 Ready to Scan
Gl Ready to Print ,e
. To Main Menu
» Open U: Open User Box{Public/GroupPersonal)
» Create User Bax Boscis the function to ssve documentsin the machine
Documents in the Bost can be used for printing, sending ets.
¥ Open System User Box
Useer Box humber > | (1-ac09aa809)
P Create System User Box
User Box Password ereasens
User Box List
Search from Index \;\L_L I
Page (Display by 50 cases) "1 V] =
User Box -
ot User Box llame Type Time Stored
1 Pubiic Uiser Box Fublic 200601217 1358
[51E Personal User Box Personal 20061217 1359
@ls Group User Box Group 200812017 13:59

- If awrong User Box Password is entered, a message that tells that the authentication has failed ap-
pears. Enter the User Box Password.

= If the Enhanced Security Mode is set to [ON], entry of a wrong User Box Password is counted as
unauthorized access. If a wrong User Box Password is entered a predetermined number of times
(once to three times) or more set by the Administrator of the machine, a message appears that tells
that authentication has not been successful for any subsequent operation for authentication. The
machine is then set into an access lock state, rejecting any more logon attempts. To cancel the ac-
cess lock state, the Administrator of the machine must perform the Release Setting. Contact the
Administrator of the machine.
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4

Select the desired operation from the pull-down menu and click [Changes the display].

3 CEX
File Edit Wew Favorites Tools Help

8 user! ‘ Logout | | Change Password | ﬂ

Q Ready to Scan

G] Ready to Print

fr

To Main Menu
User Box Number 2 User Box Name  Personal Lissr Biox
» Create User Box Type Personal Owmner Name usert
# Open System User Box Box Operation User Box Setting ” Delete User Box |
b Create System User Box

File List Thumbnail Yiew
First, select an operation. The selecteble documents are displayed.

Specity operation | Display Al vl ‘ Changes the display |
Select| Document Name Nu.m.her ot Time Stored Edit Name
COriginals
S_test print 1 2008/03721 11:19 | Edit Marng
C_test print 1 2008/03/21 11:22 | Edit Mame

Cancel

=> Different functions can be performed on different types of operation menu.
See the table given below for the relation between the menu type and functions that can be per-

formed.
File Type Functions that can be Performed
Copy job files Print, Move/Copy, Delete, Send to other device, Download to PC
Print job files

Print, Move/Copy, Delete, Send to other device, Download to PC

Scan job files Print, Move/Copy, Delete, Send to other device, Download to PC

Print, Delete, Download to PC

Fax job files

- |If [Delete] is selected in step 4, a confirmation message appears. Click [OK] to delete the specified
file.

5

Select the document and perform the desired function.

Bl Edt Wiew Favortes Took Help

8 uzer1 Logout | | Change Password | ﬂ
9 Feady to Scan

ﬁl Ready to Print

i

To Main Menu
User Box Mumber 2 User Box Kame  Personal Liser Box
F Create User Box Type Personal Quvner MName userl
# Open System User Box Box Operation

User Box Setting || Delete User Box

# Create System User Box

File List Thumbnil Yiew

First, select an operation. The selsctable documents are displayed

Specify operation | Print vl ‘ Changes the display |

Select|Document Name I:’u_m_her ch Time Stored Edit Name
riginals

~ S_test print 1 2008/03/21 11:19 Edit Marme

I C_test print 1 200803721 11:22 Edit Marne

Select document and execute

Print Setting
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3.4.4 Sending S/MIME box files

v For the procedure to call the Use Document screen to the display, see steps 1 through 5 of page 3-32.

v/ Do not leave the machine while you are in the user operation mode. If it is absolutely necessary to leave
the machine, be sure first to log off from the user operation mode.

1 Call the Use Document screen to the display from the control panel.
2 Touchthe [Send] tab.

3 Select the file to be sent and click [Send].

§ Select document(s) and then
JobzL:Ist choose the desired funciion.

Check Job
Print 5342 20as fpplication | |Save Docunent,
Preview

Selected Docunents

000000002 Personal User Box

Iransmission
Sebtings

send

m ot

CcoPY_test

=
I Reset

Detail
View )

cancel |

-

12/26/2008  12:52
Toner Level ki Melory 997,

4 Select [Communication Settings].

Job List Select desired destination{s}.

Fax can be sent at any time using keypad.
Check Job

[XlcEel:n e | Direct Input § (| Job History
Preview

Ho registered one-touch
destination available.

1/ 1

I Delete |

02/03/2010
Henory

Toner Level k|

5  select [E-Mail Encryption] and touch [Close].

Job List Specify the settings.

Check Job
Send > Transmission Details > Commuhication Settings
Preview
.

BESRT R ons ‘g E =
m -
b
@' o
Etail Encryption ) Digital Signature

1701
| Delete | Eax_eador
- EgictiRad J

Ghecte Job
SeEtinds®
12/26/2008  13:13
99

Toner Level KI Menory

close |

= To select [E-Mail Encryption], the Administrator of the machine must make the S/MIME settings in
advance.

= If [E-Mail Encryption] is selected after the destination has been set, the set destination is canceled,
making it necessary to set the destination once again.
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6

Select the destination and touch [Start] or press the [Start] key.

Job List

eady to scan.

X can be sent at any time using keypad.
Address Book Direct Input Job History

Check Job

Previey

=

[—E-Mail
test

1/ 1

Delete |

pocument # Communication
Settinas AL _Settinas

Check Job
Seteings 4

Toner Level KI 02/03/2010

Hemory

09:57
99%

J_emwiication _J

Application A

- To select the destination, the Administrator of the machine must register the certificate with the des-
tination in advance.
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4.1

PageScope Data Administrator 4

4

4.1

4.1.1

Application Software

PageScope Data Administrator

PageScope Data Administrator is an application for management purpose that allows the authentication,
destination and network functions of the machine to be edited or registered from a PC connected over the
network.

It allows the authentication, destination and network setting list to be downloaded in your PC, the data in the
list to be edited on the PC, and then the data to be written in the machine.

A destination list of file formats including XML, CSV, TAB, LDIF, and Lotus Notes Structured Text can be
downloaded. A destination list can also be downloaded by searching through or browsing destinations using
the LDAP protocol for a directory server such as Active Directory.

NOTICE
Make sure that none of the general users of the machine will know the Administrator Password.

If the Administrator Password is forgotten, it must be set again by the Service Engineer. Contact your Service
Representative.

Accessing from PageScope Data Administrator

v Do not leave the site while you are gaining access to the machine through PageScope Data Adminis-
trator. If it is absolutely necessary to leave the site, be sure first to log off from the PageScope Data
Administrator.

1 Start the PageScope Data Administrator.

2 Select this machine from Device List and click [Authentication Settings/Address Settings] or [Adminis-
trator settings].

9] Fle  Function Tool Window Help -8 x
| +3 Registration of Device &3 Network Iritial Setting

) Basic Setings | Settings for muliple device || Application initial seiting

Device list Humber of Displayed Devices:1 Heme

Registered Device A Authentication Settings/ Ade
Staws StasDisplay | 9 Bioup name Modelname  Dovee
| _-— - S Admivistiator settings...
Function Selection
[#4Backup
[P Restore

Authentication Settings, Adt
S Admiristrator setings.

Device Selection Filter
< |

- Select [Authentication Settings/Address Settings] to edit or register the authentication or destination
function of the machine, and select [Administrator settings] to edit or register the network function
of the machine.
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3 Check the settings on the "Import device information" screen and click [Import].

- The following screen appears if [Authentication Settings/Address Settings] is selected in step 2.

Import the device information.

Import the device information
Fegistered group,
Registered name
Device address

Scan seffings

Impot functions

| Default Group

[P

Target of impotting

3

g Authentication Settings

(=) Obtain from the device
O Previous data(2006/03/19)

HelplF1

4 Addisss settings

(%) Obtain from the device
O Previous data[2008/03/19)

[ Import. | [

Cancel

-> The following screen appears if [Administrator settings] is selected in step 2.

Import the device information. E\

Impot the dsvic information
Registered group
Registered name

Device address:

| Default Group

03

Scan settings

Impat functions

Target of impetting

2 [7] Admiristrator settings

(5} Dbtain from the device
O Previous data2008/03/19)

i

L

Help(F1

Import. ] [

Carcel

4 Type the 8-digit Administrator Password registered in the machine and click [OK].

Administrator password E‘

Registeing name:

Registered group name,

Model name:

Device addess:

Device name:

Administrator password

Administator password (Confirnation]

Help[F1

|mFP

[MFP

——

Cancel |

= If the "Save" check box has been selected, the Administrator Password entered is stored in the PC
being used. If you do not want the Administrator Password stored, clear the "Save" check box.

- If awrong Administrator Password is entered, a message appears that tells that there is a mismatch

in the passwords. Enter the correct Administrator Password.

- If the "Save" check box is selected, enter the 8-digit Administrator Password once again to make
sure that the Administrator Password has been entered correctly.

= If a wrong Administrator Password is entered for confirmation, a message appears that tells that
there is a mismatch in the Administrator Password. Enter the correct Administrator Password.
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5

=> Ifthe Enhanced Security Mode is set to [ON], entry of a wrong password is counted as unauthorized

access. If a wrong Administrator Password is entered a predetermined number of times (once to
three times) or more set by the Administrator of the machine, a message appears that tells that the
machine accepts no more Administrator Passwords because of unauthorized access for any sub-
sequent entry of the Administrator Password. The machine is then set into an access lock state. To
cancel the access lock state, settings must be made by the Service Engineer; or, turn off, and then
turn on, the main power switch of the machine. If the main power switch is turned off and on, the
access lock state is canceled after the lapse of time set for [Release Time Settings]. When the main
power switch is turned off, then on again, wait at least 10 seconds to turn it on after turning it off. If
there is no wait period between turning the main power switch off, then on again, the machine may
not function properly.

Here is the sequence, through which the main power switch and sub power switch are turned on
and off:

Turn off the sub power switch — Turn off the main power switch — Turn on the main power switch
— Turn on the sub power switch

Check the data displayed on the SSL certificate check screen and click [Yes].
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4.1.2 Setting the user authentication method

v For the procedure to access the machine, see steps 1 through 5 of page 4-2.

v

Do not leave the site while you are gaining access to the machine through PageScope Data Adminis-

trator. If it is absolutely necessary to leave the site, be sure first to log off from the PageScope Data
Administrator.

2 Click [Authentication settings].

li Fle Edt Tool ‘Window Help

3 click [User authentication].

-8 x
1 TOP |+ Registration of Device & Network Initial Setting
Function selection Devics infoimation
) Device information
[ uthentication settings Item Value
G- Addiess setings Fegistering name  MFP
User box Group name: Default Group
Model name:
Device address
b3 ¥
The latest accsss date and tine
Function The latest access date and time
Authentication se... 2008/03/13 15,5010
Addhess setiings  2008/03/1915:50:10
L3 ¥
HelplF1 i3 Rsfesh fom the device [
[
EEX
(& Fle Edt Tool Window Help -8 x
i) TOP |+ Registration of Device & Netwark Initial Setting
Function selection; Authentication mode:
-k Devicei — |User Authentication and Account Track |
3] Authentication settings Setting fist
- Wl Address settings
User bow Status Item Yalug 2|
ID&Piint Not Use
User st display seflings~ Restict
Display setling of logout .. On
Fublic user settings Flestriot
Color
Di
e " v
& | 3 |
Settings:
User authentication
| Device athentication ~|

Help[F1

(&) Skt user suthentivation method

[@ Befressh from the device: [*]

Access the machine through [Authentication Settings/Address Settings] mode of PageScope Data Ad-
ministrator.
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4 Fromthe pull-down menu of User authentication, select the user authentication method.

(& Fle Edt Tool Window Help
i) TOP |+ Registration of Device & Netwark Initial Setting

£

BX

g X

Functign selection: Authentication made:

Address seltings

- (3 Device informalion(MFF) Ml et imaitges L el
Authentication settings Settng st

User bax Status Item

|D&Print

User list display settings
Display seting of logout c.
Public user settings

Monea Color/2 Color Seting
User authentication

<

Settings:

User authentication

| Device authentication

hentication

Walue
Mot Use
Restrict
On
Restrict

Color
Device authentication

TTTET:

Helo(F1 L4 Befresh fom the device.

L]

- To change the user authentication method from "Device authentication" to "Network server authen-
tication," it is necessary first to register the domain name of Active Directory on the machine side.

= If "Network server authentication" is selected, "Active Directory" must invariably be selected.

5 click [Export to the device].

= If you have already logged on to the Administrator Settings via the control panel or using PageScope
Web Connection, the machine displays a message that tells that the write operation has not been
successful because of a device lock error. Click [OK] and wait for some while before attempting to
execute [Export to the device] again.

= |If there is a job being executed or a reserved job (timer TX, fax redial waiting, etc.) in the machine,
the machine displays a message that tells that the write operation has not been successful because
of a device lock error. Click [OK] and wait for some while before attempting to execute [Export to
the device] again.
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4.1.3

Changing the authentication mode

v
4

3
4

For the procedure to access the machine, see steps 1 through 5 of page 4-2.

Do not leave the site while you are gaining access to the machine through PageScope Data Adminis-
trator. If it is absolutely necessary to leave the site, be sure first to log off from the PageScope Data
Administrator.

Changing the Account Track setting erases all user and account information data that has previously
been registered. This changes all Personal User Boxes owned by the users who are deleted and all
Group User Boxes owned by the accounts that are deleted to Public User Boxes. If the password set
for a particular box before this change does not meet the requirements of the Password Rules, howev-
er, no access can be made to the Public User Box, to which that specific box was changed. In this case,
the Administrator must first newly set a password that meets the requirements of the Password Rules.
For details of the Password Rules, see page 1-8.

Access the machine through [Authentication Settings/Address Settings] mode of PageScope Data Ad-
ministrator.

Click [Authentication settings].

Li:j File Edt Tool ‘Window Help -8 x
il TOP |+ Registration of Device & Netwark Initial Setting

Function selection: Device information:

EWET] Device information(MFP)
(4 Authentication settings Item Valug
- Wfh Addiess setings Fegistering name  MFP
User box Group name Default Group
Model name:
Device address

Device information

| »

The latest access date and time

Function The latest access date and time

| Authentication se. 2008/03191550:10
Address settings 2008/03/191560:10

| 3

Helo[F1 & Refiesh from the device. [}

From [Edit] on the tool bar, select [Authentication] and click [Change authentication mode].

Click [Next].

Authentication mode change wizand

Start authentication mode change wizard. 118

Start authentication mode change wizard

HelplF1 wew | [ cerca
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4.1 PageScope Data Administrator

5  Selectthe specific [Authentication mode] to be changed and click [Next].

Authentication mode change wizand
Please select a new authentication mode from the following template. 218

Current authentication mode User Authentication [Device local authentication)

Select authentication made:

Authentication mode
User Authentication (Device local authentication]
Lsel ltior hi

Account Track

Accaunt Track (The input method is anlp passward)
Mone

HelplF1 Il wew | [ cares

= |If [User Authentication and Account Track] is selected, set [The ratio of the number of Users] and
[The ratio of the number of Accounts].

Authentication mode change wizard

Setthe number of users and accounts to be registered in device are

Please set the alocation of he number of Users fAccounts:

Surn tatal 1000

The allocation of the number of users The allocation of the number of Accounts

Befare change 1000 Before change: ]

Hlter changed 700 (1939 After changed 300 (1939

The number of Users:

1 953
HelolF1 Back [ Mew | [ ool

6 Verify the new authentication mode and click [Write].

Authentication mode change wizard

Readyto write

418
Wite & new authentication mads to the device.
Curment authentication mode |User Authentication [Devics local authentication] |
e el aslion mede |User Authentication [device) and Account Tracking |
HelofF1 Bk || wiits ] [t

= If you have already logged on to the Administrator Settings via the control panel or using PageScope
Web Connection, the machine displays a message that tells that the write operation has not been

successful because of a device lock error. Click [OK] and wait for some while before attempting to

execute [Export to the device] again.

If there is a job being executed or a reserved job (timer TX, fax redial waiting, etc.) in the machine,

the machine displays a message that tells that the write operation has not been successful because

of a device lock error. Click [OK] and wait for some while before attempting to execute [Export to
the device] again.
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7 Click [Finished].

Authentication mode change wizand

Complete the change

Mew authentication mode

HednlF1

Current authentication mode

mode wizard.
66

Complete to wite a new authentication mode: in the device.

Display 3 log

| User Authentication [Device lacal authentication]

|User Authentication (device] and Account Tracking |

= If [User Authentication and Account Track] is selected in step 5, [Synchronize] is set for "Synchro-
nize user authentication and account track." If you want user authentication not synchronized with

account track, click to deselect [Synchronize user authentication and account track] and execute
[Export to the device] once again.

& Fle Edt Too Window Help

-8 x
1) TOP |+ Registration of Device &3 Network Initial Setting
Function selection: Authentication mode:
-G Devica i e W) |User Authentication and Account Track
L35} Authentication settings Setting st
-l Address settings
User bow Status Item Yalue Rex A

\when numnber of job... Job skip

|~

?

Help(F1

Fieatrict

ID&Frint Not Use

User list display selti.  Flestrict

Display setfing of log... On

Public user seftings  Fiestrict
4 | £
Settings:

Synchronize user suthentication and account track

(&) Swhen it is set o "symchrarize’ ths ssr i Iogged in and itis sko logged in o the
account linked automaticall

4 Befiesh flom the device. =]
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4.1

PageScope Data Administrator 4

4.1.4

Making the user settings

v
4

For the procedure to access the machine, see steps 1 through 5 of page 4-2.

Do not leave the site while you are gaining access to the machine through PageScope Data Adminis-
trator. If it is absolutely necessary to leave the site, be sure first to log off from the PageScope Data
Administrator.

Access the machine through [Authentication Settings/Address Settings] mode of PageScope Data Ad-
ministrator.

Click the Authentication settings expand button.

Click [User authentication settings].

15 Fle Edt Tool Mindow Help -8 x
1 TOR |+ Registration of Device & Netwark Inilial Setting
Etrblion Selecion User it 37500 temls)
& Eg Devics information(MFP) Status Uset niame E-Masi addiess Pamil [+ Add
= fj:.tthenn:almn seftings £ Registered  user! Outpy|
28 Accounttrack settings £ Fegistered  user2 oupu | Edt.
[y User authentication settings 3 |
- £ Registered  user3 Outpul
[ Extemal Server Es) Delete
¥ User Operation Prohibition Settings —
& g Address settings
User box | Column option
< >
HelplF1 E4  Fefieshfrom the device ] i

Select the desired function.

- To register the user, click [Add].

- To change data registered for the user, click [Edit].

- To delete the user, click [Delete] and a screen appears that prompts you to confirm the execution
of deletion. Click [Yes] to delete the user.

- If the User Password does not meet the requirements of the Password Rules, a message that tells
that the entered User Password cannot be used appears. Enter the correct User Password. For de-
tails of the Password Rules, see page 1-8.

= If the User Name has not been entered, a message appears that tells that the User Name is yet to
be entered. Click [OK] and enter the User Name.

= A User Name that already exists cannot be redundantly registered.
Click [OK].

Click [Export to the device].

= Ifyou have already logged on to the Administrator Settings via the control panel or using PageScope
Web Connection, the machine displays a message that tells that the write operation has not been
successful because of a device lock error. Click [OK] and wait for some while before attempting to
execute [Export to the device] again.

= If there is a job being executed or a reserved job (timer TX, fax redial waiting, etc.) in the machine,
the machine displays a message that tells that the write operation has not been successful because
of a device lock error. Click [OK] and wait for some while before attempting to execute [Export to
the device] again.

= |If [Delete] is selected in step 4, the Personal User Box owned by that specific user is changed to
Public User Box. If the password set for a particular box before this change does not meet the re-
quirements of the Password Rules, however, no access can be made to the Public User Box, to
which that specific box was changed. In this case, the Administrator must first newly set a password
that meets the requirements of the Password Rules. For details of the Password Rules, see
page 1-8.
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PageScope Data Administrator 4

4.1.5

Making the account settings

v
4

For the procedure to access the machine, see steps 1 through 5 of page 4-2.

Do not leave the site while you are gaining access to the machine through PageScope Data Adminis-
trator. If it is absolutely necessary to leave the site, be sure first to log off from the PageScope Data
Administrator.

Access the machine through [Authentication Settings/Address Settings] mode of PageScope Data Ad-
ministrator.

Click the Authentication settings expand button.

Click [Account track settings].

3 Fle Edt Tool Window Help -8 x
1 TOR |+ Registration of Device & Netwark Inilial Setting
Etrblion Selecion Acount list 37500 temls)
& Eg Devies information(MFP) Status Account name Pemit function | Tatal [Coul |45 Add
i ubetlaban ceitinds £k Registered 1 Pemit al
FTY A ccount ack seitings 33 Regitered 2 Pemit al E8 Edjt.
2 User authentication settings & i
= fhRegitered 3 Pemit al
[ Extemal Server Es) Delete
¥ User Operation Prohibition Settings —
& g Address settings
User box | Column option
< >
HelplF1 k4 Befiesh fiom the device. ] ()

Select the desired function.

= To register the account, click [Add].

-> To change data registered for the account, click [Edit].

- To delete the account, click [Delete] and a screen appears that prompts you to confirm the execu-
tion of deletion. Click [Yes] to delete the account.

= If the Account Password does not meet the requirements of the Password Rules, a message that
tells that the entered Account Password cannot be used appears. Enter the correct Account Pass-
word. For details of the Password Rules, see page 1-8.

= If the Account Name has not been entered, a message appears that tells that the Account Name is
yet to be entered. Click [OK] and enter the Account Name.

- An Account Name that already exists cannot be redundantly registered.

Click [OK].

Click [Export to the device].

= Ifyou have already logged on to the Administrator Settings via the control panel or using PageScope
Web Connection, the machine displays a message that tells that the write operation has not been
successful because of a device lock error. Click [OK] and wait for some while before attempting to
execute [Export to the device] again.

= If there is a job being executed or a reserved job (timer TX, fax redial waiting, etc.) in the machine,
the machine displays a message that tells that the write operation has not been successful because
of a device lock error. Click [OK] and wait for some while before attempting to execute [Export to
the device] again.

- If [Delete] is selected in step 4, the Group User Box owned by that specific account is changed to
Public User Box. If the password set for a particular box before this change does not meet the re-
quirements of the Password Rules, however, no access can be made to the Public User Box, to
which that specific box was changed. In this case, the Administrator must first newly set a password
that meets the requirements of the Password Rules. For details of the Password Rules, see
page 1-8.
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4.1.6

Registering the certificate

v For the procedure to access the machine, see steps 1 through 5 of page 4-2.

v/ Do not leave the site while you are gaining access to the machine through PageScope Data Adminis-
trator. If it is absolutely necessary to leave the site, be sure first to log off from the PageScope Data
Administrator.

1 Access the machine through [Authentication Settings/Address Settings] mode of PageScope Data Ad-

ministrator.

2 Click the Address settings expand button.

3 Click [Address book].

I Fle Edt Tool indow Help
1 TOP |+ Registration of Device &3 Netwark Inilial Setting

Function selection Address book fist 02000 items)
@[3 Device information(MFP) Gtatus No. | Abbreviated name Desti ~| 5 Edit
i [1g) Autheniication setings 7 oom -
= Address settings 0002 ES] i
g o003
[£4] Group address e =)
[ Program address e
-2 Page Name of Progiam B
= EMailtite ]
5 EMailtext L ooo7 w
[F Prefin/Sufiv i 0008
151 Userbox 4 0003 . Che
oo > =
o1 Display/Not Display:
] T —
< | || | >
Help(F1 ki Behesh from the device. ] =]

4 Select the number to be registered and click [Edit].

[5] Fle Edt Tool window Help
1 TOP |+ Registration of Device B3 Metwark lrilial Setting

5  Select [E-Mail] and Click [OK].

Function selection Sdiceboant 02000 ferafs)
(3 Device information(MFP] Status No. | Abbreviated name Desti.. | & g Edit.
5 af Autnicaion stigs S E——e—
= @ Address settings ; o002 b Delet
-3 Address book (e
(€] Group address R =
[T Frogiam addiess e
2= Page Name of Progiam B
-5 EMailtite a0
5 EMailtext ooo7 w
[E% Prefin/Suftix 4 0008
[ Userbox 0009 . Cheng
: oo =
oont Display/Not Display:
e ¢ [FEMad =
< | 3= | ¥
Help(F1 3 Befiesh fiom the device... ] ]
Selection of destination type g|
Destination Type
@ E-Mall
O User box
O sMB
QOFf1P
O webDAY
Machine Type of Destination
HelplF1 0K J [ comsl
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6  click [Register] of S/MIME Certification file and select the certificate to be registered.

Add and edit of address book{E-Mail) E‘
Abbreviated No. ooot " Required field
Abbreviated name”

Search character” et v | [ Man
Reference Allowed Levell0]
0

EMai configuration

E-Msil address™

S/MIME Certification file:

Regist
HelolF1 oK ] [ Cancel

= Set 1024 bits or more for the key length of the RSA public key for the certificate of each destination.

7 Makethe necessary settings.

Add and edit of address book(E-Mail) g‘
Abbreviated Mo ooot " Required field
Abbreviated name” test
Search character™ e v | [ Main
Feference Allowed Level0]

0
E-Mail configuration
E-Mail acdress” test@cajp

S/MIME Certific:ation file:

Regist
o B
HelplFt ok J [ comel

= If the abbreviated name and E-mail address have not been entered, an input error message ap-
pears. Then, click [OK] and enter the abbreviated name and E-mail address.

8  Click [OK].

9 click [Export to the device].

= If you have already logged on to the Administrator Settings via the control panel or using PageScope
Web Connection, the machine displays a message that tells that the write operation has not been
successful because of a device lock error. Click [OK] and wait for some while before attempting to
execute [Export to the device] again.

= If there is a job being executed or a reserved job (timer TX, fax redial waiting, etc.) in the machine,

the machine displays a message that tells that the write operation has not been successful because

of a device lock error. Click [OK] and wait for some while before attempting to execute [Export to
the device] again.
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4.1.7 SNMP Setting Function

<Changing the auth-password and priv-password>

4
4

H WO DN =

5

For the procedure to access the machine, see steps 1 through 5 of page 4-2.
Do not leave the site while you are gaining access to the machine through PageScope Data Adminis-

trator. If it is absolutely necessary to leave the site, be sure first to log off from the PageScope Data
Administrator.

Access the machine through [Administrator settings] mode of PageScope Data Administrator.

Click the Administrator settings expand button.

Click the Network expand button.

Click [SNMP].

[l Fle Edt Tool ‘indow Help _ 8 x
1 TOP |+ Registration of Device &3 Network Iritial Setting

Function selection: SHMP settings:

- B Driive Suppart || setinglist ‘
“cb Soanne: Status ltem Yalue 1|
3 Far SNMP Settings Enable
I
|

% % Metwark Fax SNMP W1 A 2c IP) Enable
- i) Sesuity SHMP Y3 (IF) Enable
& {3 Power supply management SNMP YT (IPK) Ensble
=19 Network UIDP Port Number 161
NS \\ﬂx; \Ht\frltz Ealm\ssm['\ " En;lk_n\e
™. ead Communit lame ubhc
e P& Address Informatic VINZ Wike cammumtijame Erlvate
iy IPsec Information V3 Contet Name: -
T8 FRiaw Port < S
@ 54 IP Filering - =
E Metwiare Setting
i re
Enabl the SHMP.
& sme
AppleTalk
| Bonjour
+ [ LDap
E-Mail TX (SMTF)
) E-Mail Fix [POP)
i TCP Socket
Time adjustment
& SMIME
58 WebDAY Server
2] WebDAY Client

(5 Specily the SNMP saitings

& (2D Web Service
- B} Rsference Allowed Group |
| &

HelplF1 I@ Befresh fram th device: 1=

Click [V3 Write User] of Setting list.

& Fle Edt Tool Window Help
191 TOP |+ Registiation of Device. & Network Inifial S etting

Function selection: SHMP settings:
(3 Device information @] Setnakt
=&, Administrator settings Status Item Walue Result e
& Online Suppart V1 A2 Wit Permiss_. Disable
X Scanner W1//2Read Commu..  public
Fax Y 5 :
Network Fas V3 Context Name
Secuity V3 Discovery LserP...  Enable, ¥3 Discovery User Name=pu..
O Pt e e /3 Read Lser Securily Level-auth-passwords
& [ Vaiie lser Se
B4 Network V3 Authentication 1. MD5 i
& DNS V3 Encoplion Algort..  DES =
B 1Py Addiess Informatic v 1 g |
-y IPsec Information e =
T8 Raw Port Setling
54 |F Fiteing
Metw! ;
= ‘F.ep b Security Levek: | auth-password/priv-password v|
i FTP User Name': [restiet |

| SNMP
SMB

| AppleTalk Curnent Password{auth]”
| Banjour
LDAP _—
i £ Mail TX (SMTF) Password[auth(Retype)™ |82 chars]
7 E-bsil A (POP] [] St = password

5 TCP Socket g
T s Curent Passward{priv)s [ (332 chars]

By S/MIME Password (priv]" | (32 chars)

k_@ mggx éﬁé‘:’ ] PasswordlpriviFetype]: | B-92 chars)

{2 Web Semvice (5} Setthe security level of the wite satting, an user name and a passward
B} Reference Allawed Group v |
I & |

[] Set s password

Password [auth]®

HelolF1 I[:j Pl e l =
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6 Click the "Security Level" pull-down menu and select [auth-password] or [auth-password/priv-pass-
word].

[ Ele Edt Tool ‘indow Help -8 %
{4 TOP |+ Registiation of Device & Netwark Iniial Setting

Function selection: SHMP settings:

& (3l Device information || Eeting list

Administrator settings Status ltem WValug Result &~
8 Oriine Support 12 Wiite Permiss...  Disable
¥ Seanner 1 /2 Read Commu...  public
Fax v
Netnai e /3 Context Name
Seiing 3 Discovery Lser P Enable, 3 Discovery Liser Name=pu
5. P S P V3 Read User Securiy Levelauthpassword/priv-pa..
& V3 Wit User Securiy Levelauth-password/priv-pa
£ §9 Network V3 Aulhentication &1, MD5
DS 3 Encruption dgorit. DES ~|
By IPvB Address Informatic < | B |
8y IPsec Information = =
Fiaw Part Setting
-5 |P Fitering

Net
i Sesuity Level: | auth password piv-password v

M FTP User Names™ Mot autherticate
W enMp - auth-password
o oame
| AppleTalk Curent Password{auth]®
| Bonjour
o LDAR _
E-Mail T [SMTP) Password{authiRetype]™ | | (832 chars)

% E-Mai Rix (FOF) [ Seta password,

i TCP Sockel
§ Tioe sdiusimont Current Password(priv (632 chars)

£ SMIME Password [priv]’ [ (892 chars]

B-;fa dz:gx EE‘F;:IE’ , Password(piviiRetypel (832 chars)
(3P Web Service (5} Set the secuty level of the wite seifing, an user name and a password
B} Reference Alowed Group v
< | & |

[] Set a password

Password [auth)*

Helo(F1 I@ Efresh from the device l =)

7 Clickthe "Set a password" check box and enter the new 8-digit-or-more auth-password or priv-pass-
word.

=T

=5
& Fle Edt Too Window Help -8 x
18 TOP | 43 Registiation of Device & Network Initial Setting

Function selection: SHMP ssttings:
Device information || Eeting list
Administrator settings(Upd Stalus ltem Value Result )
<& Orine Support W1 A/2Wiite Permiss...  Disable
X Scanner W12 Fead Commu..  public
5 Fan
Network Fax /3 Contest Name
i 3 Discovery User P Enable, 3 Discovery User Name=pu
Fo ok P s Y3 Read User Securiy Levelauthpassword/priv-pa..
= O el manag Update V3 Wite User Security Leveladth-passward/priv-pa
2% Network([Update) V3 duthentication A1
& oS V3 Encryplion Algort..  DES v
Ry, IPvG Address Informatic < | 3 |
-ty |Psec Information - -
B Fiaw Fort Setting
@52 |P Fikering
Nl
i Secuity Levek | authpassword/priv-password ~]
Nad User Name™: [restrict |

| SNMPIUpdte Blse s st

| ppleTalk Curent Password{auth]® (532 chars)

=M oo Password [auth]’s
= 0 Loar
T E Ml TR (SMTP) Password{authliFetype]
iy E-bail B [PDP] et a passward
TEF Socket
§ Tine adustment Curent Passward(priv]™
B SMME Password [priv]*
:@ d::ﬁi: é:;‘:’ PasswordipriviPetypelt | |18-32 chers)
[#-{zP Web Semvice () St the security level of the wits satting, an ussr name and & passward
B} Reference Allawed Group v
< 3 |
HelolF1 I@ Refresh from the device.. ”@. Ezport ta the device.

8  Click [Export to the device].

= If the entered auth-password or priv-password does not meet the requirements of the Password
Rules, [Export to the device] cannot be selected. Enter the correct auth-password or priv-password.
For details of the Password Rules, see page 1-8.

- If you have already logged on to the Administrator Settings via the control panel or using PageScope
Web Connection, the machine displays a message that tells that the write operation has not been
successful because of a device lock error. Click [OK] and wait for some while before attempting to
execute [Export to the device] again.
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4.1.8 DNS Server Setting Function
<Registering the DNS Server>

v

O A ON =

For the procedure to access the machine, see steps 1 through 5 of page 4-2.

Do not leave the site while you are gaining access to the machine through PageScope Data Adminis-
trator. If it is absolutely necessary to leave the site, be sure first to log off from the PageScope Data
Administrator.

Access the machine through [Administrator settings] mode of PageScope Data Administrator.
Click the Administrator settings expand button.

Click the Network expand button.

Click [DNS].

Make the necessary settings for the DNS Server.

= [f the DNS Server Auto Obtain and DNS Domain Auto Obtain check boxes are selected, the DNS
Server Address and DNS Domain Name are automatically obtained.

Click [Export to the device].

= Ifyou have already logged on to the Administrator Settings via the control panel or using PageScope
Web Connection, the machine displays a message that tells that the write operation has not been
successful because of a device lock error. Click [OK] and wait for some while before attempting to
execute [Export to the device] again.
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4.1.9 NetWare Setting Function
<Making the NetWare Setting>

v

o 00~ WODN =

For the procedure to access the machine, see steps 1 through 5 of page 4-2.

Do not leave the site while you are gaining access to the machine through PageScope Data Adminis-
trator. If it is absolutely necessary to leave the site, be sure first to log off from the PageScope Data
Administrator.

Access the machine through [Administrator settings] mode of PageScope Data Administrator.
Click the Administrator settings expand button.

Click the Network expand button.

Click [NetWare].

Make the necessary settings.

Click [Export to the device].

= Ifyou have already logged on to the Administrator Settings via the control panel or using PageScope
Web Connection, the machine displays a message that tells that the write operation has not been
successful because of a device lock error. Click [OK] and wait for some while before attempting to
execute [Export to the device] again.
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4.1.10 SMB Setting Function
<Setting the NetBIOS Name>

v

o 00~ WODN =

For the procedure to access the machine, see steps 1 through 5 of page 4-2.
Do not leave the site while you are gaining access to the machine through PageScope Data Adminis-

trator. If it is absolutely necessary to leave the site, be sure first to log off from the PageScope Data
Administrator.

Access the machine through [Administrator settings] mode of PageScope Data Administrator.

Click the Administrator settings expand button.

Click the Network expand button.

Click [SMB].

Click [NetBIOS Name] of Setting list, enter the NetBIOS Name.

Click [Export to the device].

= Ifyou have already logged on to the Administrator Settings via the control panel or using PageScope
Web Connection, the machine displays a message that tells that the write operation has not been
successful because of a device lock error. Click [OK] and wait for some while before attempting to
execute [Export to the device] again.
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4.1.11 AppleTalk Setting Function
<Making the AppleTalk Setting>

v

o 00~ WODN =

For the procedure to access the machine, see steps 1 through 5 of page 4-2.

Do not leave the site while you are gaining access to the machine through PageScope Data Adminis-
trator. If it is absolutely necessary to leave the site, be sure first to log off from the PageScope Data
Administrator.

Access the machine through [Administrator settings] mode of PageScope Data Administrator.
Click the Administrator settings expand button.

Click the Network expand button.

Click [AppleTalk].

Make the necessary settings.

Click [Export to the device].

= Ifyou have already logged on to the Administrator Settings via the control panel or using PageScope
Web Connection, the machine displays a message that tells that the write operation has not been
successful because of a device lock error. Click [OK] and wait for some while before attempting to
execute [Export to the device] again.
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4.1.12 E-Mail Setting Function
<Setting the SMTP Server (E-Mail Server)>

v

o 00~ WODN =

For the procedure to access the machine, see steps 1 through 5 of page 4-2.

Do not leave the site while you are gaining access to the machine through PageScope Data Adminis-
trator. If it is absolutely necessary to leave the site, be sure first to log off from the PageScope Data
Administrator.

Access the machine through [Administrator settings] mode of PageScope Data Administrator.
Click the Administrator settings expand button.

Click the Network expand button.

Click [E-Mail TX (SMTP)].

Make the necessary settings.

Click [Export to the device].

= Ifyou have already logged on to the Administrator Settings via the control panel or using PageScope
Web Connection, the machine displays a message that tells that the write operation has not been
successful because of a device lock error. Click [OK] and wait for some while before attempting to
execute [Export to the device] again.
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4.2

PageScope Box Operator

4.2

4.2.1

PageScope Box Operator

PageScope Box Operator is application software used exclusively for changing the name of scan or fax data
stored in a User Box, downloading or deleting such scan or fax data, creating a User Box, changing the prop-
erties (user attributes) of a User Box, and performing other tasks. It allows a network-connected PC to gain
access to the HDD of the machine for accomplishing these tasks.

When an attempt is made to gain access to the machine through PageScope Box Operator, the user is au-
thenticated to be an authorized user by using an 8-to-64-digit User Password and an 8-digit User Box Pass-
word. During the authentication procedure, the password entered appears as "*." When the Enhanced
Security Mode is set to [ON], the number of times in which authentication fails is counted.

Accessing the User Box

v/ Do not leave the site while you are gaining access to the machine through PageScope Box Operator. If
it is absolutely necessary to leave the site, be sure first to log off from the PageScope Box Operator.

1 Start the PageScope Box Operator.

2 Double-click this machine.

Bl Edt Wiew Favortes Took Help  BowOperakor

@k -

Folders

R

D seach | [ Foigers (=] o B H

|18

MFP1

3 Type the User Name and the 8-to-64-digit User Password.

User authentication - [MFP1] E]E‘
Enter user name and password
©
& Log on with the specified user name
Username:  |user
Password: [
[~ Save logon user ramme.
Help (F1) Cancsl

- If [ON (External Server)] is set for the authentication method, select the desired external server.

4 Click [OK].

= Ifawrong User Password is entered, a message that tells that the authentication has failed appears.
Enter the correct User Password.

= If the Enhanced Security Mode is set to [ON], the entry of a wrong User Password is counted as
unauthorized access. If a wrong User Password is entered a predetermined number of times (once
to three times) or more set by the Administrator of the machine, a message appears that tells that
authentication has not been successful for any subsequent operation for authentication. The ma-
chine is then set into an access lock state, rejecting any more logon attempts. To cancel the access
lock state, the Administrator of the machine must perform the Release Setting. Contact the Admin-
istrator of the machine.

= If [ON (External Server)] (Active Directory) is set for the authentication method and if user authenti-
cation is successful, the User Name not registered in the machine is automatically registered.
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5

6

>

If the "Save logon user name" check box has been selected, the User Password entered is stored
in the PC being used. If you do not want the User Password stored, clear the "Save logon user
name" check box.

Click or double-click the desired User Box icon.

% MFD1 [9(=1[c3
lfll

File Edt View Favorites Took Help  Box Operatar
Qus- © F Lo GEEs BB
B & %

Folders
(e
Al 8 g

Group User  PsrsonalUser  Pubiic User
o

[ Foiders

= @ vreL
5 1.Public User Bax
(e 2 Personal User Box
[ 5.6roup User Box

Type the 8-digit User Box Password.

Password confirmation

Enter the pazzword for the user bax[Personal User Box).

Password: |

™ Save box password until disconnected.

Help [F1] ak. | Cancel

Click [OK].

>

>

If a wrong User Box Password is entered, a message that tells that the authentication has failed ap-
pears. Enter the correct User Box Password.

If the Enhanced Security Mode is set to [ON], the entry of a wrong User Box Password is counted
as unauthorized access. If a wrong User Box Password is entered a predetermined number of times
(once to three times) or more set by the Administrator of the machine, a message appears that tells
that authentication has not been successful for any subsequent operation for authentication. The
machine is then set into an access lock state, rejecting any more logon attempts. To cancel the ac-
cess lock state, the Administrator of the machine must perform the Release Setting. Contact the
Administrator of the machine.

To delete a User Box, select the desired User Box icon, and select [Delete] from the [File] menu. A
confirmation message appears. Click [Yes] and enter the User Box Password corresponding to the
specific User Box. This deletes the User Box.

If the "Save box password until disconnected" check box has been selected, the User Box Pass-
word entered is stored in the PC being used. If you do not want the User Box Password stored, clear
the "Save box password until disconnected" check box.

bizhub 423/363/283/223 4-22



4.2 PageScope Box Operator 4

422 Creating a User Box

v
4

v

For the procedure to access the User Box, see steps 1 through 4 of page 4-21.

Do not leave the site while you are gaining access to the machine through PageScope Box Operator. If
it is absolutely necessary to leave the site, be sure first to log off from the PageScope Box Operator.

For the procedure to change the User Box Password and properties (user attributes, account at-
tributes), see page 4-24.

Access the User Box through PageScope Box Operator.
From the [Box Operator] menu, select [Create User Box]. Or, click < .

Make the necessary settings.

Create box E]E\
5' ¥ Use unused bog number

User box name: |Persor\a\ User Box

User box ype: " Public

& Peponal  Ovwner: [usert

[ ©
© ow |7

Password [

Canfim password: |
Index = r
Auto Document - Statie [sae =]
Dekete Time:

- Crhee [ 030 2w

Help (F1) | T Earee] |

Do not fail to enter data in the "User Box name," "Password," and "Confirm password" boxes.

If the "Use unused box number" check box is selected, the User Box No. is automatically assigned.
A Use Box Number that already exists cannot be redundantly registered.

If [Personal] is selected for User Box Type, enter the User Name of the user who owns the User Box
in the "Owner" box.

If [Group] is selected for the User Box Type, enter the name of the account that owns the box in the
"Owner" box.

R P %

|

Click [Create].

= [f the User Box Type is set to [Public], set a User Box Password that meets the requirements of the
Password Rules. For details of the Password Rules, see page 1-8.

= [fthe entered User Box Password does not match, a message that tells that the User Box Password
does not match appears. Enter the correct User Box Password.

= If the Owner Name is not entered with "Personal” selected for User Box Type, a message appears
that warns that the Owner Name is yet to be entered. Enter the correct Owner Name.

= If the Account Name is not entered with "Group" selected for User Box Type, a message appears
that warns that the Account Name is yet to be entered. Enter the correct Account Name.

= [f a user name not registered with the machine is entered in the "Owner Name" box, a message ap-
pears that tells that the Owner Name entered in the box is illegal. Enter the correct Owner Name.

= [faaccount name not registered with the machine is entered in the "Account Name" box, a message
appears that tells that the Account Name entered in the box is illegal. Enter the correct Account
Name.
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4.2.3 Changing the User Box properties (user attributes, account attributes)

v
4

A O DN =

For the procedure to access the User Box, see steps 1 through 4 of page 4-21.

Do not leave the site while you are gaining access to the machine through PageScope Box Operator. If
it is absolutely necessary to leave the site, be sure first to log off from the PageScope Box Operator.

Access the User Box through PageScope Box Operator.

Select the icon of the desired User Box.

From the [File] menu, select [Property], or right-click to select [Property].

Make the necessary settings.

Personal User Box properties E]g‘

Bo name

[Personal User Box

User box number. 2

User buos type ¢ Public

# Personal Quner Juserl

© Gow —

Connecled to: HFF1 [ 1
Loggedonuser  userl

Datedtime registered: 2009/01/19 11:08:56

Index ete - r
Auto Document & Static |1 Day -
Delete Time:

Click [Change Password] to set or change
the password. Change Password

Help (F1) Cancel
= To change the owner of the User Box, enter the user name that has been registered with this ma-
chine as a user for a Personal User Box and that has been registered with this machine as an ac-
count for a Group User Box.
- If the User Box Type has been changed to [Public], be sure to set a User Box Password that meets
the requirements of the Password Rules.
= To set the User Box Password, perform steps 7 through 9.
Click [OK].
- If a User Box Password has been set, the password confirmation screen appears. Then, enter the
currently set 8-digit User Box Password and click [OK].
Password confirmation
Enter the pazsword for the user box[Personal User Box).
Password: | ********
™ Save box password until disconnected.
Help (F1) ok | Concel |
= If User Box Type is changed from "Personal" or "Group" to "Public" and if the User Box Password
set for the Personal or Group User Box before this change does not meet the requirements of the
Password Rules, a message appears that tells that the User Box Password is illegal. When [OK] is
then clicked, a password confirmation screen appears. Now, click [Cancel] and set a User Box
Password that meets the requirements of the Password Rules. For the procedure to change the
User Box Password, see steps 7 through 9. For details of the Password Rules, see page 1-8.
= If a wrong User Box Password is entered, a message that tells that the User Box Password does
not match appears. Enter the correct User Box Password.
= If the Enhanced Security Mode is set to [ON], the entry of a wrong User Box Password is counted

as unauthorized access. If a wrong User Box Password is entered a predetermined number of times
(once to three times) or more set by the Administrator of the machine, a message appears that tells

bizhub 423/363/283/223 4-24



4.2 PageScope Box Operator 4

that authentication has not been successful for any subsequent operation for authentication. The
machine is then set into an access lock state, rejecting any more logon attempts. To cancel the ac-
cess lock state, the Administrator of the machine must perform the Release Setting. Contact the
Administrator of the machine.

If the "Save box password until disconnected" check box has been selected, the User Box Pass-
word entered is stored in the PC being used. If you do not want the User Box Password stored, clear
the "Save box password until disconnected" check box.

6  Select [Property] from the [File] menu or right-click to select [Property].

7 click [Change Password].

8 Enter the User Box Password.

Change password &

Mew pazsword:

Help[F1]| ok | Cancel

9  Click [OK].

->

->

When [OK] is clicked, the password confirmation screen of step 5 appears. Enter the 8-digit User
Box Password, which was set before the change of the password, and click [OK].

If the User Box Type is changed to [Public], set a User Box Password that meets the requirements
of the Password Rules. For details of the Password Rules, see page 1-8.

If the entered User Box Password does not match, a message that tells that the User Box Password
does not match appears. Enter the correct User Box Password.

If the Enhanced Security Mode is set to [ON], the entry of a wrong User Box Password is counted
as unauthorized access. If a wrong User Box Password is entered a predetermined number of times
(once to three times) or more set by the Administrator of the machine, a message appears that tells
that authentication has not been successful for any subsequent operation for authentication. The
machine is then set into an access lock state, rejecting any more logon attempts. To cancel the ac-
cess lock state, the Administrator of the machine must perform the Release Setting. Contact the
Administrator of the machine.
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4.2.4 Accessing the User Box file

v For the procedure to access the User Box, see steps 1 through 4 of page 4-21.
v/ Do not leave the site while you are gaining access to the machine through PageScope Box Operator. If
it is absolutely necessary to leave the site, be sure first to log off from the PageScope Box Operator.
1 Access the User Box through PageScope Box Operator.
2 Select the desired file.
B 2.Personal User Box g@gl
Fle Edt Wew Favortes Tools Help Box Operator o
Qe - () T D mach [ romers o T Ry & 7
Folders B
= @ vret ] -
5 1.public User Box test print
{18 2 Personal User Box
[ 3.Group User Bax
< > 5
3 Select the desired function.
Different functions can be operated depending on the file format.
Study the following table for the relationship between the file format and operable functions.
File format Operable functions
PDF Icon display, thumbnail display, detail display, opening in a specific applica-
c ¢ PDF tion, file acquisition, file name change, file deletion, copy to another User Box,
ompac move to another User Box, copy to another Folder, move to another Folder
JPEG Icon display, thumbnail display, detail display, opening in a specific applica-
TIFE tion, opening in Box Operator viewer, file acquisition, file name change, file de-
letion, copy to another User Box, move to another User Box, copy to another
Folder, move to another Folder
= The file saved in the User Box may be saved in your PC from PageScope Box Operator through
drag-&-drop.
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4.3

HDD TWAIN driver

The HDD TWAIN driver, which is to be installed in the PC of a general user, is a TWAIN driver used exclusively
for allowing the HDD of this machine to be recognized as a TWAIN device.

The HDD TWAIN driver is a utility function for downloading document data stored in the User Box in the scan
or fax mode in the image processing application of the PC.

When an attempt is made to gain access to the machine through the HDD TWAIN driver, the user is authen-
ticated to be an authorized user by using an 8-to-64-digit User Password and an 8-digit User Box Password.
During the authentication procedure, the User Password entered for the authentication purpose appears as
"*" on the display. When the Enhanced Security Mode is set to [ON], the number of times in which authenti-

cation fails is counted.

Accessing from the HDD TWAIN driver

v Do not leave the site while you are gaining access to the machine through the HDD TWAIN driver. If it
is absolutely necessary to leave the site, be sure first to log off from the HDD TWAIN driver.

1 Start the image processing application.

2 From the [File] menu, click [Read], and then select [KONICA MINOLTA HDD TWAIN Ver.3].

3 Select this machine and click [Connect].

Select Devices

Device List

) from Search Result ©) from Registered Devicss

IP Address Device Name

[] s this to the reqistered device list

[ e this device for future session

ES]

4 Selectthe "Login as the Registered User" radio button and enter the User Name and the 8-to-64-digit

User Password.

User Authentication
Enter User Name and Passward

ol

& Login as the Registered User

User Mame: ’Mi

Password: ’7

© ’7

= ’7
'D—K| Cancel ‘ Heln ‘

- If [ON (External Server)] is set for the authentication method, enter the desired external server.
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5

Click [OK].

>

>

If a wrong User Password is entered, a message that tells that the authentication has failed appears.
Enter the correct User Password.

If the Enhanced Security Mode is set to [ON], the entry of a wrong User Password is counted as
unauthorized access. If a wrong User Password is entered a predetermined number of times (once
to three times) or more set by the Administrator of the machine, a message appears that tells that
authentication has not been successful for any subsequent operation for authentication. The ma-
chine is then set into an access lock state, rejecting any more logon attempts. To cancel the access
lock state, the Administrator of the machine must perform the Release Setting. Contact the Admin-
istrator of the machine.

If [ON (External Server)] (Active Directory) is set for the authentication method and if user authenti-
cation is successful, the User Name not registered in the machine is automatically registered.

Enter the desired Box No. and 8-digit Box Password.

Select Box E|

Enter Box No. and Password
Device,

User Mame: userl

Box No. [

Box Passward: |7

Box Name: [

Select from Box List

[ | Cancel ‘ Help ‘
Click [OK].
= If awrong User Box Password is entered, a message that tells that the authentication has failed ap-

>

pears. Enter the correct User Box Password.

If the Enhanced Security Mode is set to [ON], the entry of a wrong User Password is counted as
unauthorized access. If a wrong User Password is entered a predetermined number of times (once
to three times) or more set by the Administrator of the machine, a message appears that tells that
authentication has not been successful for any subsequent operation for authentication. The ma-
chine is then set into an access lock state, rejecting any more logon attempts. To cancel the access
lock state, the Administrator of the machine must perform the Release Setting. Contact the Admin-
istrator of the machine.

Select the desired document data and click [Read].
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4.4 PageScope Direct Print

PageScope Direct Print is an application that allows a PDF file or a TIFF file to be directly transmitted to, and

printed on, the printer.

It permits printing of data through drag and drop to the desktop icon and using the context (right-click) menu
of Windows, and automatic printing of data using a hot folder. The application also allows two or more dif-
ferent print job setups to be registered.

When data is to be printed through PageScope Direct Print, the user is authenticated to be an authorized user
by using an 8-to-64-digit User Password or Account Password. When the Enhanced Security Mode is set to
[ON], the number of times in which authentication fails is counted.

Printing through PageScope Direct Print

v If the "Edit Authentication/Account Track for each drag-and-drop printing" check box is not selected
on the PageScope Direct Print main screen, no authentication screen appears for drag-and-drop print-
ing. Select the "Edit Authentication/Account Track for each drag-and-drop printing" check box when

using PageScope Direct Print.

1 Drag and drop the desired file to the PageScope Direct Print shortcut.

= Right-click the desired file. PageScope Direct Print can be selected from the menu that will then be

displayed.

2 Select the "Use User Authentication” check box and the "Recipient User" radio button.

User AuthenticationfAccount Track El

User Authentication

¥ Use User Authentication
" Public User

@ Recipient User

User Name hd
Password

Account Track

™ Use account Track

Department Name
Password

oK Cancel | Help

3 Enter the User Name and the 8-to-64-digit User Password that have been registered in the machine.

User AuthenticationfAccount Track E|

User Authentication

[V Use User Authentication
" Public User

@ Recipient User

User Name userl -
Password ,“7

Account Track

I Use Account Track.

Department Name
Password

ok Caneel | Help

- If [ON (External Server)] is set for the authentication method, select the desired external server.
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4 To enable Account Track, click the [Use Account Track] check box.

User AuthenticationfAccount Track El

User Authentication

¥ Use User Authentication
" Public User

@ Feecipient User

User Hame serl E
Password [

Account Track

¥ Use sccount Track

Department Name
Password

oK Cancel | Help ‘

5 Enter the Account Name and 8-to-64-digit Account Password registered with the machine.

User AuthenticationfAccount Track E|

User Authentication

[V Use User Authentication
" Public User

@ Recipient User

User Name userl -
Password ,“7

Account Track

I¥ Use Account Track.

Department Narne 1
Password [T

6 Click [OK].

= If a wrong User Password or Account Password is entered, the specified file is erased as an error
from the machine without being printed. Enter the correct User Password or Account Password.

= If the Enhanced Security Mode is set to [ON], the entry of a wrong User Password or Account Pass-
word is counted as unauthorized access. If a wrong User Password or Account Password is entered
a predetermined number of times (once to three times) or more set by the Administrator of the ma-
chine, the machine is then set into an access lock state, rejecting any more logon attempts. To can-
cel the access lock state, the Administrator of the machine must perform the Release Setting.
Contact the Administrator of the machine.
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4.5 HDD Backup Utility

The HDD Backup Utility, which is to be installed in the PC of the Administrator of the machine, is application
software used exclusively for accessing the HDD in this machine.

The HDD Backup Utility functions performed by the Administrator of the machine allow the image data saved
in the HDD of the machine to be backed up and restored. It is not possible to open directly the backup data.

To gain access to the machine from the HDD Backup Utility, the user is authenticated to be an authorized
Administrator by using an 8-digit Administrator Password. The Administrator Password entered during the
authentication procedure is displayed as "*." When the Enhanced Security mode is set to [ON], the number
of times in which authentication fails is counted.

NOTICE
Make sure that none of the general users of the machine will know the Administrator Password.

If the Administrator Password is forgotten, it must be set again by the Service Engineer. Contact your Tech-
nical Representative.

4.51 Backup

v In Backup, neither the Administrator Password nor CE Password is backed up.
1  Sstart the HDD Backup Utility.

2 Select this machine and click [Backup].

i Fie Funcon Tool Window Help -8 x
| +3 Registration of Device & Network Initial Setling

\|{ Basic Settirgs ||

Device lis: Number of Displayed Devises: 1 Function Selection

Registered Device Backup
A Group name Model name address @

i Riest

Device Selection Filter

Status Status Display

Display Al

3 Enterthe 8-digit Administrator Password registered in the machine in the "Administrator password"

box.
FEx
Connect to device
Cornect to the device o be backed up. 147
Enter the Adriristrater password
Fiegitered name: Diswice adliress
MFP
[~ Siave the admiistrator password
Belvinistrator password =
Important
Make st the device hss besn prspared for backup
15 ot e ot the device during backup
Do rct shut dawn the DS,
D5 ik unplug the ristwark cabls of the device o the PC during backup,
HelpiF1) e

= If the "Save the administrator password" check box is selected, the Administrator Password en-
tered is stored in the PC being used. If you do not want the Administrator Password stored, clear
the "Save the administrator password" check box.
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4

5

6

Click [Next].

>

>

If a wrong Administrator Password is entered, a message that tells that the Administrator Password
does not match appears. Enter the correct Administrator Password.

If the Enhanced Security mode is set to [ON], entry of a wrong password is counted as unauthorized
access. If a wrong Administrator Password is entered a predetermined number of times (once to
three times) or more set by the Administrator of the machine, a message appears that tells that the
machine accepts no more Administrator Passwords because of unauthorized access for any sub-
sequent entry of the Administrator Password. The machine is then set into an access lock state. To
cancel the access lock state, settings must be made by the Service Engineer; or, turn off, and then
turn on, the main power switch of the machine. If the main power switch is turned off and on, the
access lock state is canceled after the lapse of time set for [Release Time Settings]. When the main
power switch is turned off, then on again, wait at least 10 seconds to turn it on after turning it off. If
there is no wait period between turning the main power switch off, then on again, the machine may
not function properly.

Here is the sequence, through which the main power switch and sub power switch are turned on
and off:

Turn off the sub power switch — Turn off the main power switch — Turn on the main power switch
— Turn on the sub power switch

From "Backup media," select the check box of the desired media and click [Next].

Select backup target
Select the karget of backup from the device. 27
Connected
Select the backup target.
& Backup Bod
~

Image Backup Taiget Medis

Media name | Size [
SINVFAM, FLASH, HDD 156683.00 MB

HelplF1) «Back Newt > Carcel |

Click [Browse] and specify the destination, in which the backup folder is to be saved.

Backup folder settings
Create the backup folder. £
Connected
Erter the backup folder path and name.
Backup folder path:
\::\ Browse.
Backup folder name:
Blackup size: 1481 ME
Evplanation
The HDID Backup Uity creates the folder specified in [Backup folder name] in the location
specified in [Backup folder path], and saves the data acouired fram the device.
HelplF1) < Back i LCancel
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4

7 Type a backup folder name that consists of 1 to 50 characters in the "Backup folder name" text box

and click [Next].

Backup folder settings
Create the backup folder.

Enter the backup folder path and name.

Backup folder path

TS

Connected

o

Backup folder name:

Bigwse.

[Bckup_20030120_101367_001

Backupsize:  [142THE

Evplanation

HelplF1)

The HDD Backup Uity creates the folder specified in [Backup folder name] in the location
speciied in [Backup folder path], and saves the data acquied from the device.

«Back

] Cancel

8 Toseta password for the backup file, select the corresponding check box and type a password that
consists of 1 to 64 digits in the box for "Password for backup file" and "Password for backup file (con-

firmation)" and then click [Next].

Password seltings
Spesily a password

To set & passward for the backup fles, select the checkbay and enter the passward

¥ Set  password for the backup fles

Password for backup file:

P e e |

Evplanation

Sefting a password for the backup files protects the files from malicious users.
The password set here wil be requirzd when the saved data is restored

HelplF1)

an

Connected

< Back Mext> LCancel

9 Check the data that has been set and click [Start].

Confimm sctup
Backup vl be perfarmed using the following setup

If the: setlings are conest, dlick [Star]
Setting infarmation
Device to be backed up:
Backup type
Backup folder
Backup size
I Used disk space after backup:

M Free disk space after backup

Disk ratio after backup:

HelplF1)

5/7

Connected

MFF
Box Backup
C:NBackup_20080120_101357_001
148.1 ME

18368

18968

1 Cancel

< Back
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10 Make sure that the backup procedure has been completed. Then, click [Finish].

Result
Basckup erder with the follawing resul 7
1 JBackup was complated.

Target device: MFP

Backup ipe Bax Backup

Backup folder. | C\Bsckup_2008T120_101367_001

Fioport s | A Booumerts and SettingskAdministrator DADAosal Settings\Applcation DatbKOr

HelplF1)

View teport
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4.5.2 Restore
1  Start the HDD Backup Utility.

2 Select this machine and click [Restore].

—r—
EEX
) Fle  Function ool Window Help -8 %
| 2 Registration of Device & Network Initial Seting

| : Basic Setlings ||

Device list: Humber of Displayed Devices:1 Funcion Selection

Flegistered
name

Device [ﬁEackup
address

Status Status Display Group nams Mode| name:

[ Restore

Device Selection Filter

Display Al -

3 Click [OK].

i ) Restoring will averwrite the data on the media built into the device, Click [OK] ta restore or [Cancel] to cancel

restoration.

o |

4 Click [Browse] and specify the destination, in which the backup file is to be saved.

Select Backup Folder
Specify the backup folder that pou want to restore to the device. 149

Select the restoration source with the Browse button.

Backup folder

C:\Backup_20090120_101357_001 Brawss
Restoration source information

Device name:

Backed up device: MFP

Backup ype: Box Backup
Biackup sioe 1451 W
Backup date: | 01/20/2009 10:13:57

HelplF1) Cancel

- If a password has been set for the backup data, type the password that consists of one to 64 digits
set during Backup and click [OK].

i A password has been set far the backup files.
Enter the password that was set during backup.

Password: |

HelplF1) Cancel

5 Click [Next].
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6 Type the 8-digit Administrator Password registered in the machine in the "Administrator Password"
box.

Connect to device
Connect to the device to be restored 2/5

Enter the Administiator password

Fegistered name: Devics address
MFP

[ Save the administrator password

Administrator password: ‘ xxxxxxxx

Important

Make sure the device has been prepared for restoration.

D not tuin off the device during restoration.

Do not shut dowin the 03

Do not unplug the network sable of the: devics or the PC during restoration.

Help(F1) <Back Newt> Cancel |

= |[f the "Save the administrator password" check box is selected, the Administrator Password en-
tered is stored in the PC being used. If you do not want the Administrator Password stored, clear
the "Save the administrator password" check box.

7 Click [Next].

= [f awrong Administrator Password is entered, a message that tells that the Administrator Password
does not match appears. Enter the correct Administrator Password.

= If the Enhanced Security mode is set to [ON], entry of a wrong password is counted as unauthorized
access. If a wrong Administrator Password is entered a predetermined number of times (once to
three times) or more set by the Administrator of the machine, a message appears that tells that the
machine accepts no more Administrator Passwords because of unauthorized access for any sub-
sequent entry of the Administrator Password. The machine is then set into an access lock state. To
cancel the access lock state, settings must be made by the Service Engineer; or, turn off, and then
turn on, the main power switch of the machine. If the main power switch is turned off and on, the
access lock state is canceled after the lapse of time set for [Release Time Settings]. When the main
power switch is turned off, then on again, wait at least 10 seconds to turn it on after turning it off. If
there is no wait period between turning the main power switch off, then on again, the machine may
not function properly.
Here is the sequence, through which the main power switch and sub power switch are turned on
and off:
Turn off the sub power switch — Turn off the main power switch — Turn on the main power switch
— Turn on the sub power switch

8  Check the data that has been set and click [Start].

Confirm setup
The backup files will be restored ta the devios using the fallowing setfings. 35

Connected

If the settings are canest, click [Start]

Restoration information

Target device: MFP
Restoration source information
Backup type Box Backup
Baclup folder C:\Backup_20030120_101357_00
Eackup size. 1481 MB
HelplF1) < Back Cancel
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4.5 HDD Backup Utility

9  Click [OK].

Make sure that Restore procedure has been completed and then click [Finish].

Result
Restoration ended with the following result

1 ) Restoration was completed.

Target device:

Backup lype:

Backup folder.

Fieport fie:

HelplF1)

| CABackup_20090120_101357_001

| ©:ADocuments and SettingshAdmiistiator DAD Local Settings'Application DatabKat

MFP

Box Backup

View teport

Friah
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